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Abstract
Contact management today is ubiquitous and multi-channel: phone, IM, email, VOIP
to name but a few. However, the contact management technology commonly in use today has
not changed significantly in many years. It remains far from an ideal service, falling down on
issues such as its utility, ease of interaction, the efforts required to maintain it and its
reliability.

Another important factor relies how mobile communication devices have become
more commonplace increasing the potential to be interrupted by them. Indeed, it has been
argued that technologies such as the mobile phone have “reconfigured time and space”. They
have also fundamentally altered notions of availability, promoting a vision in which users are
always-on and continually connected. While this confers many advantages it also increases the
potential for disruption to users engaged in other activities or seeking rest

This document describes wContact, a system that provides a unified service of
synchronized contact profiles (incorporating privacy controls) that contain all contact info. This
is held in a distributed system (a cloud computing service) and broadcast over a data
connection to address book clients. Ultimately this takes the form of a minimal social network
where adding or removing contacts is equivalent to adding or removing a friend in a more
conventional service such as Facebook.

The wContact is complemented with a system which automatically manages status on
a mobile device. Its contribution lies in the adoption of a number of recent technological
advances to create a realistic framework for a sophisticated mobile context-sensitive tool to
capture activity and infer and share availability. It does so by proposing a context model based
on the integration of multiple sensor inputs (e.g. microphone and accelerometer) and internal
device state (e.g. battery level) which is broadcasted.

In summary, wContact represents a substantial improvement over today’s systems in
how contacts are treated and managed. It focuses on simplifying the way they are exchanged,
increasing the quantity and quality of contact details and providing awareness clues to better
mediate engagement with contacts. Finally, to ensure the durability of contacts the system
provides a seamless automatic update process.
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CHAPTERL1 - Introduction

Contact management today is ubiquitous and multi-channel: phone, IM, email, VOIP to
name but a few. However, the contact management technology commonly used has not
changed significantly in many years. It remains far from an ideal service, falling down on issues
such as its utility, ease of interaction, ease of maintenance and reliability.

For many years, contact management was based entirely on a single telephone
number and/or address noted down in a handwritten address book. Although technology has
moved on, this approach still remains the dominant metaphor. When users aim to add a new
contact in a modern system, they still manually insert it into a digital list and need to double-
check its correctness by hand.

Although functional, this paradigm is under strain. New ways of communicating with
others (e.g. email, chat, virtual communities, blogs, etc.) each require each a unique id in order
to establish communication; many users now have multiple IDs and accounts. The substantial
increase in information being stored about a particular person, or contact, makes it challenging
to maintain a comprehensive list of their addresses on all the possible channels of interaction.
Furthermore, the complexity of the modern contact information (typically mixing numeric with
alphanumeric characters and possible symbols) is increasing, adding to the overall challenge of
maintaining an accurate and comprehensive set of contacts.

The transformation of contact management from analog to digital form (from printed
to virtual address books) brought many advantages such as the rapid search for a particular
contact, unambiguous access to the identifiers (often complex and non-intuitive strings) and
the possibility to synchronize information between multiple devices. Synchronization in
particular has brought immense benefits, as it allows users to access all their contacts where
needed (on multiple devices/applications) and minimizes the risk of losing them (e.g. due to
hardware failure). However synchronization cannot guarantee that contact information is
accurate and each individual’s data changes regularly as they engage with new mediums, or
alter their identities on old ones.

Consider the example of a user who takes a new phone number. It is this of contacts
responsibility to convey this new number to his contacts. Depending on the number they have,
this task can become onerous and even costly. Furthermore, even when this task is achieved,
problems can still occur. These include a failure to remove old contact details when new ones
are added (causing confusion between the two items) and an error or omission in entering the
new contact information (causing a complete breakdown in the communication).

This example represents a real life situation when a user changes his or her phone
number and takes great care to convey this to their contacts. However, others contact
information, such as a personal website, are often not treated with this level of attention and
changes often go un-discussed and unrecorded.

Another issue with contacts is that they can be seamlessly passed to third-parties
without the knowledge of their owner. It is common to share the information relating to one
contact with another. However, this situation represents an undesirable one in which users
have no control of their privacy.



In summary contact information is the basic means required for establishing
communication. Although this remains true, technological advances have radically changed the
way we communicate, opening up novel channels and mediums and changing the ways we
plan and spend our time. Indeed, it has been argued that technologies such as the mobile
phone have “reconfigured time and space” [30]. They have also fundamentally altered notions
of availability [19], promoting a vision in which users are always-on and continually connected.
While this confers many advantages (e.g. greater flexibility and levels of perceived security) it
also increases the potential for disruption to users engaged in other activities or seeking rest.
Addressing this problem space is a considerable body of work on human interruptibility [17],
both in terms of how it can be reliably determined (via sensing systems and context models)
and also in how it is understood and managed [e.g. 11]. Commonplace communication tools,
such as instant messaging services, reflect the importance of this issue by allowing users to
explicitly set a status indicating availability. This thesis suggests that sharing contact
information and sharing availability (or awareness information) are concerns that are tightly
related.

The solution this thesis defines to the problems of contact management relates to the
distributed storage of the data. This conveys a number of advantages, most notably a
mechanism by which information can be seamlessly updated and shared between users. This
includes both relatively persistent information (such as phone number or user IDs) and also
transient information such as status (either manually entered or derived automatically). To
attempt a final novel aspect of awareness detection is the explicit choice to avoid capturing or
using explicit location information, thereby side-stepping many of the privacy issues this ability
raises (see Consolvo et al. [6] for a general discussion) and also the fact that this technology is
typically only available in specific environments (e.g. outdoors for GPS or in sites with a high
density of WiFi beacons).

1.1 Motivation

The underlying motivation for this work is that humans are social beings;
communication is a core part of our existence. With the advanced technology available today it
is unjustifiable that one cannot communicate with others due to poor contact management
systems.

As modern life becomes increasingly mobile and individuals frequently end up away far
from family and friends. Although communication technologies bridges these gaps and can
keep people together, the difficulty of maintaining all the information required to get in touch
with others, and the complexity of the forms of the IDs required to achieve this are a
significant barrier. Often a single wrong character stored or entered can prevent the
realization of a communication.

A further difficulty with modern communication channels is that their diversity causes
problems. It is hard for two users to exchange all relevant communication IDs (e.g. phone, IM,
VOIP, email) simply due to the quantity of systems present. This problem is exacerbated when
users change or update their IDs and need to convey this to all their contacts.

Finally, this thesis also seeks to create more parity in communication. It is, by nature
an act with at least two parties. However, prior to initiating, one party is typically unaware of

10



the availability of the other, thus increasing the likelihood of making an unwanted intrusion.
This thesis is motivated to create better technologies to share information to avoid this
undesirable situation.

1.2 Objectives

The main objective of this thesis is to redesign and improve how contact management
is performed. It aims to progress from the arduous activity of users independently managing
their own list of contact data to a model in which users simply publish their contact
information to a distribution store. By managing connections to other users in that store, each
user is able to gain access to accurate contact information at minimal cost.

A secondary objective is to share the availability status of users with their contact
information in order to ensure that there is an effective improvement in the quality of
communication with the system. The goal of this work is to prevent the disruptions caused by
communications. Another objective in this area is to increase the control users have over the
privacy of their contact information, by allowing them to define levels of privacy to each
profile element the system should allow them to control which of their contacts have access to
which of their information.

The thesis will also implement a system to automatically manage status on a mobile
device, thus reducing user effort to maintain status. Its contribution lies in the adoption of a
number of recent technological advances to create a realistic framework for a sophisticated
mobile context-sensitive tool to capture activity and infer and share availability. It does so by
proposing a context model based on the integration of multiple sensor inputs (e.g.
microphone, accelerometer and compass) and internal device state (battery level, device
profile).

In summary, the overall objective is to provide a unified service of synchronized
contact profiles (incorporating privacy controls) that contain all contact info. This is held in a
distributed system (a cloud computing service) and broadcast over a data connection to
address book clients. Ultimately this takes the form of a minimal social network where adding
or removing contacts is equivalent to adding or removing a friend in a more conventional
service such as Facebook.

1.3 Document Structure
This thesis is organized as follows:

Chapter 2 — State of the Art

This section analyzes the various technologies and existing applications that manage
contacts and which are aware of the situation of the user. It also explores the concepts of
cloud computing and virtual communities to provide a foundation for this work.

Chapter 3 — Activity Recognizer

This chapter presents the research conducted on awareness and the systems
produced. These include a small application for logging data and a description of the
awareness system and the mechanisms for creating status and sharing activities.
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Chapter 4 — System Design

This chapter includes the models describing the entire system and architecture. The
processes used in this chapter include: Activity Map, Activity profiles, Participation Map, Role
Profiles, Use case model, Task Cases, Quality Attribute Workshop

Chapter 5 - System Implementation

This chapter presents a description of the application development process as well as
class structure and sequence diagrams.

Chapter 6 — Conclusion

This section closes the thesis with an analysis of the prototype as well as personal
experience. It also proposes ideas for future work.
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CHAPTER 2 - State of the Art

This chapter reviews the relevant literature to the main topics covered in this thesis. It
is divided into four topics. The first two cover communication and virtual communities. The
third covers cloud computing, a technological platform on which such communities can be
implemented and the fourth covers awareness technologies, a core component of many
virtual communities. It particularly focuses on awareness captured and conveyed via mobile
devices.

2.1 Communication

In 340 b.c. Aristotle stated that “man is a social being” and suggested that “social life in
a community is a necessary condition for a man’s complete flourishing as a human being”.
Although 2300 years have passed the reality remains and man is still naturally needy, requiring
communication with others to achieve happiness and fulfillment.

Reflecting the importance of this drive are many innovations in communication
systems throughout history. For example in the XVI century, postal services were widely
introduced. In these early systems messengers traveled on foot or horseback, often through
dangerous regions or along hazardous routes.

In the XIX century address book systems were created to inform the general
population about particular people or commercial or administrative establishments. Later in
that century Antonio Meucci invented the “telettrofono”, now known as the telephone, and
immediately perceived the need to produce a book containing the numbers of subscribers.

Today, more than ever, our daily activities involve managing interpersonal
communications but this activity is poorly understood. Whittaker et al [36] define the contact
management problem as maintaining knowledge of one’s contacts. Once people are exposed
to an unmanageable number of potential contacts and it becomes challenging to store and
access detailed information about them.

Whittaker et al. divides these problems into three categories: Contact Selection, Data
Entry and Diversity of Tools. Contact selection takes place upon receiving a communication
from a novel source, and relates to determining whether or not to store this data. Data entry
makes reference to the cost of acquiring (and accurately maintaining over time), complex
numerical and alphanumerical contact details - data containing an incorrect character is of
little use. Diversity of tools refers to the fact that people track their contacts using a variety of
tools including paper address books, PDAs and email and that these tools are ubiquitous and
often incompatible. Consequently, large efforts need be made to keep them synchronized and
ensure there is no loss of valuable data.

In order to solve these problems Whittaker et al. conducted an experiment to
investigate how people identify important contacts based on relationship between
communication history, communication style and user’s perception of contact importance.
While frequency was confirmed (i.e. people interacted more frequently with important than
unimportant contacts) there were also exceptions to this rule in the form of important, but
occasional contacts. Longevity was also a strong predictor of contact importance — users may
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have had significant interaction with a contact in the past but, due to social or work changes,
they may no longer be important.

This study concluded that users are exposed to a large number of potential contacts,
but the onerous nature of data entry means that they end up being conservative about who
they add to their contact management systems. However, a system in use over the long term
typically contains many out of date contacts — one significant finding from this research is that
contact information changes frequently and that address books present this irrelevant
information together with salient, up to date information. The authors conclude with the
suggestion that current address book systems would benefit from better tools to ‘clean up’
contact archives based in an algorithm to identify stale contacts and relegate those to a
secondary interface view.

2.2 Virtual Communities

Nowadays, with the boom of Internet, more people participate in virtual communities
than engage in online purchases [16]. The popularity of virtual communities reflects the fact
that individuals are using new technologies to fulfill both social and economic goals [37]. There
are a large number of definitions for virtual communities, but Porter [26] provides a concise
summary. He defines a Virtual Community as an aggregation of individuals or business
partners who interact around a shared interest, where interaction is at least partially
supported or mediated by technologies and guided by consensual protocol norms.

Porter also proposed a typology for virtual communities, see figure 1, which includes
two first-level categories: Member-initiated and Organization-sponsored where the first are
community established, and remain managed by members while second are communities that
are sponsored by either commercial or non-commercial organizations. A second level of this
topology is based on the general orientation of the relationship where importance is revealed
once several disciplines recognize the importance of relationships in the context of virtual
communities.

Virtual Commumnities

Establisiun ent *'-| Member-Initiated Organization-Sponsored
Relationship | ¢ s ~ _— —
“~ socks . i : el Nomprofit Govermment
Orientation [__soaa_| Protedonal | [ Commercial | [ I | | .

Figure 1 — A typology of virtual communities

Porter also proposes five attributes that can be used to characterize virtual
communities: Purpose (describes the specific focus of discourse or focal content of
communication among community members), Place (defines the location of interaction:
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completely virtual or partially virtual), Platform (the technical design of interaction that might
enable synchronous, asynchronous or both forms of communication), Population (group
structure and type of social tie supported) and Profit Model (whether a community creates
tangible economic value where value is defined as revenue-generation). These attributes give
researchers a consistent and practical way to describe virtual communities and, from a
managerial perspective, virtual communities with unique combinations of attributes are likely
to have different critical success factors and associated outcomes for both members and
organizational sponsors.

Gupta [14] presents an approach to virtual communities based on the notion that
these are places on the web where people can find and then electronically “talk” to others
with similar interests, playing an important role in many aspects of a member’s life, from
forming and maintaining friendships and romantic relationships to learning, making purchasing
decisions and consuming products or services. Virtual communities are more concerned with
human relationships when compared to traditional communities (neighborhood, town or
region based), because the members are not physically bound together — their social ties
remain at the core of the community.

Gupta cites Tuckman [34] any community, whether traditional or virtual, evolves
through five stages namely forming, norming, storming, performing and adjourning [34]. Table
1 represents those stages:

Group Structure
The pattern of interpersonal
relationships; the way members act
and relate to one another.

Task Activity
The content of interaction as related
to the task at hand.

Forming:
Orientation to the task

orientation, testing and
dependence

Storming:
resistance to group influence and
task requirements

Norming:
openness to other group
members

Performing:
constructive action

Adjourning:
disengagement

Testing and dependence

Intragroup conflict

Ingroup feeling and cohesiveness
develop; new standards evolve and
new roles are adopted

Roles become flexible and functional;
structural issues have been resolved;
structure can support task
performance

Anxiety about separation and
termination; sadness; feelings toward
leader and group members

Table 1 - Stage of Group Development

Emotional response to task
demands

Open exchange of relevant
interpretations; intimate, personal
opinions are expressed
Interpersonal structure becomes the
tool of task activities; group energy is
channeled into the task; solutions
can emerge

Self-evaluation

Then Gupta suggests that as a virtual community is a multi-disciplinary concept its
benefits can also be viewed from various perspectives. These include:

= the and fast

communication;

Technology perspective of providing ubiquitous cheap
= the Business perspective of helping to establish a leading brand, increasing barriers

to entry, developing critical mass and raising interest among customers;
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= the E-commerce perspective in which trust (and the trust building capabilities of
virtual communities) are an important factor;

= the Marketing perspective of providing a broad range of information from fellow
customers;

= the Sociological perspective where knowledge exchange is an important benefit
and individuals can either give information or acquire information;

= the Economic perspective reflecting that virtual communities can create revenue
by charging usage fees, content fees and transactions and advertising fees;

= the Learning perspective with focuses on stimulating continued learning and
nurturing a sense of fellowship and identity, and the ability to enhance the
learning process by improving access to special stimulations and demonstrations.

As a tool to support a marketing relationship, the Internet is an efficient channel as it
has unique capabilities to deliver high levels of personalization and customization to satisfy the
needs of different market segments. It is widely acknowledged that virtual communities can
help enhance long-term relationships between the costumer and companies. Morgan and
Hunt [22] define relationship commitment, a concept central to relationship marketing, as
exchange partners exhibiting maximum efforts to maintain a tie. In relationships in which the
parties identify commitment among the exchange partners as key to achieving valuable
personal outcomes, and they endeavor to develop and maintain this precious attribute. In the
context of virtual communities, such investment is in the form of data sharing, knowledge
sharing or sharing personal information.

Gupta also discusses issues related to virtual community dynamics like design of virtual
communities and factors arising during their evolution. These include: the role of trust in
enhancing virtual community activities; understanding virtual community characteristics in
order to stimulate activities in virtual community; the formation of relational ties in virtual
communities; and understanding the role of personalization in e-commerce. Other key issues
are related to the application of virtual communities, such as understanding their potential
industries like insurance, health care, education and tourism.

Gupta concludes that virtual communities have evolved from simple exchange systems
to the currently extant rich and diverse web-based communities. They have advantages over
face-to-face communities in that they are larger and more dispersed in space. They are mainly
formed for four purposes: transaction, fantasy, interest and relationship. They can be
beneficial to different disciplines such as business, e-commerce, marketing and education.
Establishing such systems can aid relationship marketing, building relationship commitment,
and enhancing store image and customer loyalty.

With the increasing popularity of these virtual communities and social networks, large-
scale distributed systems become crucial enabling technologies. Cloud computing is a term
coined for a recent trend toward service-oriented cluster computing that simplifies the use of
large-scale distributed systems through transparent and adaptive resource management [5]. It
provides simplification and automation for the configuration and deployment of an entire
software stack relying on operating system virtualization implemented using high-level
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language technologies, APls and web services. It is to this topic that this literature review now
turns.

2.3 Cloud Computing

In the beginning of the 90s, distributed computing technologies targeted at enterprise
systems, such as the Open Group’s DCE and the Object Management Groups CORBA, offered
programmable interfaces to overcome the complexities of remote procedure calls [18].
Specifications as OMA (Object Management Architecture), in case of CORBA, served as
reference architectures for services provided at different levels of the frameworks, providing
guidance on how standardization of component interfaces penetrates up applications in order
to create plug-and-play component software environments based on object technology [24].

A decade later the Grid Community proposed the Open Grid Services Architecture
(OGSA), which was based around services in a distributed interaction and computing
architecture assuring interoperability on heterogeneous systems to enable different types of
resources to communicate and share information [33], as an effort to standardized Grid
services interfaces and help adoption of Grid technologies across organizations at global scale.

A similar purpose for the Web is SOA (Service Oriented Architecture) inherent in the
WS-I specifications that provide a loosely integrated suite of services that can be used within
multiple business domains.

After a decade of maturing, SOA evolved beyond its traditional roots in RPC to
encompass the forms of interaction found in representation state transfer. While enterprises
focus on SOA, the data center and operations managers have server virtualization to increase
and reduce cost. The provisioning of virtual servers positioned the evolution of SOA where
services move into the cloud.

Discussing cloud computing is to discuss a service-oriented cluster computing based on
Service-Level Agreements [4]. Cloud computing offers mainframe or better infrastructure
through a small set of services delivered globally over the internet simplifying the use of large
scale distributed systems through transparent and adaptive resource management, and
providing simplification and automation for the configuration and deployment of an entire
software stack.

Mobile applications traditionally are constrained by limited resources such as low CPU
speed, small memory and a battery-powered computing environment. Cloud computing has
the potential to radically alter how device software is developed and deployed while at the
same time removing constraints on device functionality.

Cloud computing leverages high performance, relatively inexpensive commodity
computers clustered closely together in a datacenter and connected to other similar data
centers located globally as close to the users as possible [32]. It provides elastic computing
infrastructure and resources which enable resource-on-demand and pay-as-you-go utility
computing models [38].
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Cloud computing relies on operating system virtualization for functionality and
performance isolation supporting per-use or per-application customization of services typically
implemented using high-level language technologies, APIs, and web services which present
application developers with a small set of services providing a limited set of operations ,
reducing the learning curve for developers. Services are invoked using simple REST XML
request or RSS, making them easy to use from any programming language.

Cloud computing is based on three levels as shown in Figure 2. These three models,
Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (laa$S)
support flexible and efficient ways to augment computing, storage, and communication
abilities for applications on resource-constrained devices and enable novel IT business models
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such as resource-on-demand and pay-as-you-go.
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Figure 2 - Cloud computing basic approach

2.3.1 SaaS - Software as a Service

Software as a Service delivers application service over the internet buying deployment
infrastructure as a service from utility providers. SaaS is also known as “software-on-demand”
and it is currently the most popular type of cloud computing because of its high flexibility,
great services, enhanced scalability and low maintenance. Yahoo mail, Google docs and CRM

applications are all instances of SaasS.

SaaS describes systems in which high-level functionality is hosted by the cloud and
exported to thin clients via the network. The software is hosted on centralized network servers
to make functionality available over the web.

The main feature of SaaS systems is that the APl offered to the cloud client is for a
complete software service and not programming abstractions or resources. It is based on the
concept of renting software from a service provider rather than buying hardware personally.
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In summary, SaaS is a new delivery model which provides flexibility to both provider
and the costumers and has the great benefit of being able to run the most recent version of
applications without the pain of installation and upgrading. Instead, it is replaced by a simple
request to run a specific version of the software eliminating the need to install hardware or
software on client premises.

A major challenge for Saa$S providers is ensuring the security and privacy of client data
which is held outside the organization. SSL VPNs and client based encryption as well as mission
critical fault tolerant, environmentally and physically protected datacenters are minimum
capabilities that enable the use of external service based software.

2.3.2 PaaS — Platform as a Service

PaaS offers an integrated environment to design, develop, test, deploy and support
custom applications following the pay-as-you-go of SaaS avoiding large up-front investments.
This development platform allows users to write their code and the PaaS uploads that code
presenting it on web.

Paas refers to the availability of scalable abstractions through an interface from which
restricted, network-accessible, applications written in high-level languages can be constructed.
Popular examples of PaaS systems are Google App Engine and Microsoft Azure, where users
typically test and debug their applications locally using a non-scalable development kit and
then upload their programs to a proprietary, high scalable PaaS cloud infrastructure.

Basically there are four types of PaaS solutions: social application platforms, raw
computing platforms, web applications and business application platforms.

2.3.3 laas - Infrastructure as a Service

laaS describes a facility for provisioning virtualized operating systems instances,
storage abstraction and network capacity under contract from a service provider. These
virtualized instances are controlled and configured by users through root ssh connections.

Virtualization enables laaS providers to offer almost unlimited instances of servers to
customers and make cost-effective use of the hosting hardware, and moving infrastructure to
the cloud means that we have the ability to scale as if we owned our own hardware and data
center.

The great benefits of laaS are usage based pricing, reduced costs, dynamic scaling and
access to superior IT resources.

The most popular example of an laaS-style computational cloud is the Amazon Web
Services (AWS) which includes the Elastic Compute Cloud (EC2), Simple Storage System (S3),
Elastic Block Store (EBS) and others APIs and charges per instance occupancy hour and for
storage options at very competitive rates. Similar to PaaS systems, these rates are typically
significantly less than the cost of owning and maintaining even a small subset of the resources
that these commercial entities make available to users for application execution.
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Users can buy the infrastructure according to the requirements at any particular point
of time instead of buying the infrastructure that might not be used for months. This is the
meaning of the pay-as-you-go model - users pay only for what they consume.

2.3.4 Architectural Map

Lenk [18] provides an architectural map of the cloud landscape shown in figure 3. Lenk
proposed a first categorization of Cloud technologies as a stack of service types inspired by the
“everything as a service” (XaaS) taxonomy. These included: “Infrastructure as a Service” (laaS),
“Platform as a Service” (PaaS) and “Software as a Service” (SaaS).

laaS

At the lowest level, closest to hardware, Lenk distinguished two types of services:
Physical Resource Set (PRS) and Virtual Resource Set (VRS) services. Both provide a
management front-end API for a set of pool of resources in order to allow higher level services
to automate setup and tear-down, demand-based scalability, fail-over and operating system
hosting where primarily functionality includes starting and stopping individual resources, OS
imaging, network topology setup and capacity configuration.

In the PRS layer (as Emulab and iLo) implementation is hardware dependent and
therefore tied to a hardware vendor, whereas the VRS (as EC2, Eucalyptus, Tycoon, Nimbus
and OpenNebula) layer can be built on vendor independent hypervisor technology (as with any
virtualization system).

They justify that splitting these Result Set services into two types allows automated
management of physical as well as virtual resources and different types of resources such as
storage, network and computing nodes might need to be virtualized in different ways.

One level higher up in stack, but still in [aaS layer they distinguished three types of
Basic Infrastructure Services: computational, storage and network.

PaaS
Lenk categorized PaaS into Programming Environments and Execution Environments.

They use examples such as Sun’s project Caroline, Django Framework, Google’s App
Engine Joyent’s Reasonably Smart and Microsoft Azure as systems that are an Execution
Environment Paa$ and typically encompass a Programming Environment PaasS.

SaaS

This layer contains all applications that run in the cloud and provide a direct service to
the costumer. Application developers can use either the PaaS layer to develop and run the
applications or directly the laaS layer.
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Figure 3 -Architectural map of cloud computing

Lenk divided this layer into Basic Application Services (such as Openld and Google

Maps) and Composite Application Services which also featured mashed-up of other systems.
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Opensocial as the prominent example of the later case — it allows entire social networks (such
as MySpace) to be used as Basic Services.

Huaa$s

Huaa$ is the top-most layer in Lenk’s stack and is reference to the fact that some
services rely on massive-scale aggregation and extraction of information from crowds of
people where each individual in the crowd can may use whatever technology or tools he or
she sees fit to solve the task.

Croudsourcing is shown in Huaa$S layer and makes reference to the fact when human
intelligence is used to contribute arbitrary services such as on-demand sub-task solutions

Information Aggregation Services is another category on stack and refers to when
human intelligence aggregation services are more controlled and more targeted at predicting
events or promoting ideas, since they all aim at producing a single aggregate number
representing the popular opinion of the crowd in various ways.

2.3.4 Summary

In summary, cloud computing is a promising new architecture for performing
computation, storing data and processing information. By allowing the distribution of, and
easing the access to, a wide range of computational resources, innovations such as service
based use and the decoupling of computing from specific resource limited devices (such as
mobile phones) can be achieved. Recent works to classify and distinguish the different existing
varieties of cloud system have helped delimit the possibilities of the field and understand the
full scope of the advantages the general approach can confer.

2.4 Sharing Awareness in Mobile Devices

A second focused topic addressed in this thesis is the idea of sharing awareness
between users who own a mobile device. Research in the area of novel communication
technologies is high profile, potentially high impact and broad in scope. Key social issues such
as availability, interruptibility, information (and interaction) overload and privacy have
attracted considerable attention in diverse settings. For example, the Connector system [9]
adjusts availability settings on a smart phone using a context model derived from augmented
smart rooms populated with audio and video recording systems capable of performing speech
and face recognition. By modeling and recording users’ activities, tasks and social context,
Connector seeks to automatically configure the response of their mobile phone to incoming
calls and text messages from different sources. A motivating example is that, whilst in a
meeting, calls will only be accepted from individuals with VIP status.

However, Connector’s reliance on installed infrastructure makes it unfeasible in many
situations. Alternative approaches have included inferring activity solely from usage history
and context models (e.g. Calls.calm [25]) or using the capabilities built into modern mobile
phones to create standalone sensing systems. An example of this is Connecto [2], a GPS-based
location aware “friend-finder” which also shared information relating to place tagging, status
updates and ringing profiles. A qualitative study revealed a range of sharing behaviors,
including the adaption of place tagging to disseminate activities (such as shopping) as simple
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narratives. The authors highlight the potential privacy issues inherent in the sharing of actual
locations. Other work, such as Live AddressBook [21], a distributed address book in which
users could modify their contact information, add custom status text and specify location and
availability, has explored the use of status sharing through an address book metaphor. This
system relied exclusively on user entered data (relating to location, status and availability), a
fact which ensured the accuracy of this material at update time but led to irregular and
infrequent updates. A user study revealed users found the system useful and tended to update
status semi-regularly (mean of 1.4 updates per day, with 30% in response to a direct system
prompt), but that they rated the accuracy of contact information, which varied by location, in
the system to be very important. Consequently, the authors were critical of automatically
detected location information, pointing out that inaccuracies are an inevitable part of
automatic context-sensing systems.

Regardless of source, researchers agree that sharing context can support
communication. For example, Mihalic [20] states that mobile systems that use information
based on social context can provide a less obstructive and more natural interaction. They
identify three dimensions of social context: relation type, mood and communication context
and channel. The type relations are: partner, family members, friends, colleague and client.
The context and channel relate to location, surrounding and time.

However, they are also negatives to automatic sharing of information. For instance,
when sharing location users experience a tradeoff: while disclosing one’s location to another
user can be valuable it also has risks [6]. Consolvo used the Westin/Harris Privacy
Segmentation Model in a location-sharing privacy evaluation and concluded that participant’s
chose to respond with relatively vague location information. They reported this would be most
useful to the entity requesting the information. However, while vague details such as
neighborhood name, city, and state can provide useful information, participants also felt that
sharing this information might be intrusive; participants mentioned concerns relating to
stalking, being monitored and Big Brother. Wang [35] use a comparative study in end-user
place annotation concluding that “people usually think and speak in terms of places, which
adds personal, environmental and social meaning to a location” and that “manual annotation
is still required to complement automated methods”. Heyer [15] complement this study by
reporting that users mostly relied on pre-populated locations then setting their location to a
specific physical one, and that presence notifications are textual and free form, rather than
referring to actual locations.

Another important aspect to consider is the user knowledge of when and to whom
information is shared. Reily [27] reports that users are not aware of the privacy implications of
their actions in digital systems. To counteract this, Smith [31] introduces the concept of a
crowd-sourced notion of reputation because on a community of individuals involved in
establishing collective ratings for members (e.g. ratings for merchants and buyers on eBay).

One conclusion from this research is that although insufficient access to availability
and activity information can lead to unwanted interruptions, providing too much data can be
intrusive [13]. In an influential paper, Erickson and Kellog [10] suggest that communication
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tools should seek to achieve social translucency, an equilibrium between visibility, awareness
of others and accountability.

The awareness work in this thesis is based on the metaphor of the shared contacts
developed in Live Addressbook, but combines this with the reliance on automatic sensing and
context inference prominent in systems such as Connector and Connecto. In this way, it seeks
to combine the best aspects of both these approaches and update them to include
technologies currently available in the consumer marketplace such as phones equipped with
advanced sensors (such as accelerometers and compasses), powerful processors and data
connections. It particularly focuses on automatic detection and sharing of activity in order to
avoid the functional restrictions and privacy implications of location sharing and seeks to
create a minimal interface which allows its users to interpret and make interferences about
the activities of others (and ultimately their availability) in an unobtrusive manner. By making
no functional changes to the behavior of the application based on context data, it minimizes
the potential problems of erroneous classification — all judgment is left to the human caller.
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CHAPTER 3 - Awareness

The work on awareness in this thesis was conducted in a side-project in the early
stages of the work. It explored the fact that as mobile communication devices become more
common the potential to be interrupted by them has grown exponentially. This disruption is a
serious, and not to mention every day, issue for many users. In order to avoid this disruption
this thesis implemented a system which is capable of capturing, inferring and sharing (in the
context of the wContact system described in later chapter) a range of simple but expressive
activities through sensors built into a smart phone

3.1 User Research

Although there is considerable literature on human communication practices and
needs, this is a dynamic and rapidly changing domain. Consequently, we conducted a
lightweight two-stage exploratory user study to better document and understand the severity
of interruptibility issues with mobile phones and the feasibility and acceptability of an
automated status sharing as a solution. The initial phase of the study was an online survey; it
was followed by a series of semi-structured interviews exploring more deeply some of the
issues .

3.1.1 Online Survey

The survey, appendix H, was divided in three parts, respectively capturing
demographics, mobile phone usage and opinions and usage of status sharing applications (up
to and including micro-blogging services such as Twitter). It was available 13™-19" November
2009 and 112 responses were captured. However, questions were not compulsory, so results
are provided by the number of responses made in each case. 64% of respondents were male
and the average age was 29.4 (range 16-61, SD 0.76). 35% were students, 3% unemployed and
the remaining working in a wide range of skilled and non-skilled professions. 100% indicated
they owned a mobile phone and 72% that they either made or received calls on a daily basis,
while the remaining engaged in 1-2 calls a week. Friends and family were the most likely
communicators and reported inconvenient moments to receive a call were diverse. These
included whilst engaged in some form of work activity (e.g. meeting, presentation: 31%),
during other general activities (e.g. travelling, eating: 24%), in education (class, exam: 22%),
socializing (with friends, dating: 16%) and resting (8%). All respondents indicated that
interrupting people’s activities with a call (and receiving an awkward and unhappy response)
was a situation they would preferentially avoid.

Sharing status was used much more infrequently than calls with 41% indicating they
rarely or never share status on a PC and 74% reported the same for mobile devices. The
remaining reported infrequent to regular periodicity of status updates via tools such as instant
messaging clients and social networks services. When introduced to the idea of a service that
automatically detects activity and shares it as status on a mobile address book, 82% indicated
it would be between useful and very useful. However, only 59% indicated they would use such
as a service either to inform others about their availability, to avoid unwanted calls, or simply
to share. The remaining 41% indicated they wanted to remain in control of such information,
that they were uncomfortable sharing, or felt the service would not be useful. When queried
about which activities would be useful to share, a wide range of suggestions were made, with
few clear trends other than the activities of driving and sleeping.
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3.1.2 Live Interview

In order to better explore this issue, 17 short semi-structured interviews were
conducted. Ten participants were male and seven female with ages between 25 and 60. They
were asked to describe a recent time when a phone call had interrupted their activity, whether
they had cancelled a call due to being engaged in another task and what situations they felt it
would be appropriate to make available to others so they could judge whether or not to make
a call. The results were more extreme than those of the questionnaire. Nine interviewees
indicated that they had been interrupted by a call that day, often suggesting that this was a
daily occurrence. Particular activities identified were resting, engaging in a leisure activity and
socializing; all these were also identified as activities to share, along with additional tasks of
travelling, playing sports and bathing. All of them also recognized that they were the source of
unwanted calls and that this was a situation they would like to avoid.

In summary, this research highlighted the ubiquity of communication in the modern
world and that interruptibility remains a problem for a wide range of everyday users. Users are
also supportive of the idea that automatic activity detection and sharing could address aspects
of this problem and are cautiously positive about using such functionality. It also suggested
candidate activities which should be detected.

3.2 Sensors

The goal of the automatic status detection is to provide users with up to date
information relating to other’s activities so they can make appropriate judgments about
whether or not to initiate a call. The system makes no restriction on the capabilities of the
users to make calls and the goal of the information is to help users make inferences rather
than impose rules, or alter functionalities. The status detection is enabled through the use of
sensors on the mobile device. Two are currently implemented: the accelerometer, and the
microphone. Respectively, these can provide notions of the physical activity a user is engaged
in (stationary/mobile) and the kind of environment they are situated in (quiet/loud). The
application can also detect the battery level.

Deriving initial categories from the user study, the system used these inputs to make a
number of classifications and represent these as status text. These included forms of physical
activity (active, walking, running, driving) inferred from the accelerometer data and
environment conditions (tranquil, conversation, loud) from the microphone data. Status
detection was disabled when the battery was low (and the low-battery status set), but
otherwise, activity classifications from accelerometer data took precedence over those from
microphone data. Activity detection took place with the periodicity specified in the settings
page, with a default of once every five minutes. Figure 4 depicts the entire system structure,
including the priority attached to each sensor and recognition process and the framework in
which this information is disseminated between clients and the server.
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Figure 4 - Activity recognizer structure

3.3 Activity Logger

In order to develop recognition algorithms and verify performance, an application
called Activity Logger was designed and implemented. It enabled data logging of the
accelerometer sensor of an Android smartphone. The goal of this application was to distribute
it to users so they could capture various activities throughout the day. This material could then
be studied and analyzed.

This application had a simple user interface that allowed the identification of the user
and their activity to be recorded. Once the recording starts a background service collects data
and stores it in a file. The time the accelerometer sensor started is displayed in the screen
allowing the user to know how long the application has been saving data.

—
@ 11:00 AM

M@ 11:07 AM M@ 11:08 AM

=Y

July 18, 2010 Al 11:00 aM
Android | Clear |

Motifications

11:07

o Activity Logger

Activity Logger is running in backgro. 11:07 AM

Please press menu to stop.

Figure 5 - Activity Logger Screenshots

As the service runs in the background, the user can use the phone without any
limitation or interference, and whenever he or she wants to return to the application they may
do so through the notifications bar. Figure 5 presents some screen shots of the application.

To make this application accessible it was distributed on a web page:
http://muses.selfip.com/ActivityLogger. This provided the following purposes:

=  Provide the application download
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= Provide a quick way for users to publish the information received by their
devices.
= Display information about the activities received

Please zip ActivityLogger folder in your phone sdcard and upload here

| Choose File | Mo file chosen Upload File

Walk Run Drive Bike Bus Train
3

S S Y

Figure 6 - Activity Logger web site screenshot

This set of information was available for download on another website that supported
selection of a small data set for analysis. In this site, http://muses.selfip.com/dataset,
important information about the collected data, like duration and frequency, could be set as
shown in figure 6. When the create button was selected, an archive of the specified dataset

was automatically generated and downloaded.

Choose from the list below to create data set with following settings:
Time: (sec) N.datasets | Create |

File name i N. samples Time (sec)

drive.csv 1808873 53011 1094 49
drivel.csv 1851980 51099 1046 49
helena-busl.csv 3247544 88808 2043 30
helena-wallk.csv 2272043 62354 1251 50
helena-walkl.csv 833826 23454 474 49

Figure 7 - Dataset web site screenshot

However, despite significant effort to develop a substantial body of data for analysis,
this objective was unsuccessful. Some users installed this application, but data was never
uploaded. This aspect of the project was not successful and (ultimately) data recognizers were
built using data derived from the thesis author and his immediate family and friends.

3.4 Analyzing Data

3.4.1 Accelerometer
The accelerometer classifier used 20 second blocks of data sampled at 50 Hz. Tests

indicated that capturing this data at the default periodicity of once every five minutes had a
negligible effect (less than 5%) on overall battery life. Before recognition, each block of data
was normalized: data from each stream was squared, these figures summed and the square
root taken of this total. Walking and running were detected through a simple peak counting
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algorithm keyed to detect peaks within specific magnitude ranges and occurring at specific
frequencies (0.5-1.2 paces/second for walking and 1.0-2.5 paces/second for running). This
approach is similar to that used by Murray-Smith et al. [23]. Classifications of active took place
when there were large data peaks, but a failure to fit the walking or running profiles. Driving
was detected through looking for repetitive, high frequency low-magnitude oscillations
through peak counting and examining the mean and standard deviation.
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29



3.4.2 Microphone

Audio levels were captured through the Media Recorder Android API, which is capable
of return mean sound amplitude over particular periods of time. As with the accelerometer
data, a window of 20 seconds was used to perform recognition. Subjective experimentation in
a range of environments led to the determination of bands of mean amplitude corresponding
to the categories of quietness, conversation and loudness. Although preliminary tests have
shown this method to be effective, caveats to this approach include the fact the bands will be
highly dependent on environmental conditions. For example, conversation is likely to appear
quieter to the phone if it is situated in a pocket or bag. Further formal testing of the
performance and usefulness of this recognizer are currently required.

3.5 Awareness conclusions

The system focuses on activities, rather than location, which has received more
attention in the literature [e.g. 6]. The benefits of focusing on activities include reduced privacy
implications (compared to location sharing) and directly appealing to users’ ability to infer
conclusions based on their own contextual knowledge. For example, at 2am, seeing that one
friend is in a quiet environment, whilst another is in loud environment is probably sufficient to
make useful inferences about their likely activities: one is probably sleeping, while the other is
awake and likely to be socializing.

Further tests are required of the system recognition performance, preferably with data
generated using the developed Activity Logger. Furthermore, the system should include
additional sensors such as digital compasses that may be a robust mechanism to predict
valuable data such as mode of transportation. However, although only partly successful, this
thread of work suggests that awareness can maintain the benefits of modern communication
technologies while addressing one of their key flaws: their ability to interrupt and disrupt other
aspects of everyday life. This functionality was ultimately integrated into the wContact
application described in the following chapters.
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CHAPTER 4 - System Design

This chapter presents the methods of Usage Centered Design used to create the
wContact application as well as design its architecture. The application improves upon current
mobile phone address books and their basic operations. The main problem with address books
lies in the fact that contacts are asynchronous, once they are inserted we cannot be certain
that the data is reliable. Another major improvement is to supply awareness information
trough a status system, so that when users communicate with they can do so with increased
confidence that the time and channel is appropriate.

The contact management will be similar to a virtual community based on invitations
and contacts shared with differing privacy levels. The synchronization will be managed through
the cloud and mobile phone using a notify manager that responds in real time to changes
made instead of waiting for client requests.

Communication between phone and the cloud will be using certificate management so
as to provide security and avoiding abuse of login authentication. In order to complete the
design modeling of the application the following methods were used:

= Activity Map

= Activity Profiles

= Participation Map

=  Role Profile

= Use Case Model

= Task Cases

= Quality Attribute Workshop
=  Attribute Driven Design

4.1 Activity Map

An activity map identifies relevant activities and their interrelationships pertinent to
the design of solution to a problem. The most important activities are those which include
interaction with the reference system, but this approach can also model other activities.

Activities define the context of use, the way that individual tasks are combined into
more complex and interdependent tasks. After a short brainstorming session the identified
important activities are: Automatic detection; User updates; Certificate Manager; Privacy
manager; Storage and Notification Manager. They are represented in figure 8.
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4.2 Activity Profiles
This chapter will describe the activities presented in the activity map in figure 8. Each
will be described in terms of its purpose, place and time, participation and performance.

4.2.1 User Updates
Purpose: User modifies profile, adds contacts, changes privacy or sets a manual status.

Place and Time: Can be done at any place or time, but the application needs to have
an internet connection.

Participation: User interacts with the mobile device through available interfaces
(touch, keyboard, pointer, etc).

Performance: Information is stored on the mobile device database and
synchronization starts through certification exchange as soon as internet connection is
available.

4.2.2 Automatic Detection
Purpose: Detects user activities automatically providing awareness information to all
contacts.

Place and Time: User can set a periodic interval for activity recognition.

Participation: Activities are recognized through mobile device sensors (e.g.
accelerometer, sound) and even from phone properties (e.g. battery level).

Performance: Sensors are checked in a particular sequence. If low battery is detected,
automatic detection is deactivated.
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4.2.3 Certificate Manager
Purpose: Create, verify and managed the exchange of certificates. The use of
certificates avoids constant authentication and adds security to the transactions.

Place and Time: Every request starts with a certificate exchange.
Participation: Certificates are received through http requests to the cloud.

Performance: If the certificate is validated, then the requested operation is provided.

4.2.4 Privacy Manager
Purpose: Grant that data is visible only by users with appropriate permissions.

Place and Time: Requested every time that contact information is requested.

Participation: Levels of privacy are stored in a database and then compared for each
transfer.

Performance: After those validations, data requests are pooled in a queue

4.2.5 Storage
Purpose: Data is stored on the cloud using Google Datacenter. Also, mobile devices
use local database to store information providing offline access.

Place and Time: Every request, notification or settings update needs to be stored.
Participation: Google datacenter on the cloud and SQL on the mobile device.

Performance: After the data storage, the information will need to be dispatched
through the notification manager.

4.2.6 Notification Manager
Purpose: Maintain all system synchronized between changes.

Place and Time: Always after a change occurs, whether automatic or manual.
Participation: These activities will use a pool to dispatch each notification.

Performance: Notifications need validation, and must be retried in case of error.

4.3 Participation Map

A participation map is a way to model an activity through a simple map of the playing
field, a representation of the participants and their relationships with each other. Figure 9
represents the participation map of the application.
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Figure 11 - Participation Map

From this map, it’s clear that the role R03 has a major importance in all sequences as it
is the first link between client and server. This makes intuitive sense since the application
operates through requests to the server and only after successful validation can desired
requests be completed.

4.4 Role Profiles

4.4.1 R01 Auto detection status
Context: Using sensors (e.g.: accelerometer, microphone) and phone characteristics to
capture user activities in order to set a status.

Characteristics: Batch process independent of user interaction, it detects activities at a
preset time interval.

Criteria: Attention to battery consumption.

4.4.2 R02 Certificate validation
Context: Receives a certificate from the last transaction identifying if is a secure and

correct client.
Characteristics: Certificate replaces login authentication.

Criteria: Security issues must be tolerable to failures but secure.

4.4.3 R03 Certificate ok
Context: Match certificates prior to executing requests.
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Characteristics: Trivial match process.

Criteria: Needs a valid certificate before executing request.

4.4.4 R04 Update datacenter
Context: Stores information received from client in the cloud.

Characteristics: Information will be stored in Google Datacenter.

Criteria: Information is stored and if required a notification is dispatched.

4.4.5 R05 Notify clients
Context: The notify process will be based on a queue. All clients are notified as soon as
changes occur in the cloud, maintaining (in real time) all information up to date.

Characteristics: The queue will be built on Google Datastore. The notify process will
use XMPP (Extensible Messaging and Presence Protocol) which is an open technology for real-
time communication.

Criteria: The queue must be tolerable to errors, and to manage retries. The Jabber ID
use in XMPP communication is a part of the certificate exchange.

4.4.6 R06 Privacy filter
Context: Ensure that information is provided to contact who have permission to view

it.

Characteristics: Ensure privacy will be checked before notifying clients.

Criteria: Information must be inside privacy level.

4.4.7 RO7 Update data

Context: Update information in mobile phone database when notifications are
received.

Characteristics: Using SQL database available on android system.

Criteria: Notification may cause new request on the client to get more specific
information.

4.4.8 R08 Manual update
Context: Whenever user makes a change on the client. Changes will be communicated
to server using a specific request containing a certificate and also saved in database.
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Characteristics: Updates are made through the mobile device interaction (e.g. pointer,
touch, keyboard, etc).

Criteria: The process must be similar to the processes used in current mobile devices.

4.5 Use Case Model
The use case model presents a graphical overview of the functionality provided by a
system in terms of actors, their goals, and any dependencies between individual use cases.

This analysis focused on the analysis of the system as an actor without covering in
depth the users as actors. The study of users’ actions would be valuable, but due to time
limitations, this study focused mainly on system behavior.

The use case model is represented in following figures:

C:_-:: T : add cloud contact ::::)
T02: delete contact i:::)
/’_,r(: T03: update profile :::)\A
R09: manual U mﬂd: accept contact mwtanoE:::)\
\\‘@ieclfne contact invitation —_— S g

TO6: get all contact list

02: certificate validation

Figure 12 - Manual update role task cases

¥ _—-p-(:::: TO7: validate certificate

ROZ: certificate validation 5@

RO3: certificate ok

Figure 13 - Certificate validation role task cases
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Figure 14 - Certificate ok role task cases

; S T14: Create natification :::)——b- -Q-

Motification
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Figure 15 - Create notification role task cases

-Q- —-—b-C:: T15: Apply privacy filter ::)———D- %

Motification RO6: Privacy
queus \. Filter
< T16: send to client ::)—-—-—p %

RO7: update data

Figure 16 - Notification queue role task cases

4.6 Task Cases

The following tables represent in detail the task cases listed above by the use case
model diagrams.
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IT01: Add Contact

User intentions

System responsibilities:

1. Usertap to show menu add
contact

2. Check if device has internet
connection

3. Userinsert contact
nickname

4, User set privacy level

4, Build request with
certificate

5. Send requestto server

[T02: Delete Contact

User intentions

System responsibilities:

1. Usertap to show contact
options

2. Check if device has
internet connection

3. User select delete options

4. Build Request with
certificate

5. Send request to server

6. Store changes in device
database

7. Contact list is updated

Table 2 - Add contact task case

Table 3 - Delete contact task case

[T03: Update profile

[TO4: Accept contact invitation

User intentions

Systemresponsibilities:

1. Usertap to show edit menu

2. Check if device has internet
connection

3. User updates profile

|4. Build request with certificate

5. Send requestto server

User intentions

System responsibilities:

1. User tap in netification
invitation

2. Check if device has internet
connection

3. Show invitation form

14. User accepts invitation

5. Build request with certificate

6. Store changes in device's
database

7. User profile is updated

Table 4 - Update profile task case

6. 5end request to server

7. Receive contact from server

3. Show contact information

Table 5 - Accept contact invitation task case

[T05: Decline contact invitation

[T06: Get all contacts list

User intentions

System responsibilities:

Userintentions

System responsibilities:

1. usertap in notification
invitation

1. Client authenticates

2. Check if device has internet
connection

2. Check if device has internet
connection

3. Show invitation form

3. Send request to server

l4. User declines invitation

5. Build request with certificate

6. Send request to server

Table 6 - Decline contact invitation task case

Table 7 - Get all contact list task case
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[TO7: Validate Certificate

[T08: Add Contact

User intentions

System responsibilities:

1. Certificate validation is sent

2. System decrypt certificate

3. System validate certificate
content

4. System authenticate
certificate

5. certificateis
approved,/declined

Table 8 - Validate certificate task case

User intentions System responsibilities:

1. Certificate is approved

2. Create pending invitation

3. Add to datastore

Table 9 - Add contact task case

IT09: Delete Contact

User intentions

Systemresponsibilities:

[T10: Update profile

User intentions System responsibilities:

1. Certificate is approved

1. Certificate is approved

2. Update contactin datastore

3. Get contact list

5. Create notification for each

3. Create notification

4. store notification in
datastore

Table 10 - Delete contact task case

contact
2. Delete contactin datastore 5. Store notifications in
database

Table 11 - Update profile task case

[T11: Accept contact invitation

[T12: Decline contact invitation

User intentions

Systemresponsibilities:

1. Certificate is approved

2. Update invitation in datastore

3. Get contact information

l4. Send contact information to

client

Table 12 - Accept contact invitation task case

User intentions System responsibilities:

1. Certificate is approved

2. Remove invitation in
datastore

Table 13 - Decline contact invitation task case

T13: Get all contact list

[T14: Create notification

User intentions

System responsibilities:

1. Certificate is approved

2. Get contact list

3. send contact list to client

Table 14 - Get all contact list task case

User intentions System responsibilities:

1. Operation done successful

2. Get contacts to be notified

3. Insert new notification in

database

Table 15 - Create notification task case
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IT15: Apply privacy filter IT16: Send Notification

User intentions System responsibilities: User intentions Systemresponsibilities:

1. Operation done successful | 1. Get notifications from

_ datastore
2. Get contact list 2. For each get associated JID
3. Match privacy level 3. Send nofification trough
H{MPP

Table 16 - Apply privacy filter task case

Table 17 - Send notification task case

This process was developed to identify solutions for the subsequent implementation of
the wContact application. Not all tasks were studied in great depth, but the whole system
process was decomposed, since the requests to the notifications were well defined in order to
advance to the design of the architecture.

4.7 Quality Attribute Workshop

The Quality Attribute Workshop is one way to discover, document and prioritize
quality attributes early in a development life cycle. It helps to get maximum possible
information about the quality when defining the structure of the system.

4.7.1 Non-functional requirements
R1: System design should be in all aspects similar to current contact management

applications, such the application will support an easy and transparent use.

R2: The system should have a high security level, but avoiding user authentications
whenever the user needs to execute operations

R3: Notifications, in case of failure, will be repeated at one minute intervals avoiding
overload of the system

R4: The system must be always available to access information, but must have an
internet connection to perform update operations.

4.7.2 Quality Attributes

A quality attribute is any property of the system which has nothing to do with
functionality and they are important while defining system properties, system working
conditions and as a driver for architecture design. Through non-functional requirements, the
following attributes were chosen:

= Usability
= Security
= Availability

4.7.3 Scenarios

After defining the quality attributes, a set of scenarios that may affect the system are
presented in the following tables. For each scenario we describe its stimulus, as its source, the
environment, the artifact, the response and the respective response measurement.
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Attribute Concern

Provide easy and transparent usage for a new user

Scenario }#1

User must be able to make all operations without any problems

Stimulus

First use of application

Stimulus source

User needs to see a contact detail

Environment

Operation

Artifact

Mobile device

Response

User can do it without help at first try

Response mesure

Correct

Table 18 - Quality attribute scenario #1

Attribute Concern

Communication between client and the cloud

Scenario #2

User updates information on the cell phone and system automatic
builds a request to the cloud

Stimulus

Update info on the cloud

Stimulus source

User updates information

Environment

Operation

Artifact

Mobile device / Internet connection

Response

Operation authenticates mobile device

Response mesure

Correct

Table 19 - Quality attribute scenario #2

Attribute Concern

Communication between client and the cloud

Scenario }#3

Request uses a invalid certificate

Stimulus

Update info on the cloud

Stimulus source

User updates information

Environment

Operation

Artifact

Mobile device / Internet connection

Response

Cloud replies wrong certificate

Response mesure

Correct

Table 20 - Quality attribute scenario #3



Attribute Concern

Communication between client and the cloud

Scenario }#4

Request uses a valid but old certificate

Stimulus

Update info on the cloud

Stimulus source

User updates information

Environment

Design

Artifact

Mobile device / Internet connection

Response

System processes synchronization before
replying to requested operation

Response mesure

Correct

Table 21 - Quality attribute scenario #4

Attribute Concern
place

User needs to access information in the application at any time at any

Scenario #5

When the user needs some information, the system must deliver this|
info, even if there is not any internet connection available

Stimulus Wish to see contact details
Stimulus source End user

Environment Operation

Artifact Mobile device

Response User can access information

Response mesure

Correct

Table 22 - Quality attribute scenario #5

Attribute Concern
internet connection

User cannot update information if application is limited without

Scenario }#6

User updates information on mobile device

Stimulus

Update user profile

Stimulus source

End user

Environment

Degraded (No internet connection)

Artifact

Mobile device

Response

Operation is not allowed due to no internet
connection

Response mesure

Correct

Table 23 - Quality attribute scenario #6



Attribute Concern Cloud need to notify client
Scenario H7 A change occurs in the cloud. This change was put in the notify queue
and subsequently dispatched
Stimulus Notify client
Stimulus source Cloud
Environment Degraded (No internet connection)
Artifact Mobile device
Response Cloud cannot reach client. Notification
maintains and will be called again one minute
later
Response mesure Correct

Table 24 - Quality attribute scenario #7

4.7.4 Architectural Tactics

The architectural tactics can result in design decisions that influence the response
control for a particular quality attribute. After defining the requirements and finding the
quality attributes, architectural tactics can be defined for each of these attributes.

4.7.4.1 Security

The quality attribute of security will be assured using the Resisting Attacks and
Authenticate users tactics. Authentication ensures that a user or remote computer is actually
who or what it purports to be. Passwords, one-time passwords, digital certificates, and
biometric identifications can provide authentication.

4.7.4.2 Availability

In order to garantee the quality of this attribute prevention through transactions was
used. A transaction is the bundling of several sequential steps such that the entire bundle can
be undone at once. Transactions are used to prevent any data from being affected if one step
in a process fails and also to prevent collisions among several simultaneous threads accessing
the same data.

4.7.5 Attribute Driven Design

Based on the selected architectural tactics we must implement a component
responsible for authentication and certificate management. This component was called
CertificateManager. Security has to be maintained when transmitting information between
clients. For this reason a privacy level is associated for each user and detail. A component
called PrivacyManager was created in order to assure the proper functioning of sharing data
between users.

Availability is maintained through the mirrored data between server and client
allowing users to access data even when disconnected from the Internet. Transactions are
taken into account in data management from the server side where most of the critical
situations are, as multiple clients can access to the same information at the same time.
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No usability tactics were chosen. In this case, attention was directed to existing
applications to try to ensure that this implementation, design and usability does not deviate
from them. By leveraging existing metaphors we expect to avoid creating a major challenge to
users.

4.8 Architecture

Application requests are based on a simple client/server application, while
notifications are based on publish/subscriber architecture. Client/server communication uses
HTTP requests regarding RESTful design principles while publisher/subscriber implements a
XMPP communication.

Figure 15 represents the architecture designed to support the application
implementation.
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Figure 17 - System architecture

This architecture represents the way that modules are arranged throughout the
system, either on the server or the client. The client was divided into two sections so as to
better identify their responsibilities in the different processes, both in making server requests
and receiving server notifications.

The client application consists of one module Ul Manager which represents the user
interaction. This will be responsible for storing and querying data through the
DatabaseManager module and the communication to server module trough the Transaction
Creator. Detection of awareness is represented by the Activity Recognizer module. This has the
responsibility to update the user interface and to inform the server to store information in its
database. The Module Settings Manager is an isolated module that does not transmit any
information to the server and stores the user system’s settings on the device.

On the server side, all requests are verified by the Certificate Manager module which
delivers information to the Datacenter Manager as well as enables the completion of various
operations through the Contact Handler. The Subscriber Register stores client information
about the connection used to deliver notifications. These notifications are created through
Notification Creator and sent by the Notification Queue Manager. The ability of these modules
to perform the delivery of the notifications with correct privacy is ensured by the Privacy
Manager module.
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The client receives notification from the module Notification Manager which in turn
sends information to be stored through the Database Manager module, previously described.
If user interaction information is needed this is sent to the Ul Manager module.

This overall system architecture was implemented as described in the following
chapter. The use of architectural tactics was necessary to ensure that all modules were well
designed and interconnected, while ensuring that no aspect was left behind.

45



CHAPTER 5 - System Implementation

This chapter described the entire implementation of the application it makes a division
between client application and server application. However, before starting this description,
an introduction to the choices made to ensure the success of the application is presened.

5.1 Material and Methods

To implement this application various choices have been made. These choices affect
how the server and client have been implemented and the way they communicate. This
subchapter presents these choices.

5.1.2 Google App Engine

To ensure a scalable system, a cloud server platform was selcted. The choice of Google
App Engine makes perfect sense as it has an extensive free usage. The description of the
Google App Engine follows in the next paragraphs of this subchapter.

Google App Engine supports running web applications on Google's distributed cloud
infrastructure. This helps ensure that software is easy to build, easy to maintain and easy to
scale as traffic and data storage needs grow. With this system, application developers do not
need to maintain servers. Instead they upload their applications and they become available on
the domain appspot.com.

App Engine supports applications written in several languages including a Java runtime
environment based on using standard Java technologies, including the JVM, Java servlets and
the Java programming language or any other language using JVM-based interpreters or
compilers (e.g. JavaScript or Ruby).

In App Engine there are no set-up costs — fees are charged by consumption. Resources,
such as storage and bandwidth are measured by the gigabyte and a free starter package with
500 MB of storage and enough CPU and bandwidth to support an efficient app serving around
5 million page views a month is provided.

In summary, App Engine provides:

= dynamic web serving

= persistent storage with queries, sorting and transactions

= automatic scaling and load balancing

=  APIs for authenticating users and sending emails using Google Accounts

= task queues for performing work outside the scope of a web request

= scheduled tasks for triggering events at specified times and regulars intervals

The uploaded applications run in a secure environment that provides limited access to
the underlying operating system. These environments are called sandboxes. Their goal is to
isolate the application in its own secure, reliable environment that is independent of the
hardware, operating system and physical location of the web service.

Some disadvantages and limitations are created by the secure sandbox environment:

46



=  An application can only access other computers on the internet through URL fetch
and email services.

= Other computers can only connect to the application by making HTTP or HTTPS
requests on standard ports.

= An application cannot write to the file system.

= An application can read files, but only files uploaded with the application code.

=  The application must use App Engine datastore, memcache or other services for all
data that persists between requests.

= Application code only runs in response to web requests, a queued task or a
scheduled task, and must return response within 30 seconds in each case.

= Arequest handler cannot spawn a sub-process or execute code after the response
has been sent.

These restrictions and limitations significantly constrain the structure and form of
applications that can be developed using this system.

5.1.2.1 Datastore

App Engine provides a distributed data storage service that features a query engine
and transactions, but differs from traditional relational databases. Data objects have a type
and a set of properties and queries can retrieve objects of a given type filtered and sorted by
the values of the properties.

The structure of data entities is provided by and enforced by application code,
meaning that entities are "schema-less". The datastore is consistent and uses optimistic
concurrency control in which, for example, an update of an entity occurs in a transaction that
is retried a fixed a number of times if other processes are trying to update the same entity
simultaneously. As in common databases, applications can execute multiple datastore
operations in a single transaction which either all succeed or all fail, ensuring the integrity of
the data.

5.1.2.2 Scheduled Tasks
An application can perform tasks outside of responding to web requests. These tasks
can perform on a schedule that is configured, such as on a daily or hourly basis.

Scheduled tasks are also known as "cron jobs", handled by the Cron service which
allows to configure regularly scheduled tasks that operate at defined times or regular intervals.
These cron jobs are automatically triggered by the App Engine Cron Service and result in
invoking an URL at that time. This request is subjected to the same limits and quotas as a
normal HTTP request, including the request time limit.

5.1.3 Android OS

The choice to implement the client application has been based on mobility and on
devices that contacts are indispensable: mobile phones. Thus the use of a device that utilizes
Java as the programming language was relevant besides all the capacities that are described in
the following paragraphs of this subchapter.

47



Android is a software stack for mobile devices that includes an operating system,
middleware and key applications. The Android SDK provides the tools and APIs necessary to
begin developing applications on the Android platform using the Java programming language.

Android provides the following features:

=  An application framework enabling reuse and replacement of components.
= A Dalvik virtual machine optimized for mobile devices

= Anintegrated browser based on the open source WebKit engine

=  Optimized graphics powered by a custom 3D graphics library

= SQlite for structured data storage

=  Media support for common audio, video and still image formats

=  GSM telephony

=  Bluetooth, EDGE, 3G and WiFi

= Camera, GPS, compass and accelerometer

= Rich development environment including a device emulator

APPLICATIONS

Contacts Phone Browser

APPLICATION FRAMEWORK

Window Content

Activity Manager Manager Providers

Telephony Resource Location Maotification

i Manager Manager Manager Manager

LIBRARIES ANDROID RUNTIME

Surface Manager Media Core Libraries

Framework

T CiNikVireoal

OpenGL | ES FreeType T

SGL ssL

LINUX KERNEL

Display

) Flash Memory Binder (IPC)
Driver

Camera Driver : .
Driver Driver

oy, Audio Power
ad Driver WiFi Driver Drivers Management

Figure 18 - Android OS

Android offers the ability to build new applications where we are free to take
advantage of the device hardware, to access local information, run background services, set
alarms, add notifications to the status bar and use other device specific functionality.
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The application architecture is designed to simplify the reuse of components where
any application can publish its capabilities and any other application may then make use of
those capabilities.

Underlying all applications is a set of services and systems, including:

= A rich and extensible set of Views that can be used to build an application,
including lists, grids, text boxes, buttons, and even an embeddable web browser

= Content Providers that enable applications to access data from other applications,
or to share their own data. This is the only way to share data across applications as
there isn’t common storage area that all Android packages can access.

= A Resource Manager, providing access to non-code resources such as localized
strings, graphics, and layout files. Externalizing this resources from application
code maintain those independently and ensure they are easy to manage.

= A notification Manager that enables all applications to display custom alerts in the
status bar. This is a useful way to tell the user that something has happened in the
background.

5.1.4 REST (Representational State Transfer)

For developing communication between client and server in the client/server
architecture, RESTful techniques were chosen. REST is an architecture style and an analytical
description of the existing web architecture. Its web service design has the following
characteristics:

= (Client —Server: a pull-based interaction style: consuming components pull
representations

= Stateless: each request from client to server must contain all the information
necessary to understand the request and cannot take advantage of any stored
context on the server

= Cache: to improve network efficiency responses must be capable of being labeled
as cacheable or non-cacheable

= Uniform interface: all resources are accessed with a generic interface (e.g. HTTP
GET, POST, PUT, DELETE)

= Named resources> the system is comprised of resources which are named using a
URL.

= Interconnected resource representation: the representations of the resources are
interconnected using URLs, thereby enabling a client to progress from one state to
another

= Llayered components — intermediaries, such as proxy servers, cache servers,
gateways, etc, can be inserted between clients and resources to support
performance, security, etc.
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An alternative to REST would be SOAP (Simple Object Access protocol) which is a
protocol for XML-based distributed computing that is designed to handle distributed
computing environments it is the prevailing standard for web services but is conceptually more
difficult as well as harder to develop for and requiring specialized tools.

Since RESTful is much simpler to develop then SOAP as it has a small learning curve
and less reliance on tools and its design and philosophy is closer to the web, this has proven to
be an excellent choice.

5.1.5 XMPP (Extensible Messaging and Presence Protocol)

For implementation of the communication between publisher/subscriber XMPP was
the protocol chosen. The extensible Messaging and Presence Protocol is an open Extensible
Markup Language (XML) protocol for near-real-time messaging, presence and request-
response services. [29]

XMPP is not wedded to any specific network architecture, however it usually has been
implemented via a client-server architecture wherein a client using XMPP accesses a server
over a TCP connection, and where servers also communicate with each other over TCP
connections.

An XMPP server acts as an intelligent abstraction layer for XMPP communications and
its primary responsible are:

= To manage connections from, or sessions for, other entities in the form of XML
streams, authorized clients, servers and other entities. Note that an XML stream is a
container for the exchange of XML elements between any two entities over a network.

= To route appropriately-addressed XML stanzas among such entities over XML streams.
An XML stanza is a discrete semantic unit of structured information that is sent from
one entity to another over an XML stream existing at the direct child level of the root
element.

Most XMPP-compliant servers also assume responsibility for the storage of a data that
is used by clients (e.g. contact lists or presence applications). In this case, the XML data is
processed directly by the server itself on behalf of the client.

In case of a XMPP client, most of them connect directly to a server over a TCP
connection and use XMPP to take full advantage of the functionality provided by a server and
any associated services. Multiple resources, such as devices, can connect simultaneously to a
server on behalf of each authorized client, being differentiated by the resource identifier of an
XMPP address as defined under Addressing Scheme.

Addressing Scheme defines that the address of an XMPP entity (a network endpoint
that can communicate using XMPP) is termed a Jabber Identifier or JID and contains a set of
ordered elements, specifically a domain identifier, node identifier, and resource identifier.
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In sum, the use of XMPP protocol allows the application to perform its notification
system perfectly. Furthermore XMPP is the only notification system compatible with Google
App Engine.

5.1.6 Summary

For the server implementation it was chosen to implement and deploy to the Google
cloud, App Engine, while the development of client application choice was made on a phone
that uses the Android operating system. Combining these choices bring more value to
application development as well as both being developed by the same company which allows
implementation using same programming language: Java. Together these choices facilitated
the overall development of the wContact application.
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5.2. System Overview

This application has the purpose of keeping a lifetime organization of user contacts. It
is based on a minimal social network where each user is responsible for maintenance of his or
her own profile. This profile is shared through user invitations by a simple username.

Contacts as we know today are hard to keep in memory (eg. phone number, or email
address) and easy to enter incorrectly where a single letter or number renders the contact
completely useless. Using a username (i.e. a pseudonym) is easy to remember. It is the goal of
this thesis to provide all necessary contact information following a preset privacy level. Users
therefore, do not have any problem to share contact information, once the owner of the
profile can choose an adequate privacy level.

Another important goal gives concerns the improvement of the quality
communication: the reduction of the number of calls which interrupt other activities. We
achieve this goal providing clues to give an idea of what the availability of a user to
communicate at that exact moment. The simplest way is to give access to user provide a
status quote representing a contact’s availability. However this requires a high effort to user to
keep it truthful through time. One transparent way of achieving this is using the sensors
available in the phone to detect activities and environmental clues about user availability and
share this automatically without user intervention.

5.2.1 Authentication / Registration

The application needs user authentication. If the user is registered it will retrieve all
contact information and contact list from the server, otherwise a small form where user can
choose a user name, password and set an email will be presented. The chosen username is all
that the user needs to pass all contact information between other users.

After authentication is successfully achieved, the user can use the application without
further authentication, which provides the sensation that application runs locally. However the
application aggregates some information (phone unique id, session identifier, user id and also
XMPP jabber id) to assure that the user is authenticated and that the information stored
locally is always synchronized with the server.

5.2.2 Edit Profile
If user registers a username for first time, application will show the empty profile
where user can set his contact information. A full list of possible contacts is shown like:

= Phone numbers

=  Email addresses

= Chat addresses

= Postal addresses

=  Web sites

= Virtual communities links
= Blogs

=  QOrganization information
= Notes
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Each one of these contact details is followed by a privacy level, and a label where user
can choose one of the presets or name it in more appropriate way. As soon that user gets his
list populated, notifications will be sent to every contact, following the privacy agreement, in
order to keep his contact updated for everyone.

5.2.3 Privacy

This privacy functionality is a simple way to warranty that private information is shown
only to friends with appropriate permission. It is based in a four levels (Partner, Family, Friend
and All) and follows a priority order. The client can only see information that is marked as to
all, while on the other side, partner can see all contact information. In a more specific example,
family has access to family, friend and all information, while members of this group cannot
access information set as to partner.

Each contact detail has an associated privacy level, and a user is added to a contact list
is also assigned a privacy level. This arrangement means that this match can be simply done
and contact information is successful shared.

5.2.4 Remove User

If a user no longer wants to keep track of a contact, they can simple remove it. This
operation will not only remove the profile from your list, but also remove your contact from
the contact’s list and no notification is sent to the other user. This follows the simple concept:
if you do not want to find someone, it is likely you do not want to be found by him or her.

Another simple way to reduce your information to a contact is changing their privacy
in your contact list for a lower privacy level. Your information on his list will be automatically
updated following the new security settings based on your profile details privacy. For example:
if you have a phone number shared as to friends, and you do not trust in one of your contacts
in list which has the privacy level of friends, simple change the privacy level to all, and this
contact won't have access to your phone number anymore, but will keep in touch with any
other details that you have set as share to all

5.2.5. Define Settings
Some settings can be defined in this application. Notifications are one of them. Some
processes are default to trigger notifications to users such as:

= contact invitation
= user profile in list updated
= status changed

Notifications can be annoying, mainly if you have a long list of contacts. You can select
which notifications do you want receive, and processes will still running once they all run in
background.

Another important setting available relates to automatic static detection. You can
deactivate automatic status detection, or increase interval of status detection or even choose
which sensors to use in status detection. The application uses accelerometer and microphone
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to detect user activities and environmental sounds, all these ones are disabled in case of low
battery, and the user status becomes one which informs all contacts in list that the user is
running out of battery. For more information about this system see chapter 3.2.

5.2.6. Change Status

Users can easily change their status to manual input by using a home screen widget
designed for this purpose. When selected, it opens an application with all status’s previously
created by the user. Status is saved once the probability of repeating a status is very high, and
the effort to write every time that a situation changes increases the effort for user interaction.
When user changes to a new status, all contacts are notified about this change providing clues
to others about his situation.

5.2.7 Remove Profile
User can remove his profile in two ways: remove information from the phone or
remove completely the system account

5.2.7.1 Remove from his phone
The user’s information is fully removed from the phone's database and maintained on
the server. If the user logins again, all information will be received from server. Contact
information remains available for all contacts in the list and no change is made on the server
side.

5.2.7.2 Cancel account
When the user removes his or her account, it will be removed from the phone and also
from the server. All contacts in list will no longer have access to the user's information, the
contact details will be removed from all lists of his or her contacts.

5.2.8 Background Process

This application will have an always running process schedule to start as the phone
starts up. This background process is responsible for retrieving information from the sensors
respecting the user's settings for sensor detection. It will be responsible to set automatic
status if this is enabled.

Also, this background process will be responsible to receive notifications from the
server, updating the phone's database and sending notifications, once more, respecting the
user's settings.

5.2.9 Summary

This chapter describes general approach to the application behavior. It covers the
various operations of the system as well as the responsibilities of the user. A more in depth
description of the implementation of the implementation follows.
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5.3 Server Implementation

The entire server was implemented in Java using the Google App Engine SDK. The
server is responsible for receiving requests from clients via HTTP requests, storing information
through the datastore and notifying clients, when necessary, through the Cron and XMPP
services.

5.3.1 Datastore
A small database was designed as found in figure 17.

| Certificate ¥

id INT
counter INT
imei VARCHAR{45)
2 userlD INT
x¥mppID VARCHAR{45)
v
| PendingInvitations v PRIMARY | ContactList ¥
o INT userlD id
»isPending INT :F ______ < 2 ownerID INT
»name YARCHAR(45) e _ . I I > us.erID INT
-+ ownerID INT I I I » privacy INT .
» picture VARCHAR{45)
»privacy INT # :L :;: i__FE PP‘IIMAIFS
S userID INT S, | Contact v I E:E:?[r)
i | id TNT - i
PRIMARY > email VARCHAR(45)
ownerID
userD l__| v H— | ContactDetails ¥
I |PRIMARY | I id INT
_| Notifications ¥ I 1 o I » label VARCHAR(45)
id INT | | T | » privacy VARCHAR(45)
2 ownerID INT S — _! I !__ - !-—FE > type INT
» type INT | | > userID INT
2 userlD INT | ¥ » value VARCHAR{45)
__ | _| Authentication ¥ -
PRIMARY id INT FRIMARY
ownerlD » pass VARCHAR(45) userID
useriD > profileID INT
» user VARCHAR(45)
v
PRIMARY
profilelD

Figure 19 - Database diagram

The implementation of this database is on the Google App Engine datastore which
supports the Java Persistence API, a simple programming model for entity persistence. This
interface is provided by the DataNucleus Access Platform, an open source implementation of
Java persistence standards, which supports the App Engine datastore. Appendix A shows the
configuration file that indicates how the Google App Engine uses the datastore through the
Access Platform. This file is named ‘jdoconfig.xml’.
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Requests to the datastore create instances of the PersistenceManager class by using
an instance of PersistenceManagerFactory class. Once a Persistence ManagerFactory instance
has initialized and the application uses this exclusively by storing it as a static variable. This
enables it to use with multiple requests and multiple classes through the use of the singleton
design pattern as is shown in figure 19.

<<final>>
PMF

<<final>> pmflnstance:PersistenceManagerFactory=JDOHelper.getPersistenceManagerFactory("transactions-optional")

m <<constructor>> PMF()
u get():PersistenceManagerFactory

Figure 20 - PMF class

Persistence classes in Google App Engine do not allow extending classes or
implementing interfaces, avoiding the use of the hierarchy and the structure without a solid
definition. An optimal solution in the wContact application would have entailed building a
middle class implementing a structure and using the persistence classes for accessing/storing
data only. This amendment was not considered critical due to the relationship between time
spent (large) and the resulting improvement (small).

The roles and rationale of the individual database tables are described in the following
subsections.

5.3.1.1 Authentication

Authentication of a user in the application consists of a username and password. This
information is stored in an authentication table and cross-referenced. Besides this information,
each user has one (and only one) unique profile, so login references this profile, using a one-
to-one relationship.

5.3.1.2 Certificate

Using certificates was the solution adopted in order to allow users to perform several
operations without having to perform repeated authentications. To ensure system integrity, a
certificate had to be constrained by several critical components including user identification, a
unique device identifier and an incremental handler to ensure that the user making the
request is the same individual. With this implementation the application can make an
assessment of synchronization state of the device.

Another aspect that would be useful to put in the certificate would be the Jabber ID,
the XMPP connection identifier. However, as the target devices are mobile, it was considered
that they would lose or gain access to the Internet frequently, causing the JID to also change.
One solution would be to make a request to server whenever it changes stating this has
occurred. Another method, less bandwidth expensive but still functional, would involve
embedding this identifier in the certificate. This was the select solution.
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Therefore the certificate contains the following elements:

= Useridentifier

= Device identifier

= Incremental identifier
= Jabberld

Since each user only has a unique identity that is associated with a single profile, it is
appropriate that a profile has a one-to-one relationship with the certificate table as identified
in figure 17.

5.3.1.3 Contact

This table was created to avoid linking the contact details directly to the authentication
table, since a contact can change radically over time. However, for the purpose of this thesis
this table is only responsible for creating an identifier for the profile.

5.3.1.4 Contact Details

This table is responsible for storing all the contact information. Every detail has a
handle type that allows for the information to be differentiated. The mapping between codes
and contact types used in this thesis are shown in table 25

Description
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T
(0]

Name

Phone numbers

Email addresses

Chat usernames

Postal addresses

Organizations details

Notes
Birthday
Picture
Status
Websites urls

Ol N W|N|FRL|[O

=
o

[EEN
[N

Virtual Communities

12 Blogs urls

Table 25 - Contact details types

5.3.1.5 Contact List

The contact list is defined by a list of user profiles, which means an association
between the user profile and all the profiles that have been added. Beside this association, a
property named privacy qualifies the sharing relationship between the user and each profile.

All contact details have a label allowing its value to be associated with a context.
Beyond this context, each detail is an assigned a privacy level. Although privacy was not deeply
explored in this work, a basic discussion of its implications is included in section 5.3.5.

5.3.1.6 Notifications

To ensure synchronization between the server and client, when a change occurs on the
server side a notification is created and stored in a database table named notifications. These
notifications are composed of the identifier of the individual responsible for the changes (the
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owner) and the identifier of the contact to be notified (the user). In addition, notifications have
a type identifier whose meaning can be found in table 26:

Type Description

0 User has accepted invitation
1 User profile as updated

2 Privacy changed

Table 26 - Notifications types

Once the notification is delivered to the client application, the notification is removed
from the datastore.

5.3.1.7 Pending Invitations

The contact list is filled through invitations to other users requesting the sharing of
their profiles. Once the user indicates his or her intent to add a contact to the list the
Pendinglnvitations table becomes populated with the following data:

= Owner —the identifier of the requester
= User —the identifier of the addressee
= Name —requester name

=  Picture —requester picture

=  Privacy — privacy level to be assigned

Invitations are similar to notifications and use the same channel, but contain
information about the applicant. This is because during a notification the user already has
information about the applicant, while during an invitation, the user does not have this
information and is requesting it.

Invitations are not removed immediately after delivery. Instead a flag is raised
identifying the delivery status. When an invitation is delivered to another user, this flag is
updated and only after the answer is received is the invitation removed from database.

5.3.2 Servlets

Requests from the client application comply with the RESTful architecture style. This
implementation has security issues, mainly being vulnerable to man-in-the-middle attacks.
One good solution to this problem when working with REST is SSL, the standard for secure
transfer on the web SSL. Another solution is to require the hash of the body signed via a
private key. These techniques were not explored in this thesis.

In order to handle all requests from clients a set of servlets were created and
configure in ‘web.xml’ file available in Appendix A:

= AuthenticationServlet

= ContactServlet

= ContactlistServlet

= NotifyServlet

= PendinglnvitationServlet
=  SyncServlet

= XMPPServlet
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A UML class model can be found in Appendix C, and the table 27 summarizes all

servlets responsibilities and operators:

o

uT Represents

Servlet name GET

AuthenticationServlet Sign in/Registration

ContactServlet User profiles

ContactListServlet List of contacts

NotifyServlet Notifications process

PendinglnvitationsServlet Invitations process

SyncServlet Synchronization process

x| % (%4 (444
%X |4, %4 [X% |4
|3 |4 % |44 [%|B

XMPPServlet Communication from client

Table 27 — Web services description

A more detailed overview of the servlets is presented in the following subsections.

5.3.2.1 Authentication Servlet
This servlet is responsible for two functions:

1. Authenticating a particular user via a certificate so that future operations can
be performed without disruption.
2. Registration of a new user.

In the case of authentication, the servlet receives a GET request with two parameters,
username and password, and matches those against those in the database. If a valid match is
found, a certificate is created and sent to the client. Its functionality can be found in Appendix
E.

When this servlet receives a PUT request, this means that it is receiving a request to
register a new user. This request has three parameters: username, password and Google
Account email. Note that Google Account password is never transmitted to server since the
use of Google Accounts is only needed for client-side authentication and the XMPP service
used to receive notifications on the mobile device.

The registration process verifies the non-preexistence of the username or email to
ensure the uniqueness of users. If no problems occur, the creation of a new user is the result
of this operation. A diagram of this sequence in Appendix E provides a better analysis of this

operation.

5.3.2.2 Contact Servlet
The ContactServlet takes care of user profiles. It allows them to be examined, edited

and even removed. Profile creation is handled solely by the registration process ensuring that
each profile is associated to a single user and vice versa.

A request from the client to view a profile can has a number of parameters. These
include the identifier of the profile and the privacy-level that client application requests. If
these parameters do not exist, it means that the user is accessing his or her own profile so that
the required identifier is present in the certificate and no privacy level is required.
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DELETE requests to this servlet do not have any parameters, since deleting profiles can
only be achieved by their owners and certificate already expresses user identifiers. In this way,
profile integrity is guaranteed.

To update a profile this servlet receives all the profile details through a parameter
existing in the UPDATE request which is transmitted in XML. This xml string is decomposed by
filling out a list of details allowing them to update the datastore.

The full description of these operations can be found in the sequence diagrams in
Appendix E.

5.3.2.3 Contact List Servlet

This servlet respond to all HTTP request types (as can be seen in table 27). These
operations correspond to getting the contacts list, updating a contact in the list, inserting a
new contact in the list and deleting a contact from the list.

Adding a contact is based on invitations. Thus when the servlet receives a PUT request
it does not add a contact directly in to the contact list. Instead, it creates an invitation
notification that will be sent to the contact to be added. Only after this approval, will the
contact be added to the contact list.

DELETE requests will remove a named contact from the contact list, and as the lists are
bidirectional, this change will be propagated to deleted contact’s own list. This implements the
concept that if you do not want to see someone, you certainly you do not want to be found by
them. It also ensures that an individual user retains complete control over their contact details
in the system — they can delete them from any user at any time simply by removing that user
from their contact list.

Another operation that receives special attention is in incoming POST request. The
only update available to the contacts in list is changing the level of privacy. Contacts updates
are done through the profile update in which each user is responsible for each update.

Further information on requests to this servlet can be seen in Appendix E.

5.3.2.4 Notify Servlet

Notifications are dispatched one a minute by default. And as the Google App Engine
server relies on http requests is not possible to set a timer or launch a thread to handle this
kind of intermittent process. To attain this functionality a scheduled system called Cron is
used. The Cron service allows developers to configure tasks to operate at well defined regular
intervals.

The file ‘cron.xml’ creates and configures the Cron service for wContact. It is shown in
Appendix A and produces GET requests to the NotifyServlet every minute. This servlet then
reads the available notifications and propagates them to client applications using XMPP service
available.

Notification and Pendinglnvitations are consulted and a Jabber ID is obtained from the
certificate of each user. Notifications are simply dispatched while processing invitations
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requires a check to the flag to known if it is an invitation that has been delivered or not.
Invitations are dispatched only if still pending.

The sequence diagram of the entire process can be seen in appendix E.

5.3.2.5 Pending Invitations Servlet

This web service receives responses to invitations. Only two answers are possible, so
this servlet only serves two types of request: PUT and DELETE. The first accepts while the
second rejects an invitation.

Both of the requests will remove the invitation from the Pendinglnvitations table, but
the accept process will add the user to the contact list of the owner and consequently add the
owner to the user contacts list (since the lists are bidirectional).

5.3.2.6 Synchronization Servlet

When a synchronization failure is detected by the client application, it needs to get an
updated certificate in order to perform operations. This existing certificate is only good for
such an updating operation. This is achieved through a POST request include the old certificate
skipping incremental identifier validation and replying the actual certificate existing in the
certificate table.

The intent of this web service implementation was to verify alterations by consulting a
history table on the client and the server in order to identify changes that needed to be made.
However, due to time limitations for application implementation in this thesis, this feature was
not implemented in full. The simple implementation used in this work entails updating all
information on the client when an updated certificate is required.

5.3.2.7 XMPP Servlet

The client application can send chat messages to App Engine application. For server
application receive chat messages, the XMPP message service must be enabled in the app’s
configuration file: ‘appengine-web.xml’ as is in Appendix A. With the XMPP service enabled,
when the App Engine application receives a chat message it makes an HTTP POST request to
the following path: ‘/_ah/xmpp/message/chat/’ which is mapped to the XMPPServlet class
shown in appendix A.

The client application sends a chat message to the server when it receives a
notification from it with the objective of validating that the notification was properly delivered.
Since there are two types of notifications: notifications and invitations, an identifier is added to
handle the notification so that the system can properly distinguish which notification is being
acknowledged.
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5.3.3 Cloud Response

The CloudResponse class was created to manage responses to requests that were
made to web services. Responses from web services are held in xml format containing two
distinct parts: a header containing the updated certificate and the message body containing all
the information requested by the client application.

In the case of the occurrence of an error on the server while processing a request,
CloudResponse creates a fictitious certificate stating that an error occurred, and the message
body will be the description of the error itself. This is composed of a code and a description.

More information about this class and process is available in appendix C and E.

5.3.4 Certificate Manager

The certificate manager has the ultimate responsibility of ensuring the authenticity
and integrity of the certificates. The CertificateManager class receives request objects from
client and gets the certificate from the header of http request. This data is then compared with
certificates existing in the datastore.

CertificateManager

oldCertificate:Certificate
newCerfificate:Certificate
error-ErrorObj
req:HitpServietRequest

<<final==> loq:Logger=l oager. gatl ogqer( CertificataeManaqer class getName(}

<<constructor=> CertificateManager(in aReq:HtipServletRequest)
validateCertificate( ) boolean

getError():ErrorObj

getCertificate().Certficate

000 Oaaagd

Figure 21 - CertificateManager class

Figure 19 represents the CertificateManager. Although two certificates exist in this
class, it does not hold the client and server certificate. When the client sends the certificate
that exists in its database and it also sends data to create the new certificate. The possible data
to be changed include the device identifier and the Jabber ID from the XMPP connection.

After the certificate manager validates the old certificate (the certificate existing in
client database) it fills in the new certificate with the user identifier and the incremental
identifier. Thus, the header of CloudResponse is filled and certificate is updated in datastore.

5.3.5 Privacy Manager

Privacy is a complex subject and a nuanced examination of this topic is beyond the
scope of this thesis. Instead, a simple and functional mechanism was implemented. Four
different levels of privacy are supported: partners, family, friend and all. Each level was
associated with a numerical value as shown in table 29.
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Level | Description
0 Partner

1 Family

2 Friends

3 All

Table 28 - Privacy levels

In order to maintain simplicity, the system does not allow the selection of multiple
levels of privacy. Instead, a hierarchy of privacy as shown in figure 20 was implemented, where
partner can have access to all the information and the ‘all’ can only see what is the least

sensitive information.
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Figure 22 - Privacy representation

To implement the operation of privacy management in the sharing of the
contact information a class named PrivacyManager was created. This class ensures that
information is shared to those with access and limits access to those who without permission.
This operation is simple and is based in a comparison between the privacy levels associated
with each contact with the privacy level associated with each contact detail. If the associated
privacy level in the contact details is less or equal to the privacy level associated in the contact
list, the contact detail is deemed visible and sent to the client.

5.3.6. Summary
This chapter describes the server implementation. It was deployed to the Google App

Engine servers and will handle HTTP requests from client application. Notifications, in turn, are
carried out through a Cron service that runs every minute, being delivered to the application
client through a XMPP channel using GTalk server.
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5.4 Client Implementation

The wContact client application was implemented in Java using the Android SDK. This
application has a user interface allowing easy access to information which is stored in a local
database in device. This is synchronized with a server via HTTP requests and it is necessary that
the phone has an internet connection for full functionality.

For automatic detection of awareness information, sensors on the device
(accelerometer and microphone) are used. For receiving notifications from server a XMPP
client is implemented using the Smack library. All this systems are explained in detail in the
following subchapters.

5.4.1 Database

The implementation of the database to the client application was designed as a mirror
of the database server designed as previously shown in figure 17. This time the database was
implemented in SQLite, as provided by Android’s framework.

In order to universalize access to the database and ensure data security, a hierarchy
was created as shown in figure 21 and represented in detail in Appendix D. The DBAbstract
class implements access to the database through transactions and full operation can be seen in
Appendix F.

=<interface>>
DBinterface

openOrCreateDatabase( ). SQLteDatabase

insert(in obj:IDatastore) void

update(in oldObj:1Datastore, in newObj IDatastore):voit
delete(in obj:IDatastore):void

deleteAll()-void

dropTable()-void

Qonnnnn

getNewlocalld():Long

A

DBAbstract

table:String
fidld:String
context:Context
db:SQLiteDatabase

openOrCreateDatabase() (Operation) BN
<<annotations>> modifiers = Override
delete() (Operation)

<<annotations>> modifiers = Override
insert() (Operation)

7| <<annotations>> moadifiers = Override

<<constructor>> DBAbstract(in aContext:Context, in aTable:String)
executelnsert(in obf-IDatastore):void
executeUpdate(in oldObj:IDatastore, in newOby:IDatastore) void

executeDelete(in obj:IDatastore) void
update() (Operation)

>> gpenOrCreateDatabase().SQLiteDatabase . .
<<annotations>> modifiers = Override

deleteAll() (Operation)
<<annotations>> modifiers = Override

<<annotations>> delete(in obj:|Datastore)void

<<annotations>> insert(in obj:|Datastore):-void

<<annotations>> update(in oldObj:|1Datastore, in newObj.IDatastore):voit
getNewlocalld():Long

<<annotations>> deleteAll()-void

dropTable():void

removeAlTables (in context:Context)-void

DOOO0OOOSa0a0 | S

Figure 23 - Database hierarchy classes
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All objects that use the database will extend DBAbstract class in order to access the
database:

e DBCertificate

e DBContact

e DBContactDetails

e DBContactlList

e DBNotifications

e DBPendinglnvitations
e DBSettings

e DBStatus

Comparing this list with the list of tables on the server it can be seen that there are
two new tables: settings and status. These tables are responsible for information storage by
user configurations and have no connection with existing tables, so these remain unchanged.

Furthermore, an interface was created to distinguish which objects have access to the
database. This interface was called IDatastore and is represented in the figure 22:

<<interface>>

IDatastore

n insertinDB(in context:Context):void
n deletelnDB(in context:Context):void
u updatelnDB(in context:Context, in old:|Datastore):void

Figure 24 - IDatastore interface

Logically the objects that implement this interface are listed below and their hierarchy
can be consulted in Appendix D. Whenever these objects need access to information stored in
the database they will, through the methods defined by the interface, perform calls to the
classes described above:

= Certificate

= Contact

= ContactDetails

= (ContactlListltem
= Notification

=  Pendinglnvitation

= Settings
= Status
5.4.2 Layout

The implementation of the layout respects an interface named IActivityView shown in
figure 23:
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<<interface>>

IActivityView

getView():View
onCreateOptionsMenu(in menu:Menu):boolean

onOptionsltemSelected(in item:Menultem):boole:

Qana

goBack():boolean

Figure 25 - |ActivityView

It is ensured that the various parameters take into account the user activity and are
respectful of the responsibility of each element. The whole hierarchy of the layout can be seen
in Appendix D.

The methods represented by this interface refer to the standard popup menu of the
operating system, as triggered by the back button in the device. The method getView will be
called whenever it is necessary to build the layout. The activity stores the actual visible layout
in a variable and delivers it whenever one of these operations is called.

Four independent layouts were developed:

e AuthenticationLayout
e RegistrationLayout

e StatusLayout

e Main

5.4.2.1 Authentication Layout
This layout allows the authentication of users. It consists in two input text fields:
username and password, and two buttons: sign in and register.

The sign in button will validate authentication first on the device, e.g. invalid
characters or empty fields, and then will make a request to server to check the data entered by
the user. This operation is performed by an object created to handle the authentication data
called Authentication. The authentication process runs in a new thread
(AuthenticationProcess) freeing the layout to provide information to the user through a
ProcessDialog, which is a dialog showing a progress indicator and a text message. If the data is
correct it then receives and fills the database with all information from contacts received from
the server and changes the view to the main view. The whole process is available in sequence
diagrams at appendix F.

In other hand, if user does not have access, he or she should access the registration
view.

5.4.2.2 Registration Layout

As authentication this view will be composed by a set of input text and two buttons:
cancel and register. The information required for registration is based on a username, a
password that the user needs to retype it and an email address.
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As the server was deployed to Google App Engine, and the use of Google Apps
domains in XMPP addresses is not yet supported for applications, a workaround had to be
developed by using user’s Google Account. This allows authentication on a GTalk server and
for the device maintain a connection with the server to receive further notifications. Because
of this limitation this need became essential to introduce Google Account data in the
registration form.

In a similar way as the authentication, the registration process occurs in a different
thread releasing the layout to present the ProcessDialog. The following validations are
performed before registration is finalized:

= No field is left empty (validation on device)

= Noinvalid characters introduced (validation on device)

= Passwords are equals (validation on device)

=  Google Account is correct (GTalk Server validation)

= Username doesn’t exist (server validation)

= Email is not associated with other contact (server validation)

With registration completed successfully, the application receives the newly created
profile for the user and writes into the database, and then the view is updated to the main
view. The Registration process can be analyzed in appendix F.

5.4.2.3 Status Layout
The status layout allows for an easy way to manually change the status. This view is
composed of three distinct parts:

1. The presentation of the current state and its mode: manual or automatic.

2. A input text allowing the introduction of a new status from a drop down list
and allowing the association of a privacy level

3. A list of previously used status to facilitate reuse of the same with the
possibility to change the associated privacy

Once the user defines a new status this view closes and returns to the previous one. If
the user does not intend to change the status, the view can be removed by pressing the back
button of the device.

5.4.2.4 Main Layout
The main layout corresponds to the main use of the application. This consists of four
tabs which are:

= Profile Tab

= History Tab

= Contacts Tab
= Settings Tab

A new interface called /tabInMain was created and extended the previous
IActivityView as shown in figure 24
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<<interface>>

IActivityView

getView():View
onCreateOptionsMenu(in menu:Menu):boolean

onOptionsltemSelected(in item:Menultem):boolea

olelele

goBack():boolean

<<interface>>
ITablnMain

n getTabSpec():TabSpec
u getindex():int

Figure 26 - Tabs hierarchy

This interface ensures that the main layout can access the tab specifications, essential
for the layout design, as well as its identifier.

5.4.2.4.1 Profile Tab

The profile tab is responsible for displaying and maintaining the profile of the user.
Thus two distinct ways of maintaining this layout were needed: in edit mode or in viewing
mode. Depending on which mode is active the popup menu options will vary where options of
revert and save are shown while profile is in edit mode, and edit and remove profile when it is
in viewing mode.

Remove profile will show a dialog where users can remove their profiles locally and
also in the server. It is not possible remove from the server and leave on the device. Removing
from server will remove the ability of the user re-authenticate in the application, losing all
existing information.

Edit Mode

When editing, contact details can be defined. Its layout is similar to the introduction of
a new contact by the existing contacts application on the Android system. In order to
implement this user interface, as shown in appendix G, several modules were designed. In
order to maintain universality a class Profileltem was created, which extends the /ActivityView
and IContactDetailsltem interfaces.

The first module presented in this layout is the PName allowing the introduction of
username and avatar selection through a dialog that is presented after clicking the image. The
next module to be presented is the status which is based in one text view displaying actual
status and a button which allows to change the status. When this button is pressed a dialog is
presented with the same layout built described in the section 5.4.2.3.
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Then a list of Profileltem fills the rest of the user interface by adding one for each type
of detail used in the application. Each Profileltem has the feature to add more information as
the user wishes to each detail type. Each of this information line is implemented through an
object named ProfileltemLine. This line will be represented by a label, a privacy level and its
value and will be associated as a ContactDetails which will be introduced in its table when the
contact will be saved.

Viewing Mode

The user interface when is in consultant mode consists of a list of all existing contact
details in the database. So it can be represented to the user, a new class named
ContactDetailsView was created enabling its reuse whenever it is necessary to show the profile
of a particular user.

As the user’s name, its image and status have no label, these data are handled in
different way from all other kinds of details. These items are individually designed as shown in
appendix G. On the other hand all other details have similar properties and easily allow the
construction of the list of details to be shown to the user.

In order to use the contact details directly to build the user interface, a method called
getView has been added to the ListContactDetails class which returns the view of contact
details list that can be easily added to the ListView implemented by the profile tab.

5.4.2.4.2 History Tab

The history tab is responsible for all exposing all the activity happened in the device
from the received calls to the different types of notifications. The call history is consulted by
the contact application database. In order to access this information it is necessary to register
permission in the AndoridManifest file as outlined in appendix B.

The collected information in this database is gathered in a single list with the
information received from the application database through the tables Notifications and
Pendinglnvitations. In order to manage these different types of information in a unique list, an
interface named [HistorylLine was created and consists in getting an image, a message
indicating the action and even a date of the event. After the data is correctly collected and the
list filled, is sorted by date of the most recent to oldest. This sort was accomplished through a
Comparable interface.

As the number of notifications can reach undesirable amounts compromising the
functionality of history, a filter process was created offering the user a choice between
different kinds of actions: call, notifications or invitations. This choice is maintained in the
Settings table of the application database allowing to respect the user choices whenever he or
she wishes to consult the history.

Through the menu, the user can remove all the history or only one kind of the
elements presented in the history list. This menu is implemented through the methods defined
by the interface IActivityView.
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5.4.2.4.3 Contacts Tab

The contacts tab provides a list of contacts associated with the user and previously
received from the server. This way no request is made to the server reducing considerably the
time that it takes to complete and present the list to the user.

Each list item is composed of the user, his name, current status and a small icon
informing the privacy level of that contact. In the case when a user does not have a status, one
of the details existing in contact will be displayed in its place.

User can interact with this list in two ways: a simple click on one of the contacts or a
long click. In the first case a full list of the contact details is presented as it is shown in the user
profile. To obtain this view the previously created object, ContactDetailsView, is called. This
operation can be reverted by pressing the back button of the device returning to the contact
list view.

The second interaction method will display a list of available operations: view details,
remove contact and change privacy. The view details option will take the same process as a
simple click. The remove contact will make a request to server trough the CloudContact object
resulting in the elimination of contact from the list. The last operation will display a dialog
which allows to user select from a drop down list a new privacy level. Changing privacy level
means that the information that the user shares to that contact will respect the new privacy
selected. This operation does not change the privacy icon on his list, but in the contact list of
the contact that privacy was changed.

When the user starts using the application and has no contact in list, a button will be
displayed indicating the addition of a new contact. This addition will be made through a dialog
that allows the introduction of contact’s nickname to be added as well as a privacy level. When
user already has contacts in list, the user can continue to add contact through the menu which
is implemented through the respective methods existing in the |ActivityView which each tab
implements.

5.4.2.4.4 Settings Tab
The Settings tab is meant to allow the user to configure the required settings. The
available settings are:

= Enable or disable the notifications in the status bar

= Enable or disable the automatic status detection

=  Set privacy for automatic status detection

= Set time interval for automatic status detection

= Select which sensors to be used for automatic status detection
= Setaccount data

= Set Google Account data

The default settings have notifications enable for invitation and replies, with contact
updates notification disabled. Automatic status detection is on using all sensors available with
a time interval for 5 minutes and an associated privacy to be shared to friends.
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5.4.3 Cloud

Access to the cloud was implemented using a hierarchy similar to the database, and is
shown in figure 25. CloudAbstract uses RESTRequest to make request to server. The methods
insert, get, update and delete from CloudAbstract make calls to the methods doPut, doGet,
doPost an doDelete existing in RESTRequest.

It is the responsibility of the classes that extend CloudAbstract to define the
parameters to be sent to the server as the web service to use. The entire process is
transparent between all objects. The objects defined for accessing the server are:

=  CloudAuthentication

= (CloudContact

=  CloudContactList

= CloudInvitation

® CloudPendinglnvitation
= CloudRescue

= CloudSync

All requests from the client use a certificate in order to be authenticated on the server.
The certificate is composed by the certificate previously received from server, plus the existing
XMPP connection Jabber ID and current ID from device. This information is put together by the
RESTRequest class and then is encapsulated in the Authorization header of the http request.

In order to be able to manipulate the responses received from the server as universal
as the requests are made, a class named CloudResponse was created as shown in figure 26.
This class receives the response in xml from server identifying the certificate and detecting if
an error occurred on server.

If no errors were detected the elements can get the body of the message which in turn
are converted to their objects. In order to universalize this transformation an interface named
IXMLCapable was created and can be found in appendix D.

In case of error, and if is a specific error stating that the certificate is old and needs to
be updated, this same object is responsible for using CloudSync to receive the existing
certificate on the server and start the synchronization process.

If no errors were detected the elements can get the body of the message which in turn
are converted to their objects. In order to universalize this transformation an interface named
IXMLCapable was created and can be found in appendix D.

In case of error, and if is a specific error stating that the certificate is old and needs to
be updated, this same object is responsible for using CloudSync to receive the existing
certificate on the server and start the synchronization process.

The synchronization process will remove all information about contacts from the
database and will replace it with the new data from server. This would not be the desired
solution, but due to time limitation it was implemented as a fast and functional solution.
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Once the synchronization ends the object CloudRescue is called that will use the latest
request information stored in CloudAbstract in order that the system that returned the old
certificate can finally deliver its request.

=<interface>> RESTRequest

ICloudElement
<<final=> cloudHost: String="http://w-contact. appspot.com/

= webService:String
getPostParams()-String
i authHeader:String
getPutParams() String
context:Context
getDeleteParams():5tring

getGetParams() String <<constructor>> RESTRequest(in aContext-Context, in webServiceName:String)

insert():CloudResponse get(in context:Context, in aWebServiceName:String):RESTRequest

delete():CloudResponse doPost(in params:String):CloudResponse

update():CloudResponse doPut(in aParams:String):CloudResponse

get():CloudResponse doDelete(in aParams String):CloudResponse

doGet(in aParams:String):CloudResponse

DROnnn | EEEA

: “<ydes>
I CloudAbstract
update() (Operation) Dy
lastWebservice: String=" <<annotations>> modifiers = Override
lastParameters:String="" get() (Operation)
lastO peration-int <<annotations>> modifiers = Override
context:Context delete() (Operation)
wehService String . <<annotations>> modifiers = Override
response:CloudResponse insert() (Operation)
<<annotations>> modifiers = Override

<=constructor>> CloudAbstract(in aContext: Context, in aWebService: String)
<<annotations>> update():CloudResponse

<<annotations=> get().CloudResponse

<=annotations=> delete():CloudResponse

<<annotations>> insert():CloudResponse

getResponse():CloudResponse

D000 ©B0aa000

Figure 27 - Cloud access hierarchy

CloudResponse

response:Siring
certificate Certificate
doc:Document
hasError-boolean—false
error.ErrorObj
context:Context

<=consfructor== CloudResponse(in aContext.Context, in aResponse:String
getResponse() Sfring

getCertificate().Certificate

hasError():boclean

getError():ErrorObj

getBody(in contactRoot:String):Nade

Donnnn AAEaae

Figure 28 - CloudResponse class
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5.4.4 Contact

Each contact is based on profile sharing. While this is associated with the Contact
object, all information on this profile is base on a list of ContactDetails. These details comprise
a label, an identifier type an associated privacy and its value.

A class named ListContactDetails was created and extended from the java util List
interface. Thus allows us to define a better access to details list and some details such as name
and picture can be obtained directly. Also a list of a specific type can be obtained by passing
the type identifier. The type of contact details used to implement this application was
described on section 5.3.1.4.

The object Contact accesses the database through the DBContact which just
implements the way the object uses the database through the connection and transaction
monitoring responsibility of its super class DBAbstract. The ContactDetails object has a similar
process as well as all others objects that need access to the database.

When it is necessary to communicate with the server, (ie if a profile is updated), the
Contact object will use CloudContact in order to execute the request to server. This class only
defines the web service which will be made the request as the parameters leaving the run task
to their super class. For the purpose of ContactDetails object, this does not need to
communicate with the server since it is the responsibility of Contact to send its list of details.
This list of details is obtained a converted into xml in order to be sent to the server.

5.4.5 Status

In order to simplify and universalize access to information in a contact, the status was
implemented as a ContactDetails without the need to associate a label and being associated
with a privacy (set when is set a new manual status or globally for all automatically detected
status). In this way this is available to other users as any other details of the contact.

However, when it necessary to obtain a status display to the user (as in the home
screen widget or in the manual status change layout) the system first checks the settings to
know if automatic status detection is on. If it is confirmed then status is obtained through the
ServiceBridge object which gives the latest status detected from sensors. On the other hand if
it is deactivated will query the database through the DBStatus object, which equally need only
to inform how the table will be accessed by leaving the transaction and the connection to its
super class, in order to obtain the current status.

5.4.6 Background Service

The application requires a service running in background in order to perform two
important but distinct operations. A background service in the Android operating system is
created using Service object and must be declared in the AndroidManifest.xml as shown in
appendix B.
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The first responsibility of this service is to ensure the communication with the server
via the XMPP connection. The system authenticates the user through their Google Account
previously defined and stored in the Settings table in the database, and creates a chat to the
server Jabber ID: ‘w-contact@appspot.com’. This way the client application will receive all the
notifications from the server as explained later in the section 5.4.7.

The second responsibility of this service will be the awareness detection. A new thread
is created to render the sensors independently and without affecting the connection
previously established with the server. The whole process of awareness detection is described
later in section 5.4.8

Because this service is indispensable for the good operation of the application there
was the need to ensure that this service is always running. To achieve this goal the service was
started in the boot of the mobile device. A class named BootUp was created and registered in
AndroidManifest, available in appendix B, as a receiver taking action of BOOT_COMPLETED.

5.4.7 Notifications and Invitations

Notifications from the server are received via a XMPP chat pre opened with the server
through the background service. This chat session is registered with a listener which is
triggered whenever a message is received.

The system distinguishes from the possible notifications and takes the respective
action. If an invitation is received a response layout is shown to the user where he can accept,
reject or even change the proposed privacy level. This layout is shown through an Intent call to
the wContact application carrying the flag that allows to the system identify the request and
show the desired view.

In case of a notification of an invitation response, contact update or privacy change,
the application will request from the server the information of the contact stored in database.
Depending on the type of notifications, user settings will be checked to see if there is a need to
display a notification in the status bar. If there is, a notification is created using the
NotificationManager object provided by the Android framework. The process can be found in
Appendix F.

Notifications received from the server are stored in the database in order to be shown
to the users through the history tab. The last notification is also shown in the home screen
widget.

5.4.8 Awareness

The BackroundService is responsible for automatic status detection (or awareness).
Thus checks the settings of the user and if automatic detection is active it starts awareness
detection.

Detection of awareness begins with the movement detection through the
accelerometer sensor. If status was not detected, it moves on to the detection of
environmental sound. To use these sensors it is necessary to check the user settings to ensure
that the user is allowed the use of the respective sensors.
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After this process and a status is detected, the battery level will be consulted and if it is
below a certain percentage the status will be updated to ‘low battery’ disabling the awareness
detection.

5.4.8.1 Accelerometer

A listener is registered on the SensorManager provided by the Android framework, and
whenever a change occurs, it is called. Then a check is made in order to assure that the sensor
that triggered the change was the accelerometer and then the axis data are stored in a
collection. This process occurs over 30 seconds and when time is over the data is analyzed
returning a status in case of a valid status detected.

5.4.8.2 Microphone

Environmental sound is recorded through a MediaRecorder object existing in Android
framework. Before using it permission is added to AndroidMacifest.xml as represented in
appendix B. Then a configuration of the recorder is made setting the audio source, output
format and audio recorder.

Media recorder will record the sound to an output file and this is the only way that it
works. Thus it is necessary to ensure that a file exists and the application has write
permissions. The management of this file is the responsibility of this module and it needs
permission to write in external data on the AndroidManifest.xml file as shown in appendix B. A
file named ‘a.3gp’ is created and provided to MediaRecorder as the output file which will
record the environment sound for 30 seconds.

During this recording at every second the maximum amplitude is requested and stored
in a collection. Once the time expires the created file is deleted and the collection is analyzed
to check if a new status is detected.

5.4.8.3 Battery

To have access to information from battery system needs to use a broadcast receiver.
Broadcast receiver is a component that does nothing but receive and react to broadcast
announcements. When the battery level is changed this is announced via broadcast. The value
is stored in a global variable and used to compare with the pre defined value for low battery.

5.4.9 Widget

A screen widget was implemented as a simple Ul component that users can place on
the main home screen of their phone and offers simple information display and interaction. In
this system, the widget is used to display the user’s currently recorded status and also
possesses a toggle button which enables them to switch between automatic and manual
sharing of status.

Users can also tap on the status text and use it to select from a list of common and
previous statuses (e.g. terms such as “Working”). This widget can be seen in Figure 27.
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wiontact status sharing

Working

Figure 29- Home screen widget

Also in this widget shows a feed of the received notifications. An example is present in
appendix G.

For the implementation of this widget a receiver must be inserted in configuration file
of the application as represented in appendix B, and to the user interacting with the widget
actions are also declared in the receiver.

A standard action exists and is the widget update that occurs at a preset time or
whenever the widget is added to the screen. The other two existing actions refer to the user
interaction with the widget. The first refers to the button that lets you to switch the mode of
sharing status between automatic and manual, and the other is related when user taps on text
opening a simple Ul that allows the status selection Ul. In this case the wContact will be call
through an Intent passing an identifier variable indicating that is to show the status chooser
layout. The description of this process is in appendix F, whereas their Uls can be found in
appendix G.

5.4.10 Summary

This chapter described the implementation of the client application. This was
developed for the Android operating system and has a simple Ul that allows users to manage
contacts. Communication with the server is performed through certificate validations, which
are encapsulated in the header of HTTP requests. The contacts in list are updated through
notifications received by a channel implemented using the XMPP Smack library. The
application uses phone sensors to detect awareness information and this is shared as part of
user’s profile in the system.
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CHAPTER 6 - Conclusion

The development of the wContact application represents a new direction for the
management of contacts. Essentially, it is based on a model where the responsibility for taking
care of their personal contact information is delegated to each user. No effort is made to keep
contact information relating to other users updated and reliable as social-network connections
between contacts seamlessly achieve this for each user. The layout of the application was
closely modeled on existing contact management solutions in order to minimize the difficulties
the new system might present in terms of usability.

Some of the major problems encountered while developing this application relate to
limitations of the Google App Engine:

= XMPP limitation — Google App Engine provides a XMPP client for application that is
deployed with IDs such in the form “app-id@appspot.com”. The specification
indicates that applications can also use custom addresses (e.g. “anything@app-
id.appspotchat.com”) as part of their functionality — such addresses can be used to
represent individual user accounts in an App Engine application such as wContact.
However, the use of Google Apps domains in XMPP addresses is not yet supported
for applications. As wContact using Google App Engine, the GTalk XMPP server was
mandatory, but as XMPP domains are not available for applications, the current
system requires users to register with own Google Accounts in order to implement
the notifications features. This is undesirable and should be changed as soon as
Google App Engine implements custom XMPP domains for apps.

= Upload files — An application deployed in Google App Engine Servers cannot write
to the file system, i.e., an application can read files, but only files uploaded with
the application code. This limitation brought a major problem relating to user
sharing profile photos as the application was not able to support picture upload. In
order to circumvent this problem, the wContact application offers a list of avatars
as a substitute for profile pictures.

= Web services response time — Another limitation from Google App Engine that
may cause problems for wContact is the fact that each request to a web server in
Google App Engine must respond within 30 seconds. If information to be retrieved
from the datastore is overly large, the response time may be exceeded. In
wContact, this may occur where there are extremely long lists of contacts. No
stress tests were conducted to explore this issue as part of this thesis work.

Despite these limitations, Google App Engine is an affordable, rapid and convenient
way to build and host an application and ensure that it is scalable.

The Android platform was an excellent choice on which to develop the wContact client
application. On this platform, it is simple to implement, code and perform Ul layout. Small
restrictions were found relating to limitations in accessing databases or Ul layout elements in
child threads, but these were easily solved by passing handlers to child threads which give back
operation results in order to show in layout or be managed by the database.

Allowing the user to share a status may yield an improvement in the quality of
communication — it can serve as a low-impact channel for users to assess the suitability of
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initiating a communication. In wContact, a manual status can be easily set and a Ul enables
previous status strings to be re-used, thereby reducing the effort of user interaction. wContact
also explored automatic status detection in order to remove user intervention and provide a
level of up-to-date awareness.

Status was shown on a screen widget. Besides keeping users alerted about their own
status it also delivered Ul support to switch between automatic and manual status and easy
access to the Ul to set a manual status. Future developments to this widget should add Ul
elements that provide access to the status history and to the contact list.

The automatic status detection was developed focusing on activities, rather than
location, a topic that has received more attention in literature [6]. The benefits of focusing on
activities include reduced privacy implications and directly appealing to users’ ability to infer
conclusions based on their own contextual knowledge. For example, at 2am, seeing that one
friend is in a quiet environment, whilst another is in loud environment is probably sufficient to
make useful inferences about their likely activities: one is probably sleeping, while the other is
awake and likely to be socializing.

However, there are many avenues for future work on this topic. These include
improving the existing recognition algorithms and also incorporating other sensors such as
digital compasses, which may be capable of providing robust predictions. Similarly, greater
awareness of device state, such as the ring profiles status as the ring profiles shared in
Connecto [2], should be incorporated into the application. The addition of such capabilities
may enable the detection of more nuanced activities such as “eating” or “meetings”. However,
a tradeoff is anticipated between the usefulness of particular classified statuses’ and the
accuracy with which they can be determined and this thesis suggests that, ultimately, there
may be a place for very general classifications which users are required to interpret based on
contextual knowledge.

The usage of automatic detection via the device sensors may significantly drain the
battery. To counteract this, the use of the accelerometer and microphone sensors and
respective analyzers was set to a periodicity of 5 minutes by default. Users could set longer
intervals in to further reduce the impact on battery life, but this would be at the cost of
reducing the accuracy and relevance of detected statuses. This issue should be explored more
thoroughly in future work.

Due to time limitations during the wContact development, process synchronization
between client and cloud was implemented simply; it is a potentially complex topic which is
not a core element of the thesis work. The current implementation operates as follows: when
the client detects that an update is required (through the certificate) it simply gets all
information from cloud and replaces the information on the client. In order to assure that no
information is lost, when the client does not have an internet connection features requiring
transmission of data from the client to the cloud are disabled (a message indicates this is due
to a lack on internet connection). Consequently, a user can still use the application without an
Internet connection (for instance to access stored contact information) but cannot make
changes (for instance, updating their profile information).
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An important area of future work in wContact is privacy management. Privacy has
become a hot topic in social networks and attracted significant attention in the research
community. In wContact, the implementation of privacy controls is simple (based on four
classifications of contacts) as this topic is beyond scope of the thesis. However, further
developments of this model would be required to ensure that wContact is a flexible, powerful
and usable contact management system.

Contact addition based on invitations is a useful tool that allows user to set privacy
levels prior to sharing detailed information with others. However, it requires some
improvement. One current limitation is that invitations are only possible to existing wContact
users. In the future, users should be able to invite non-users through e-mail to join and register
on the wContact application.

In order to make application fully accessible to everyone, a web platform version of
wContact should be developed. This will attract users who do not own smart phones and
provide those who do a multi-channel mechanism to access a shared database of contact
information. Similarly, the client application should also be implemented on other
smartphones such as iPhone and Symbian. Finally, wContact could also be extended through
integration with third party services that need contact information, such as email accounts,
virtual communities and social networking services.

In summary, the system was implemented as expected, and realized the distributed
management of contacts. The application fundamentals consist of the sharing of profiles by
users as well as their maintenance. As maintenance is the responsibility of the owner of each
profile, it minimizes the possibility that the contacts on the list get out of date.

Another advantage of being the owner responsible for their profile is that it allows him
or her to fill the information with various channels with which he can be contacted, thereby
increasing the choice for users seeking to make contact.

A final benefit of the system relates to the automatically detected awareness
information. By providing access to clues about others relating to availability wContact helps
users choose the appropriate channel and appropriate time to communicate. In this way, the
system aims to improve the quality of communication between human beings.
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Jdoconfig.xml

<?xml version="1.0" encoding="utf-8"?>

<jdoconfig xmIns="http://java.sun.com/xml/ns/jdo/jdoconfig"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalocation="http://java.sun.com/xml/ns/jdo/jdoconfig">

<persistence-manager-factory name="transactions-optional">
<property name="javax.jdo.PersistenceManagerFactoryClass"
value="org.datanucleus.store.appengine.jdo.DatastoreJDOPersistenceManagerFactory"/>
<property name="javax.jdo.option.ConnectionURL" value="appengine"/>
<property name="javax.jdo.option.NontransactionalRead" value="true"/>
<property name="javax.jdo.option.NontransactionalWrite" value="true"/>
<property name="javax.jdo.option.RetainValues" value="true"/>
<property name="datanucleus.appengine.autoCreateDatastoreTxns" value="true"/>
<property name="datanucleus.appengine.datastoreReadConsistency" value="EVENTUAL" />
</persistence-manager-factory>
</jdoconfig>

Web.xml

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE web-app
PUBLIC "-//Sun Microsystems, Inc.//DTD Web Application 2.3//EN"
"http://java.sun.com/dtd/web-app_2_3.dtd">

<web-app>

<l-- Servlets -->
<servlet>
<servlet-name>greetServlet</servlet-name>
<servlet-class>ns.appengine.wcontact.server.GreetingServicelmpl</servlet-class>
</servlet>

<servlet-mapping>
<servlet-name>greetServlet</servlet-name>
<url-pattern>/wcontact/greet</url-pattern>
</servlet-mapping>

<servlet>
<servlet-name>Authentication</servlet-name>
<servlet-class>ns.appengine.wcontact.server.servlet. AuthenticationServlet</servlet-class>
</servlet>

<servlet-mapping>
<servlet-name>Authentication</servlet-name>
<url-pattern>/Authentication</url-pattern>
</servlet-mapping>

<servlet>
<servlet-name>Contact</servlet-name>
<servlet-class>ns.appengine.wcontact.server.servlet.ContactServlet</servlet-class>
</servlet>

<servlet-mapping>
<servlet-name>Contact</servlet-name>
<url-pattern>/Contact</url-pattern>
</servlet-mapping>

<servlet>
<servlet-name>Sync</servlet-name>
<servlet-class>ns.appengine.wcontact.server.servlet.SyncServlet</servlet-class>
</servlet>

<servlet-mapping>
<servlet-name>Sync</servlet-name>
<url-pattern>/Sync</url-pattern>

</servlet-mapping>

<servlet>
<servlet-name>ContactList</servlet-name>
<servlet-class>ns.appengine.wcontact.server.servlet.ContactListServlet</servlet-class>
</servlet>

<servlet-mapping>
<servlet-name>ContactList</servlet-name>
<url-pattern>/ContactList</url-pattern>
</servlet-mapping>

<servlet>
<servlet-name>Pendinglnvitations</servlet-name>
<servlet-class>ns.appengine.wcontact.server.servlet.PendinglnvitationServlet</servlet-class>
</servlet>

<servlet-mapping>
<servlet-name>Pendinglnvitations</servlet-name>
<url-pattern>/Pendinglnvitations</url-pattern>
</servlet-mapping>

<servlet>
<servlet-name>notify</servlet-name>
<servlet-class>ns.appengine.wcontact.server.servlet.NotifyServlet</servlet-class>
</serviet>

<servlet-mapping>
<servlet-name>notify</servlet-name>



<url-pattern>/notify</url-pattern>
</servlet-mapping>

<servlet>
<servlet-name>xmpp</servlet-name>
<servlet-class>ns.appengine.wcontact.server.servlet. XMPPServlet</servlet-class>
</servlet>

<servlet-mapping>
<servlet-name>xmpp</servlet-name>
<url-pattern>/_ah/xmpp/message/chat/</url-pattern>
</servlet-mapping>

<!-- Default page to serve -->
<welcome-file-list>

<welcome-file>WContact.html</welcome-file>
</welcome-file-list>

</web-app>

Cron.xml

<?xml version="1.0" encoding="UTF-8"?>
<cronentries>
<cron>
<url>/notify</url>
<description>Check and dispatch notifications every minute</description>
<schedule>every 1 minutes</schedule>
</cron>
</cronentries>

Appengine-web.xml

<?xml version="1.0" encoding="utf-8"?>
<appengine-web-app xmIns="http://appengine.google.com/ns/1.0">
<application>w-contact</application>
<version>1</version>
<I-- Configure java.util.logging -->
<system-properties>
<property name="java.util.logging.config.file" value="WEB-INF/logging.properties"/>
</system-properties>
<inbound-services>
<service>Xxmpp_message</service>

</inbound-services>

</appengine-web-app>
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AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="ns.android.wcontact"
android:versionCode="1"
android:versionName="1.0">
<uses-permission android:name="android.permission.READ_CONTACTS" />
<uses-permission android:name="android.permission. WRITE_CONTACTS" />
<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE" />
<uses-permission android:name="android.permission.INTERNET" />
<uses-permission android:name="android.permission.RECEIVE_BOOT_COMPLETED" />
<uses-permission android:name="android.permission.CALL_PHONE" />
<uses-permission android:name="android.permission.READ_PHONE_STATE" />
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE" />
<uses-permission android:name="android.permission.RECORD_AUDIO" />
<application android:icon="@drawable/icon" android:label="@string/app_name">
<activity android:name=".WContact"
android:label="@string/app_name"
android:screenOrientation="portrait">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
<service android:name=".service.BackgroundService" />
<receiver android:enabled="true" android:name=".xmpp.BootUp"
android:permission="android.permission.RECEIVE_BOOT_COMPLETED">
<intent-filter>
<action android:name="android.intent.action.BOOT_COMPLETED" />
<category android:name="android.intent.category. DEFAULT" />
</intent-filter>
</receiver>
<receiver android:name=".widget.WContactWidget" android:label="@string/app_name">
<intent-filter>
<action android:name="android.appwidget.action.APPWIDGET_UPDATE" />
<action android:name=".widget.WContactWidget. ACTION_WIDGET_STATUS_BTN"/>
<action android:name=".widget.WContactWidget. ACTION_WIDGET_AUTOMATIC_BTN"/>
</intent-filter>
<meta-data
android:name="android.appwidget.provider"
android:resource="@xml/wcontact_widget" />
</receiver>
</application>
<uses-sdk android:minSdkVersion="4" />

</manifest>
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CloudResponse

| getXML| (el

I,

<<inferface>>
XMLCapable

toXML():String

EJ getxMLElements(n doc:Document) Elemet

XMLCapableAbstract
E =<final>> Ipg:Logger=l ogger getl ogger{ XML CapableAbstract class gethame()|

n toXML():String

n getXMLElements{in doc.Document).Element

ErrorObj

CloudResponse

ogger getl oggeriFrrorObj class gethlame())

codsint

value String
=<final> INVALID PARAMETERS:int=1100
> INVALID_PARAMETERS DESCString="Invalid parameters!”

al=> INVALID CERTIFICATE int=3100

> INVALID_CERTIFICATE_DESC String="lnvalid certiicatel"

nal>> INEXISTENT CERTIFICATE int=3200

= INEXISTENT_CERTIFICATE_DESC Siring="Certificate doesn't exist.”
al-> OLD CERTIFICATE:in!
> OLD_CERTIFICATE_DESC:String="Cerfificate is old. Update is needed "
al-> WRONG CERTIFICATE int=3400

al=

s E] il

> EMAIL EXISTS DESC:String="Email aiready registered”
final>> USERNAME EXISTS:int=5200

SER _PASS MISMATCH DESC:String="User and pass doesn't match®
l== USERNAME NOT EXISTS in{=5400

al=> USERNAME NOT EXISTS DESC:Strng="Username doesn't exist”
=<final=> CONTACT NOT EXISTS:nt=7100

ONTACT NOT EXISTS DESC.Siring="Contact dossnt existin sepvert
=<final>> CONTACT NOT EXISTS IN LIST int=7200
s<fingl-> CONTACT NOT EXISTS IN LIST DESC
=<final>> CONTACT EXIST IN LIST:ini=7300

al-> CONTACT EXIST IN LIST DESC:String="Contact aiready exists in list"
> INVITATION REMOVED nt=7400

fnal->

iring="Contact gossn't sxitin

JMPP INVALID ARG ini=0100
=<final=> XMPP INVALID ARG DESC:String="Invalid arqgument
UNDEFIMED:Siring="Undefined errorl”

|
|
|
O
O
(W]
]
D..
O
|
]
|
]
|
O
u:
O
]
|
n.
D.
|
O
|
O
(]
|
O
|
|
O
a
a
[#]
¢
[#]

<<consfructer=> ErrorObj(in aCode:int)
geiCode{)int
getValue():String

<<annotations=> getXMLElements(in doc:Document)Element

CertificateManager

cerlificate Certificate
body-Object

pw:PrintWriter

oooon D9

<<constructor>> Cl

in resp:HiipServistResponse
setResponse(in aCertificate: Certficate, n aBody Object)-void
setErrorResponse(in srrorErrorCbj) void

=eannotations>> getXMLElements(in doc:Document):Eement

sendResponse()void

CertificateManager

error:ErrorObj

final>

oldCertificate:Certificate
newCertificate:Certificate

req:HttpServietRequest

2000 Edaa8a8a

getError():ErrorObj
getCertificate()-Certficate

<=constructor=> CertificateManager(in aReq HttpServletRequest)
validateCertificate()boolean

iy

getXML nts()

* | <<annotations>> modfiers = Override
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NotificationProcess

o e

E] prPendnginyRations

<annatations==
Pandinginvitations

EY mnotnzatans

B == g coner-| ooger gei —

=<CONElTLCar=> NotficationProcess i

dinginvitations |
<coonginuctar=> NotficationProcees(in noiotfications )
senginy RationMotMcation():void

senaNotfication| | void

oo

=<ANNOiZtoNEs
Nofifications.

pong== kiong
d:Long

<<aNNotatons== oWl

<<annanon s> USErd:Long
bons=> ypednt

==gnngtatons tral-- log:l coner=| ooger.gesl pogeriNoatications cigss geshiam

<<anng

<<Canstn - Nolficatians(in 30wnenid-Lang, In aUseridiLang, In aTypent)

- Nolficatians(in aid Long, in 30wnesiaLong, N aUserid:Lang. b aTypet

<<COnEiu

pLEt=T 1

In toc:Document] Eement

0O GO | EIEEEE

craateNatfication| ):void

~gl

tations»> privacy-nt
tations== EPendngtosiEan
iatians, gk 0y Logger=Logoer getl {Pen

1355 gathlame )

getiD()Long
getowneniD|-Lang
setOwneriDin 30wnesiD:
getliseriD{)Lang

setUseriD{in aUseriD:Long)
gethame|:Sirng
getPicture(y:Sinng

2K |
A |
2% |
21
2 |
1
]
2
a
[#]
a
[#]
[#]
a
getPrivacy])int
[#]
4]
4]
a
a
a

setPrivacyiin aPTvacyntivol

IsPending|) boclean

setNotPending| ) vakd

save()vald

updateAsNatPEnding| | vord

5(1-LIst<T 1-~Pendinginvitations>

<<CONEiTLCtar== Pendinginviations{in a0wneriD-Lang, I aUseriD:-Long, In aName:String. In aPicture:

ring, In aPrvacyn

(N £
Type = IdenlityTyps APFLICATION) ype = IdentilyType APPLICATION)
1d (Proparty)
modfiers = ey maofErs = yizy
- i TITY) - TITY)
ownerld [Property) ' ' ownariD |Property)
modmers = Persistent <<annotations»> MOCTErs = PerslEEnt
usarid (Proparty) ussriD (Proparty)
<<annotationss» modflers = Perslstent <«annotationg=» modfiers = Persistznl
typs (Proparty) nams (Proparty)
=<gnnotations>> modfiers = Persistant =<annotations>> macfiers = Persisient
Iog (Property) piciura (Proparty)
modifiers = =<annotations== mocfiers = Persisient
privacy (Froparty)
<<annotations>> mactiers = Persisient
lsPending [Property) D
=<annotations== moofiers = Persisient
log (Proparty}
manfiens =
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PrivacyManager

PrivacyManager

|

oonooooonoonoooonoooonoon | EEEEEE

<<apnotations>>
] levelint Contact
reqUserld:Long
E userld:Long <<use>> EJ <<annotations>>id-Long
m e E <<annotations>> email:String
B <<annotations>> istContactDetails: List<T 1->ContactDetails>
n =<<constructor>> PrivacyManager(in aReqUserld Long, in aUserld:Long) m <<annotations_final=> log:l ogoer=l oqger.getl ooger(Contact class getName(
n applyFitterinContact{in contact-Cantact) Contact
n <<constructor>> Contact(in aEmail:String)
u <<constructor>> Contact(in c:Contact)
u <<canstructor>> Contact{in ald:Long, in aEmail-String, in alcd:List<T 1->ContactDetails:
u getiD():Long
<<annotations>> u getEmail()-String
ContactDetails n setEmail(in aEmail:String):void
3 oetlistContactDetails()-List<T 1->ContaciDetails>
<<annotations>> id:Long .
u setContactDetails(in led:List<T 1->ContactDetails>):void
<<annotations>> userlD:Long £ ¢
n getContactFromid(in alser|D:L ong).Contact
<<annotations>> type:nt
: u getContactF romEmail{in wid-String) Contact
<<annotations=>> label:String
u save():void
<<annotations>> value:String .
. EJ getMLEements(in doc:Document).Element
<<annotations>> privacy.int i
n toXML():String
<<annotations, final=> log:l ogger=Logger.aetl ogger{ContactDetails class getNamea()} .
n insert().void
<<constructor>> ContactDetails(in alser|D:Long, in aTyperint, in alabel String, in aValue:String, in aPrivacy:int) u A romXML(in mXml String) Contact
<<constructor>> ContactDetails{in ald:Long, in aUserlD:Long, in aType:int, in aLabel:String, in aValue:String, in aPrivacy:int u delete()-void
<<constructor=> ContactDetails{in cd:ContactDetails) u getName():String
getlD():Long n getPicture() String
setld(in ald:Long):void §siContactDetails !
getUserlD(}:Long i
I
setUserlD(in aUserlD:Lang):void - t
fType(}int <<annotations>> Iy
et ‘in
9 Type(_ SN— difiers = Persister ity Type = IdentityType APPLICATION)
setType(in aType:int)voi id (Property)

getLabel():String

setlabellD(in aLabel String) void

gefValue(): String

sefvalue(in aValue String):void

getPrivacy()nt

setPrivacy(in aPrivacy:int):void

getAliContactDetails(in allserlD:-Long).List<T1->ContactDetails>
et romld(in ald:int):ContactDetails

insert()void

update():void

delete():void

removeAll(in allserlD:Longi:void

cloneData(in cd:ContactDetails):void

getXMLElements(in doc:Document):Element

toXML():String

getF romXmElement(in temNode) ContactDetals

<<annotations>> modifiers = PrimaryKey
= Persistent{valueStrategy=ldGeneratorStrategy IDENTITY)
email (Property)
<<annotations>> modifiers = Persistent
listContactDetails (Property)
<<annotations>> modifiers = NotPersistent
log (Property)
<<annotations>> modifiers = NotPersistent

<<annotations>>

difiers = Persister ity Type = IdentityType APPLICATION)

id (Property)
<<annotations>> moedifiers = PrimanyKey
= Persistent{valueStrategy=ldGeneratorStrategy IDENTITY)
useriD (Property)
<<annotations>> modifiers = Persistent

type (Property)

i modifiers = Pe
label (Property)

i modifiers = Pe
value (Property)

i modifiers = F
privacy (Property)

i modifiers = Pe
log (Property)

<<annotations>> modifiers = NotPersistent
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Layout - Profile Tab

<<interface:
ITabinMain

gefTabSpec() TabSpec

getindex() int

pdateC:

ProfileTab

onoy

<<annotations>> modfiers = Override
onCreateOptionsMenu() {Operation)
<<annotations>> modfiers = Override

parentWComact
spec:TabSpes
tHost:TabHost

indexcin
contact Contact
isEditable-booean=Taise
riStatus Relawel ayout
e TextView
IeLineartayout

sv-Scrally

w
IstProfieltems ListeT 1->Profisitems
pd-ProgressDiaing

saveHandler Hander=new Handier() { pubiic void handishessage(android.os Message meg) { pd.demiss() |-

<<constructar

getTabSpeci)TabsSpec
<<annotations=> getindex(y it
getEdtableView]):View
gethlormaliewt} View
annotations >> getView():iew

> ProfieTab(in aParsnt\WContact, n aTHost Ta
<<annotations=> create TabContent(in tag Strng) .

<<annotations>> onCreateOptionsMenu(in menu Menu) bookean

0st, In editable-booisan)

<cannotations>> modfiers = Override
goBack() (Operation)
<<annotations>> modifiers = Override

<<nterface>>
IActivityView
| oetviewiyview
7|3 encreateo menu
O femMenultem) booiea A
i
K3 sebackizbecean IContactDetailsitem
Ay 23
: updteContactDetails (in foct ListContactDetails) voic
(Operation] |
i
) {Operation) |
i
Profileliem

<eannotations > ono;

reveriChangss() void
saveFTofie( Fvoid

@] 4 [ @4 [# ]| [ @] J =l a5 I o i o [ i |

notations > goBack(}-boolean

in ftem:

nultem):booiean

deletelinDB() (Operation)
<<annotations>> modfiers = Override
insertinDBY) (Operation}
<<annotations>> modfiers = Override
updateinDB() (Operation)
<<annotations>> modfiers = Override
fromXm{) {Operation)
<eannotations>> modfiers = Override
toXml{) {Operation)

<<annotations>> modfiers = Override
| getxmiElements() (Operation)
|<<lmmht.iuns>> moddiers = Override

-contact

~siProfieliems

actvity Actvity
fines: List<T 1->ProfisitemLine>
manRelatvel ayoutidint
captionLayoutldint
captionText Siring

typeint

contact Contact

Ied List<T1->ContaciDetais>
Imain Linearl ayout

|
[
|
[
[+
[+
[+
[+
G
[+
[+
[
G
[
[+
[+
C

getNewLine(in cd ContactDetails ) Profilsitemt ine

<sconstrucior=> Profielem(in aActv ity Activity, in aType-int, in aCantact:Cantact)

getType():
getview() View

getMainRelativel ayoutParams() RelaliveLayout LayoutParams
addLine(in peil ProfieitemLine}void

removeLinelin ald:nt)void

<=annotations>> updateContactDetails(in icd ListContactDetails) void
getActivity) Activiy

getiD(yint

geflines():List<T ->ProfieliemLine>

<annotations>= onCreateGptionsMenu(in menu Menu)-boolean
<=annotations>= onOpticns emSelected(n item:Menultem) booisan
<eannotations>> goBack()-bookean

createTabContent() (Operation)
<<annotations>> madiliers = Overrde
getindex(} (Operation)
<<annotations>> madiliers = Override
getView() (Operation)

<<annotations>> modifiers = Override
enCreateOptionsMenu() {Operation)
<<annotations>> modifiers = Override
onOptionsitemSelected() (Operation)
<<annotations>> modifiers = Override
goBack() (Operation)
<<annotations>> moifiers = Overrde

onCreateOptionsMenu() (Operation)
<<annotations>> modifiers = Override
onOptionsitemSelected() (Operation)
<<annotations>> modifiers = Override
goBack() (Cperation)

#contact

A

ng
emaiistrng

typeiint

IstContactDetais ListContactDetass

ATV ACIVITY

[le[o]oTo o [o]o[oloTe o o oloToTelo][cH]

<<constructor=> Contact(n ald:Long, in aEmail:String, in aListContactDetais:ListContactDetail:

<<tonstructor>> Contact()

AFromDataBase{in aContext
getiDi):Long

getEmall):String
getTypeq):int
getContactDetails )-ListContactDetals
<<annotations > deleteinDB(in contextContext)void

<<annotations>> insertinDE(in context-Context):vaid

<<annotations>>updatelnDB(in centext:Context, in oidIDatastore)void
saveOnCioud(in context-Contex):Cantact
removelnCioudiin aCantext: Contex):void

<<annotations>> fromXmifin root:Node}: LMLCapable
<<annotations > toXmi(}-Strng

seriaizer:) Jvoid

getF romXmigin bodNode ):Contact
save(in context: Contextvoid

etName EdiText
WFicture:imags iew
cdMame: ContaciDetais

cdPicture:ContaciDet

<cconstructar>> PName{in aActiviy-Actviy, in aContact Contact)
ssannotations>> get\iew() View

<<annotatons>> updateContactDetalls(in lcd ListContactDetals J:voit
getName()String
<<annotations>> onCreateOptionsMenu{in menu:Menu):ooolean

<<annotations>> enOptionslemSelected(in item Menuitem) boolean

oooooa | Saaaa

getView(] (Operation]
<cannotations>> modifers = Override
updateContactDetails() (Operation)

run() (Operation)
<<annotations>> modifiers = Override

[N
|

~contact

<<annotations>» modiiers = Overrde
onCreateOptionsMenuf} (Operation)

<<annotations=» modiiers = Override
onOptionsitemselected() (Operation)
<<annotations=> madiiers = Overrde

<<annotations>> modifiers = Override

#ines !

parent:Frofiitem
activity Activity
hintString=""
inputtype-nt
typeint
cd:ContactDeta

sLabel Spiner
sPrivacy:Soinner

efinput: EdiTed

aalabel ArayAdapter<T1-=String>

<<constnuctors> ProfieitemLine/n aParentProfiitem, in aCd:ContactDetais
getview()View

getContactDetail):ContactDetals

<eannotations=> onCreateOptionsMent(in menL:Menu):booiean
<cannotatons>> onOptonsitemSelected(in kem:Menuitem)-booiean
<eannotations>> goBack(}:hoviean

(] @[ @] &[] ol oo oa i [ [

SaveProfileProcess

context Context
Profileltems List<T 1-=Profieitem>
contact-Contact

<construcior>> SaveProfieProcess(in aContext-Cor

|
5
=
[ FandierHandier
]

<<annctations>> run{jvoid

nte:d, in alistProfieltems:List<T 1->Profileltem, in aContact Contact, in aHandier Handle
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Layout - HistoryTab
W

3 wetviewd) view
[+ e ]

cannotaiions>> modders = Ovemide ki

getindex (Opermion) Ok
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B Hatory LntsT tsiHmiord nes
modfiers = Ovemde ndexints1

T B = Scrobvew [ ===onswucions Historytausterie comest-Conmeat. I ReLiteT 1-sBeatonLnes)
- a onrt, Vi, ) Lo Ve

3 =<constucion HistoryTabgn sParent Man, in aTHost TabHos1)
[ changehmtoniian) o
B poculsCalLatvod

[#]
'*‘;‘ B} srewcontacin contact Contact) vou

B pwentrimionyTat
B comtsct Contact
EJ ometong

| teent

B comearconen

ceserctatins = gatDiated) Leng
ccannatutions > geicon( Drawscie
wearrotation > gafTes() Shig
wmarrotatom s getRelatveDatel) Shing

esonlneion Callegline(n afarentHsioryTab, in ahhumer SUng, n asatveCatelong, n aTysein

[ retresaressen
Bl contest Context
[ e e
B} paentiintonTan

B <<announces>> gesDairLong

[ =-anvoraton > gevcont) Orawatie

[+ e B

B <<annotnton == gedteatveDue)Sting

[ ronrotatern > gueDetaiCagton) Sting

[ wrerrotatorn s geetsiated) Surg
cannotatons s GUDMACONLBT/RW! ] View

pPendnginmtation
5] sontest Conient
areenbaterTot
B reumvetaie sung

n wngonakucionss lvilationLine(n aParent HistoryTab, in aPiPendrgiey tation
<<ANNOtaBoNS > GHDS Loy

El <onnousnenass getieoni) Drawabie
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[ stPesrglontation]) Pendinglen tation
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E <cannetations = geietaiatel) Stirg
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[+]
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a

n weprnctatons s getDetslistonL st iew! | View

H <cannotationss modfer = Overide
oesDatei} (Operation)
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Layout - ContactsTab

DialogChangePrivacy

ContactsTab

FJ cicontactino

B sFrivacy:sonner
E] parent:ContactsTab
El activity-Activity

==annotations>> getview():View

<<annotations >> goBack() -boolean

<<construetor>> DialogChangePrivacy(in aParent-ContactsTab, i aCiContactinfc

<<annotalions=>> onCreateQ ptionsMenu(in menu:Meny) boolean

nnatations >> onOptions emSelected(in tem Menultzm)boolean

getView() (Operation) N
| <<annotations>> modifiers = Override
| goBack() (Operation)

<<annotations>» modifiers = Override
| onCreateOptionsMenu() (Operation)

<<annotations>> modifiers = Override
| onOptionsitemSelected() (Operation)
<cannotations>> modifiers = Override

<EnerEees>
IXMLCapable

<dnteriacess
IDatastore

3 toxmi):string

3 fromxmitin roatHod

n getXmiElements(in seriaizer XmiSeriaizer)-vok

MLCapable

n insertinDB(in context:Contesxt)-void
EJ deteteinDB(n context:Con: oid
n updateInDB(in context:Context, in ok

atastore)vor

P

NContact

parent:

spec-TabSpec

index nt:
dActions Diaiog

actualCl:Contactinfo
isDetailView:booleanfaise
iContactinfo:ContactinfoArrayAdapter

IiLinearlayout

createTabContent{} (Operation)
<<annotations>> modifiers = Qverride
getindex{) (Operation)

<<annotations>> modifiers = Overrids

=> Contacts Tab(in aParent WContact, in aTHost TabHos
<<annotalions=> createTabContent(in tag:Strng) View
getTabSpec) TahSpec

<<annotations>> getindex()-int

<<annotations=> getView():View

getCantaciListView() Visw

getContactDetailliew(in contact Contact) View

<=<annotations==> onCreateO ptionsMenu(in menu:Menu):bookean
<<annotations== onOptionsltemSelected(in item Menultem)-bookean
dialogAddContact()void

getCantexti) Context

<<annotations=> goBack(}:boolean

showContact(in contactContact):void

gethctivity}:Activity

refreshListView() void

[#[#]0]10[4[5]4 044004 Jfen 5 [ 5[5 ]58 [ [ [ [

~parent

ContactListitem

idiLong
ownerid:Lang
userld:Long
privacy-Privacy

DooDoooOonooooOoon (Fa0a

oo

structor=> ContactListitem(in ald-Long, in aOwnerld:Long, in aUserid:Long, n aPrvacy-Frivacy
structor=> ContactListitem(in aOwnerid:Long, in aUserid:Long, in aPrvacyPrvacy)
structor== ContactListitem()

==consiructer=> Contactlistiem(in aNif Notfication)

getid():Long

getOwnerid()Long

getUserid():Lang

getPrivacy) Privacy

<<annotations=> deleteinDB(in context:Context)-void

<<annofations>> insertinDB(in context Context) void

<cannotatons=> updateinD
getFromCloud(in aContext-Contex

<<anm

<<annotations=> getXmiElements (in serializer XmiSeri

in context:Context, I old:IDatastore):void

cid

ations== fromXmi(in roct Node)1XMLCapable

<<annotabons>> toXmK):String

getFromXmi(in

Hode):ContactListitem

gelste(n context:Contexd, in useridlong)vor

getFromDBiin context-Conte

in userld L ong) Contactl istiter

deleteinCloud(in context-Context)veid

getFromD:

context:Context, in aUserid:l ong) Contacilistitem

changePrivacy{n context Context, in newPrivacy Privacy)void

getFromCioud(in context:Context, in aCliContactl istitern):Contactl istitem

~ci ~actualC|

Contactinfo

<=abstracton=>

picture Drawable
userld-Long
name:String
type:String
contentString

privacy Privacy

~cii

FA)

<<annotations>> modifiers = Override
getXmiElements() (Operation)
<<annotations>> modifiers = Override
toXmi() (Operation)

<<annotations>> modifiers = Override

fromXml() (Operation) I

ContactList

<<annotations>> fromXmi(in root Node) [ XMLCapable

oiations == getXmiElements(in seriaizer XmiSerializer ):voi

etFromXmi(in bodv-Node}:Contactlist

<<annotations>> madifiers = Overrids
getGetParams() (Operation)
<<annotations>> modifiers = Override
getPastParams() (Operation)
<<annotations>> modifiers = Override
getPutParams() (Operation)
<<annotations>> modifiers = Override

getFromCioudiin context Context:Contact! jat
insertinDB(in context:Context)void
iContactList
getDeleteParams() (Operation) AN

CloudContactList

cliContactListitem
IContactList:ContactList

oooooon |ga

<=constructer>> CloudContactList(in aContext:Context, in aCliContactListiter

<<annotat

» geiDeleteParams () String
<<annctations=> getGetParams():String
<<annotations>> getPostParams(): String
<<annotations=> getPutParams{):String
geiContactListitemi) Contacilstitem
getContactt ist():ContactList

oooonnn | DEaaaE

<<constructors> Contactinfo(in context Context, n aUserld:Lot
getUserldi) Long

getPicture() Crawable

gethame():String

getType():String

getContent() Siring

getPrivacy() Privacy

deleteinDB() (Operation)

insertinDB() (Operation)
updatelnDB() (Operation)
fromXmi() (Operation)

<<annotations>> modifier

toXmi() (Operation)

<<annotations>> modifiers = Override

<<annotations>> modifiers = Override

<<annotations>> modifiers = Override

getXmiElements() (Operation)
<<annotations>> modifiers = Overrids

<<annotations>> modifiers = Override

ArrayAdapter<T1->Contactinfo>

Y

Override

-IContactinfo

getView()

| <<annotations>> modifiers = Override

onCreateOptionsMenu() (Operation)
<<annotations>> modifiers = Override
onOptionsitemSelected() (Operation)
<<annotations>> modifiers = Override
goBack() (Operation)
<<annotations>> modifiers = Override

~contactTab

ContactinfoArrayAdapter

contactTab:ContactsTab

dactions:Dialog

<<constructor>> ContactinfoArrayAdapter{in aParent:ContactsT:

<=annotations>> get¥iew(in positionint, in convertView:View, in parent\ViswGroup):V

getValuesFromDB(} void

’ .
getView() (Operation)
<zannotations>> modifiers = Override

<<annotations>> modifiers = Override
| <<annot

<<annotations>> modiiers = Override

executeDelete{) (Operation)
<<ugess
executeinsen() (Operation)

ns>> modifiers = Override
executeUpdate() (Operation)

openQrCreateDatabase() (Operation)
<<cannotations>> modifiers = Override

DBContactList

fdOwnerld:String
fidUserld String
fidPrivacy String

==constructor=> DBContactList{in aContext: Context)
<<anno
<eanno
<<anno!
<<annotat
getlist(in userid-Long) List<T 1->ContaciListitern>=

getContactl jstitemiin context: Contexd in yseridlongl:Conia

>> exscuteDelete(in obj Datastore) void

ne>> exscuteinsert(in obfiDatastore) void

5> exscuteUpdate(in okOb}IDatastore, N newQbfIDatastore ol

> openOrCreateDatabase() 50l feDatabase

iliem

getlistitem(in userid:Long) ContactListitem
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Layout - SettingsTab

anterfaces>
IActivityView

android.widget.TabHost.TabContentFactory

<<misrfacess

SettingsTab

getiiew(}:View

goBack()boolean

onCreateOptionshMenu(in menu:Menu}booiean
onOptionsitemSelected(in item Menultem) boolea

<anierfaces=
ITablnMain

3 cetmabspec():Tabspec
n getindex()int

executeDelete() (Operation} (N
<<annotations>> modiers = Override
executelnsert() (Operation)
<<annotations»> modifiers = Override
executeUpdate() (Operation)

| <<annotations»> modifiers = Override
openOrCreateDatabase() (Operation)
<<annotations>> modifiers = Override

iJESe'ﬂing‘s

fidotficationContactinvitation:String
fidNotficationiny tationRes ponse:String
fidNotficationContactUpdate:String
fidAutomaticDetecionState:String
fidAutomatic StausPrivacy String
fidAutomaticDetectoninterval:Strng
fidSensorAce:String
fidSensorMicro:String

fidUserPass String

fdGoogieEmail String
fidGoogiePass:String
fidHistCalState:String
fidHistNolificationState:String

fidHistinvitationState: String

csuses>

parentiContact

tHost TabHost

spec:TabSpec

indexint=3
cbContactinvitation:CheckBox
cbinvitatonResponse:CheckBox
ebContactUpdate:CheckBox
thState:ToggleButton
tbAccelerometer ToggieBution
toMicro:ToggleButton
sintervalSpinner
sPrivacy:Spinner
settings:Settings

etOldPass EdiText
etNewPass EdiText
etRePass EdiText
etGPass:EditText

&6 EmaiEditText

(@44 # (4] & ] e 5 58 ] 50 0] a5 [ o i [l

<<constructor=> Seftngs Tab{in aParent WContact, n aTHost TabHos

<<annotations>> createTabContent(in tag:Siring) View
getTabSpec() TabSpec

<=annolations>> getindex():nt

<=annotations=> getview():View

<<annotations=> onCrealeCptionsMenu(n menu Menu):boolean
==annotations>> onOptions ltemSelected(in item:Menultem)-boolean
<<annotations>> goBack( ) boolean
activateAutomatic Status Detection():void
deactivateAutomaticStatus Detection():-voxd

~setiings

createTabContent() (Operation) L
<<annotations>» modiiers = Override
| getindex() (Operation)
<<annotations>» modifiers = Overrde
| getview() (Operation)
| <<annotations>» modfiers = Overde |
anCreateOptiansMenu() (Operation)
<<annotations>> modfiers = Overrds
| anOptionsitemSelected() (Operation)
- <<annotations>> modfiers = Override
goBack() (Operation)
<<annotations>> modiers = Override

<anterfaces>
IDatastore

u insertinDB(in context:Context) vaid
n deletsinDB(in context Context)void
n updatelnDB(in context:Context, in old:|Datastore):voic

Settings

<<constructor>> DBSEttNgs(in aContext:Context)

| 5 5 | | i [ 5 [ 5 5 [ 5 [

notations >> executeDelete(in obj [Datastore)void

<<annotations>> executelnsert(in objIDatastore)void

<<annotations>> openOrCreateDatabase():SQLteDatabase
K astsetings in context-Context) Settings
getSettings():

<<annotations >> executeUpdate(n oldOb}IDatastore, in newObjIDatastore fvoi

needContactinvitationNotification:booiean

p ‘hoolean
needContacts UpdateNotification boolkean
isAutomaticDetection:bookean

automatic Detectionintervalint

autstatus Privac:

rivacy
usesAccSensorboolean
usesMicroSensor:booiean
userPass String

gEmail String

gPass Strng
histCalState:booiean
histhoificationState-booiean

histinv itationState-boolean

deleteinDB(] (Operation)
<<annotations>> modifiers = Dverride
insertinDB() (Operation)

<<annotations>> modifiers = Override

DooooppooEoEononooooooooonooooooRnnnnn | BEEEEaaaaaa a9

updateinDB() (Operation)
i modifiers = Override

<<constructor== Settings(in booiC
needContactinvitationNotification| ) boolean
neediny tatonRes ponseNotification() boolsan
needContactsUpdateNotification()-booieal
isAutomaticOetecton() boolean

gethutomaticDetectioninterval() it
usesAcceisrometerSensor() boolan
usesMicrophonsSansor()-boolean

nDE(in context 15
getSetiings (in_context Context) Ssttings
<<annotations >= deletelnDB(in context:Context)void

<<annotations>= msertinDB(in context:Context):void

<<annolations>= updatelnDB(in context Conext, in oid IDatastore) void

geiD: {in context Contexiy:Seting

getGooglePass() String
setUsesMicrophoneSensorfin isChecked:boolean)void
save(in context Context):void
setUsesAccelerometerSensor(in isChecked:boolean)void

tomatic D (in key:Integer)void

setls AutomaticDetection(in isChecked:boolean)-void
setNeedContactsUpdateNotification(in isChecked-boolean) void
setNeedinvitationResponseNofification(in is Checked:baoiean) void
setNesdContactinvitationNotification{n isChecked:boolean) void
gethutstatus Privacy() Privacy

sethutStatus Privacy(in priv:Privacy)void
getGoogieEmal():String

setNewGoogleAccounts(in context:Contest, n aGEN

getUserPassword():String
setUserPassword(in aUserPass:Sirng)-void

SetGoogiEAT LoUNtEMai(in a6 Emai String)-void
setNewlserPassword(in context:Context, in aUserPass:String):void
getHistoryCalState():bookan

setHistoryCalState(in valuerbooiean) void

getHistoryotification State()-book

n
setHistoryNotificatonState(in value boolean):void
getHistorylnvitationState() boolean
setHistorylnvitafionState{in value-booisan ) void

gethutomaticDetectionintervallnMill)-Long

booan, n boo B

ing, in aGPass:String)-void
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Cloud

geiDeletePamamsi] (Opsration) I,
<annctations>>  modfers = Override
geatiacParams|) {Opeation)
moders = Ovemds
(Oiperation)
seannolalicanes  muodses = Cverd
getPutParams(] [Operation)
<<anntations>e  modiiers = Ovemide
=
] ot Contart=real Y updatef) CoudRlesporse [ [ouiGaParams] Opersion) D
E auth Aushertication ' | 0 CloReaprrne [ <constntors> GousRescuen aConeat Contest, e L Ol )
satinge:Set yetDeleteParams()
[ conteat Corteat ! smeunsiingunat) Coudfissponss .
— s getPastParsmal]
[+] B3 <comotatons=> getGetParams{) Sting eannotationsn o = Overde
[ ecorstneters Clousiumsrteater(n sCortat Contina. n aSamngs Sanngs) . i [ #] Ead £l getPutParsms(] [Operation)
[+ [ — . \ | [ ewotsnens o gatfuParamay Srng mdiers = Chorrde
g s e s Cdbaract
eanrrtaions > getPostPaams( | Srng
[ <amotaticnss> getPuParame() Srng g ntiNetnervics Sigs" ChoudPendinginvilation
|+ i ] estParameters Siring="
Y o [} otation Peringiervtaton
3] comest Cortent e
[ webService Sing B <commotitoranns guaGesse sena ) St
E response CloudResponse n < avrtators - geDektePs ave| | Srrg
Q- - [ <canotatons» geostPacams(y Sreg
PR [ <conistera: gessParamad ) Srmg
getPerdingtation|) Prrdirgietation.
B somact Connact ecarnotations > get]) CludResporas o ;
H userkd Long

shyerkd Long, in aPrivacy Privacy

et grDeParans() g
<carratatens’> grGeParamsl} Srng
<cannotations=> getPosParams{) Sing
“arnotations  gPAPaaTs(| ey
guContari(] Contact

in aDetals

ccamnotatons > getlessParamsd | Srng
weannotations > getGetParams() Sring
canmotaion = gePosParans() Siing

<cannotations > getPulParams(|- Sring

B &t e S Caatilenperse [ oetCeniicat( ) Certicate
n v | bookean
B oo Errorty
[ e B3 etodyin contactfioot Srng) hode
[ rimitaton
[ péPsndngintsten
o <annotationsss  modiers = Cvemde
getDeleteParams{] | Dperation] Iy ot 3
modifiors = Ovesride n o [ <aewotations > getlekstsParams. | Srng | eeanmotations>> moders & Overrde
et ot Parasa(] [Operation) A mernotatonss guGeParams() Srng [ wrmorsions> getGetParams() Sring getPostParsmsi] [Opsrasion)
scanmotations>>  modfens = Overrde n - ing n ccarnatations > getPosParams(| String wsannotationase modbens = Overrde
Mw B <snnctatons>> gutPuaramsi | Srng B <swnorstions:> getPuParams( | Sirng getPutParams{) {Operation) )
o [ etPenanginatond | Fendngintaton weanmotationsse modiers = Jvemde
getPutParamsd) (Operation)
EJ setcontactisa Cortact it
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Certificate

RESTRequest

==final>> coudHost String="http./\w-contact. appspot.com™
webService: String
authHeader:String

context Contexd

CertificateManager

B oldCertificate: Certificate
B newCertificate: Certficate
B context-Context

<<use=>

Cooonn (EEEe

=<=constructor=> RESTReguest(in aContext:Context, n webServiceName:String)

doPost{in params:Siring):CloudResponse
doPut{in aParams:Siring) CloudResponse
doDelete(in aParams:String):CloudResponse
doGet(in aParams:Siring):CloudResponss

WelhSery o o

- n getauthenticationHeader():String

= ==constructor>> CertificateManager(in aContext:Context)
o [ ——

~newCertificate
~oldCertificate

Certificate

userld:Long

meiSiring

counter-Long

xmppld:String
mNewCertificate-boclean=false

[toString() (Operati b
<<annotations>> modifiers = Cverride
openOrCreateDatabase() (Operation) ™

ponhoonooon | Baadaa

=<constructor== Certificate(in aUserld:Long, in alMEI:String, in aCounter:Long, n aXmppld-String

==constructor>> Certificate(in alMEL:Siring, in axmppld:String)

etFromDatabase(in aContext:Context). incate
getUserld{}Long
getlMEI():String
getCounter():Long
get¥Xmppld():String
=<annotations=> toString
slnvalid() boolean

tring

delete(in context:Context).void
save(in context: Context):void

modifiers = Override
| delete{) [Operation)

<<annotations>> modifiers = Cverride
| insert{) (Operation)

<<annotations>> modifiers = Override
update() (Operation)
<<annotations>> modifiers = Override
| deleteAll() (Operation)
<<annotations=> modifiers = Override

=<interfaces=>
DBinterface

openOrCresteDatabase():SQL#eDatabase

ingert(in obj|Datastore):void

update(in oldObj:|Datastore, n newObj|IDatastore) void
delete(in objIDatastore):void

deleteAll():void

dropTable()-void

getMewLocalld():Long

&

table:String
fidld-String
context-Context
db:SQLiteDatabase

<<constructor>> DBAbstract(in aContext: Context, in aTable:String)
executelnsertiin obj IDatastors) void

executeUpdate(in oldObj |
executeDelete(in obj:[Datastore) void

Datasfore, in newObyj.iDatastore) void

nnotati

n ns=> openOrCreateDatabass():SQLfeDatabase
n =<annotations=> delete{in obj:|Datastore):void
n =<annotations>> insert(in obj 1Datastore):void
u =<annotations=> update(in oldObj1Datastore, in newObj IDatastore ) -void
n getNewLocalld():Long
n =<annotations>> deleteAll{):void

u dropTablel}-void

u remaoveAlTables(in_ context-Con i

5

~cerlificate

CloudResponse

response:String
certificate: Certificate
doc:Document
hasErrorboclean=false
error:ErrorObj
context:Context

<=gonstructor=> CloudResponse(in aContext:Context, in aResponse:String)

hasError():boolean
getError():ErrorObj
getBodylin contactRoot: String)-Node

Cooonn | DaEaaa

~certficate

[ openOrCreateDatabase() (Operation)
<<annotations>> modifiers = Override
| executeDelete() (Operation)
<<annotations>> modifiers = Override
| executelnsert() (Operation)
<<annotations>> modifiers = Override
 executelpdate() (Operation)
<<annotations>> modifiers = Override

by

DBCertificate

fidUserld:String
fidIMEIL-String
fidCounter:String
fidXmppld-String
context-Context
cerlificate. Cerlificate

getCertificatelin aContext: Contexd):Ceriificate
=<constructor>> DBCertificate{in aContext Context)
=<annotations>> openOrCreateDatabase{).SQLiteDatabase
getCertificateF romDB(). Certificate

updateCertificate(in aCertificate: Certficate) void

Coenn  Oadaaag

=<annotations=> executeDelete(in obj|Datastore)-void

=<annotations>> executelnsert(in obj1Datastore)void

ﬂ <<annotations=> executeUpdate(in oidObjiDatasiore, in newObjIDatastore):void
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Authentication

AuthenticationLayout

parent:WContact
etUsernameEdiTest
etPass EdilTex

ap-AuthenticationProcess

pd:ProgressDialog
signinHandler:Handier=new Handler(} { public void ¢

droid.c

00000 | Eaaeaa

==gonsiructor== AuthenficationLayout{in aParentWContact)

<<annotations>> getview():View ond

getView() (Operation)

i maodifiers = Override
onCreateOptionsMenu() (Operation)

__ | <<annotations>> maodifiers = Override

(O}

getView() (Operation)
<<annotations>> modifiers = Override
goBack() (Operation)
<<annotations>> modifiers = Override

<<annotations>> enCreateOptionsMenu(in menu:Menu):boolean

<<annotafions>> onOptions temSelected(in item:Menultem)-boolean

==annotations>> goBack().boolean <<annotations>>

<<annotations>> madifiers = Override
| goBack() (Operation)
modifiers = Override

) onCreateOptionsMenu() (Operation)

<<annotations>> modifiers = Override
onGptionsitemSelected() (Operation)
<<annotations>> modifiers = Override

RegistrationLayout

parent:WContact
etNickname: EditText
etPass EditText
efRePass:EdiText
etGoogleEmail EdiText
etGooglePass EditText
btnRegist Button
binCancel:Butten
error_Siring

pd ProgressDialog
di:ProcessRegistration
registrationHandler Handler=new Handier() { public void handleMessage(anc

==consiructor==> Registration_ayout(in aParent WContact)
<<annotat

ons=> getiiew():View

signin()-void

ion)

AuthenticationProcess

error:String
parent\WContact
auth:Authentication
handler:Handler
profile:Contact
ciContactList

rauth

oonn | EEaaEE

=constructor=> AuthenticationProcess (in aParent:WContact, in aAuth:Authenfication, in aHandler:Handler,
<annotations=> run{)-void
getProfile():Contact

getContactList().ContactList

<<annofations>> modifiers = Override

Authentication

context Context
username:string

<<annotations>> goBack() hoolean

<=annotations>> onCreateOptionsMenu(in menu:Menu):boolean
<==annoiations == onOptionsltemSelected(in item Menultemn) boolean
registi{) void

isFieldsValid()-boolean

DOO0000 | S g e

pass:String

email:String S

profile:Contact

error:ErrorQbj e

oooooooonn (EOaEEE

==consirucior=> Authentication(in at
<<constructor== Authentication(in a(
getUsername()-String
getPass():String

getEmail():String

~auth

getContext().Context
getProfile() Contact
validateInCloud():boolean

parent-WContact
username:String
pass:Siring
gEmail-Siring
gPass Sfring
handler:Handler
profile:Contact
auth:Authentication
valid-boolean=true

response: Strin

registerOnCloud():ErrorObj
getError().ErrorObj

| [ = 15 [=a 54 5 4 54 |5 28 [5a]

construcior==> ProcessRegistration{in aParent WContact, in user
==annotations=> run():void
getProfie():Contact
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Notifications and Invitations

<interface>>
IDatastore

n insertinDB{in contextContext)void
[ deeteinDB(in context Context):void
ﬂ updatelnDB(in context: Coniext, in oid IDatast

re):voic

<<interface>>
IXMLCapable

[ fromxmiiin roct Node)1XM_Capable

taXmif) Siring

n getXmiElements(in serializer XmiSeriaizer) voi

Pendinglnvitation

id:Long
owneridLong
userldLong
name:String

picture Drawable

<<annotations>> modifiers = Override
insertinDB{() (Operation)
<<annotations>> modffiers = Override
updatelnDB{) (Operation)
<cannotations>> moifiers = Override

oooonoDoooooooooonooooonnnn | BEaaaa8aa

privacy.Privacy fromXml() (Operation)
userGA String <<annotations>> modifiers = Override
timestamp:Long getXmiElements{) (Operation)

i modifiers = Override
<<cansiructor>» Pendinginitation(in ald-Long, in aOwnerlc:Long, in aUiserlc:Lang, in aName:Siring, in aPiciure Drawable, in aPrivacyPrivacy) toXmi[} (Operation)

<<cansiructor:

<<cansir
getid()-Long

setid(in ald:Long)void
getUserld()Long

setUserla(in aUserid:Lang)void
getOwnerid{iLang

setReceived(in aQwneric:Long) ol
gethame():String

setMame(in aName:Siring)-vaid
getPicture():Drawabie

setPicture{in aPicturs Crawable) void

r== Pendinglnvitation()

getPrivacy() Frivacy

setPrivacy(n aPrivacy Privacy)void

<eannniations= deieteinDB(n context Context) void

<<annotations>» insertinDB(i context Context) void

<<annotations=> updateinDB{in context: Context, in oictDatastore) void
tationld:Long ): P

etFromid{in context:Context, in aPend

reject(in aContext Contex) void
Context):void

accept(in aConte

<<annotations=> fromXmi(in root Node)1 XML Capabie

erializer J-void

<<annol

ns>> taXmi():String
‘getFromimilin body:Node):Pendinginvitation

Database(in context ContextyList<T1-=Pendi

gethlessage()String
getTimestam()ong
LemoveAlFromDE(n context:Contexty void

Pendinglnvitation{in ald:Long, in aOwnerld-Long, in aUserlc:Lang, in aName:Siring, n aPicture: Drawable, in aPrivacy Privacy, in aTmestamp:Lon

<<annotations>> modifiers = Override

TromXml{) (Operation)
<<annotations>> modiiers = Override
getXmiElements) (Operation)
<<annotations>> medifiers = Override
toXmi() (Operation)

<<annotations>> medifiers = Overrde
deleteinDB() (Operation)
<<annotations>> modiiers = Override
insertinDB() (Operation) )
<<annotations>> modiiers = Override
updateinDBY) (Operation)
<<annotations>> modifiers = Override

CloudPendinginvitation

Notification

id-Long
ownerld-Long
userldLong
typeint
timestamp:Long

ooDooooooDonooRRonnon | Eaeaa

<<constructor>> Notifcation{)

<<consiructors> Notifieation(in aid-Long, in @0wnerid:Long, in aUserld:Long, n aTypeint)

gefType()int
getidi)-Lang
getOwner
getUserld(yLong

gethame(in context Con
gethiessage(in context:Cantext) String
getFromxmilin ke hiode] Piotfication

<<annotations=> fromXmi(in rootNode)-IXMLCapabie

):String

> rialzer )vod
<<annotations>> toXmi():String
getUserProfieToDatabase(in context: Context)-void
getContactListitemToDatabase(in conteit-Contexd) vaid
<<annotations>> deleteinDB(in context:Cor

void
<<annatations>> ingertinDB(in context:Context)-void

<=annotafions>> updatelnDB(n context Context, n old:|Datastore) void
getlistFromDB{in context Context)List<T1

gefTimestamp(}long
removeAIFromDBlin context Contextivoid

<<consiructor=> Nolification(n aideng, in aOwnerld:Long, in aTypeint, in aTmestampriong

5] invitation:Penicinglnv tation

u <<annotations>> getDeleteParams () String
<=annoiaions>> getGetParams():String
n <=annotations>> getPostParams() String
B3 <<annctations>> getPutParams():String
getPendinginvitation{) Pendinginviation

=<construciors> CloudPendinglnviation(in aContext Context, in alnvitation:Pendinglnyitatior

getDeleteParams{) (Operation) T
<<annotations>> modifers = Override

geiGetParams(} (Operation)
<cannotations>> modifiers = Override
getPostParams() (Operation)
<<annotations>> modifiers = Override
getPutParams{) (Operation)
<<annotations>> modiiers = Cverride

apenOrCreateDatabase() (Operation)
<eannotations>> modifiers = Override
executeDelete{) (Operation)
<<annotations>> modifiers = Override
executelnsert() (Operation) N
<<annotations>> modifiers = Override
executellpdate{) {Operation)
<cannotations>> modifiers = Override

Tnvitation
getDeleteParams{) (Operation) [ owmeridLong
<<annotations>> modifiers = Override ] usemamessiring
E] privacy Privacy
A ionial) Coesdion [ =<constructor=> Inviation{in aContext Contex!, in aUsername-String,in aPrivacy Privacy
<<annotations>> modifiers = Override 3 cstusemame)sing
(getPutParams() (Operation) B3 octowneridn:Long
i modifiers = Override tFTIVACY ) Frivac
~inviatior i i bz N £ = i i
B3 save(in context Contextyvoid
i
Cloudinvitation
<
m pi Pendinginvitation
<auges> O cl Context:Context, in alnvitaboniny eation

3 <<annotations>> getDeleteParams():Strng

n <<annotations>> getGetParams( ) String

n <<annotations >> getPostParams ():Strng

n <<annotations>> getPutParams() String

u getPendinginvitation( ):Pendinglnyitation

DBPendinglnvitations 'DBNotifications

fidOwnerld:Strng
fidUserld String
fidMame String
fdPicture:Siring
fidPrivaey String
fidTimeStamp:String

<<constructor=> DBPendinglnviations(in aContext Context)
getFromDatabase{in ald Long) Fendinglnvitaton
<<annotations=> openOrCreateDatabase():SOLiteDatabase
<<annotstions=> executeDeletein objiDatastore)void
<<annotati
<<annotations=> execuleUpdate{in okdCbjIDatastore, n newObjiDatastore)
getinvitationsList(in context-Contesti:L

ns=> executeinseri(in obj|Datasiore) void

t<T4-

getinviiationsList(}:List<T1->Pendinglnvitation>

e

fdOwnerString
fdType:Siring
fdTimeStamp:String

i |
&
0
a
[#]
a

<<tonstructor>> DENotfications(in aContext-Contei)
<<annotations>> execuleDelete(in obj IDatastore) void
<<annotations>> execulelnsertiin objIDatastore) void
<<annotations>» executeUpdate(in oldOby IDatastore, in newObyiDatastore) vok
<<annotations>> openOrCreateDatabase{) SOl teDatabase

getiofificationList() List<T 1-sNotification>

executeDeleta{) (Operation)
<<annotations>> modifiers = Cverride
executelnsert() (Operation)
<<annotations>> modifiers = Override
executeUpdate() (Operation)
<<annotations>> modifiers = Override
openOrCreateDatabase{) (Operation)
<<annotations>> modifiers = Override
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BackgroundService

BackgroundService onReceive() (Operation)
<<annotations>> modifiers = Override ﬁ
connection:XMPPConnection T
chatmanager:ChatManager {
chat:Chat BootUp
notificationMessage: String - S

updateStatus FromAwareness:Handler=new Handler{}{ @O verride public

<<annotations>> onReceive(in context:Context, in intent:Intent):voic

Qonnnnnn | Gaaega9a

<<annotations>> onCreate():void

<<annotations>> onStart(in intent:Intent, in startld:int):void
connect():void

<<annotations>> onBind(in intent:Intent):IBinder
showNatification(in text:CharSequence, in id:Long):void
updateWidgetF eed(in msg:String):void <<use>>

-instance
ServiceBridge

getContext():Context
checkXMPPCeonnection():void

parent

onCreate() (Operation)
<<annotations>> modifiers = Override
onStart() (Operation)
<<annotations>> modifiers = Override
onBind() (Operation)
<<annotations>> maodifiers = Override

Awareness

context:Context
status:Status
active:boolean=true
parent:BackgroundService
batLevelint

lAccDataList<T 1->AccData>
IMicroData:List<T 1-=Integer>
handler:Handler

bat:BroadcastRecever=new BroadcastReceiver() { @0Override public void onRaceive(Contt

<<constructor=> Awareness(in aParent:BackgroundService, in aHandler:Handler)
<<annotations>> run():void

getStatusFromMicro():Status

analyzeMicroData():Status

getContext():Context

getStatusFromAccelerometer():Status

analyzeAccelerometerData():Status

setListMicroData(in Malues:List<T 1-=Integer=):void

setListAccData(in aLAccData:List<T1->AccData>):void

2208800 | aaaa8aaa69

jid:String
pi:Pendinglnvitation
ntf:Notification
context:Context
autStatus :Status

instance:ServiceBridge=null

Coonnnanon B0

<<constructor>> ServiceBridge(in aContext:Context)
getlnstance(in aContext:Context):ServiceBridge
setJID(in aJID:String):void

setlnvitation(in aPi:Pendinglnvitation):void

setMotification(in aNtf:Notification):void
isFromXmppMotification():boolean
getlnvitation():Pendinglnvitation
getMotification():Notification
clearMotifications () void
getJID():String

getStatus():Status

run() (Operation) IT

<<annotations>> modifiers = Override
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Awareness

Awareness

context:=Context

status Status
active:boolean=true
parent-BackgroundService
batlevelint
lAccData:List<T1->AccData>
MicroData:List<T1->Integer>
handler-Handler

bat BroadcastReceiver=new BroadcastReceiver() { @Override public void onReceive{Context col

Status

value:String
id:Long

selected boolean
privacy:Privacy

105 [ # 75 [ ] o o T [ [ T e [Tt

<<constructor>> Awareness{in aParent:BackgroundSenvice, in aHandler:Handler)

<<annotatons>> run():void
getStatusFromMicro():Status
analyzeMicroData():Status

getContext():Context
getStatusFromAccelerometer( ) Status
analyzeAccelerometerData():Status
setlistMicroData(in Values:List<T 1->Integer>):void

sefl stAccDatalin al AccData'| ist<T1->Acchataz) void

\-parent

run{) (Operation)

run{) (Operation)
<<annotations>> modifiers = Cverride

ProcessMIcio

g parentAwareness

n <<constructor>> ProcessMicro(in aParent Awareness)
n <<annotations>> run{)void

~parent

—— e

parentAwareness
sm:SensorManager
timestampint=0
diftstamp:int=0
IAccData:List<T1->AccData>

] & =5 = (=5

<<annotations>> run():void

<<constructor>> ProcessAccelerometer(in aParent:Awareness)

~AccData

~AccData

~status

<<constructor>> Status(in ald:Long, in aValue:String, in aSelected-boolean, in aPrivacy:Privacy)
<<annetations>> deletelnDB(in context:Context).void

<<annetations>> insertinDB(in context:Context):void

<<annotations>> updatelinDB(in context:Context, in old: [Datastore):void
getld():Long

getValue():String

<<annotations>> toString():String

getStatusSelected(in context Context) Status

getSelected():boclean

setSelected(in aSelected-boolean)-void

getPrivacy()-Privacy

setPrivacy(in p:Privacy) void

deselectAll(in context:Context):void

getAutomaticStatus(in context-Context):Status

save(in context: Context) void

getStatus(in context Context): Status

equals(in aStatus:Status)boolean

DO OO0 0RO aoRa a0 (e

deletelnDB() (Operation)
<<annotations>> madifiers = Override
insertinDB() (Operation)
<<annotations>> madifiers = Override
updatelnDB() (Operation)
<<annotations>> madifiers= Override
toString() (Operation)

i madifiers = Override

xdouble
y-double
zdouble
timezint

run() (Operation)
<<annotations>> modifiers = Override

8|
8|
|
]
4]
4]
4]
¢
4]

<<gonstrucior=> AccData(in aX-double, in a¥:double, n aZ:double, in aTme:nt)

getX():double
getY():double
getZ():double
getTime():nt
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Status

<<interface>>
|Datastore

u insertinDB(in context:Context):void
n deletelnDB(in context:=Context):void
u updateinDB(in context: Context, in old:IDatastore).voi

A

Status

value:String
id:Long
selected:boolean

privacy - Privacy

~privacy

Privacy

privacyint

oo oonnonnnaonann e

<<constructor>> Status(in ald:Long, in aValue:String, in aSelected:boolean, in aPrivacy:Privacy)
<<annotations>> deletelnDB{in context:Context):void

<=annotations == insertinDB(in context:Context):void

<<annotations>> updatelnDB(in context:Context, in old:IDatastore):void

getld():Long

getvalue():Siring

<<annotations>> toString():String

getStatusList(in context-Context) List<T 1->Status>

getStatusSelected(in context:Context):Status

getSelected():boolean

setSelected(in aSelected:boolean):void
getPrivacy():Privacy

setPrivacy(in p:Privacy):void

deselectAll(in context:Context):void
getAutomatic Status(in_context: Context):Status
save(in context:Context):void

getStatus(in context Context) Status

equals(in aStatus Status):boolean

<<consiructor== Privacy(in aPrivacy:int)
getID()int

getName():String

getDrawable(in context:Context):Drawable
getSmalllcon{in context:Context):Drawable

it [l Ju ] @] @] & & & B

<<static=> IDs
<<static=> Names
<<siatic=> Drawables

deletelnDB() (Operation) [\
<<annotations>> modifiers = Override

| insertinDB() (Operation)

<<annotations>> modifiers = Override
updatelnDBE() (Operation)
<<annotations>> modifiers = Override
toString() (Operation)
<<annotations>> modifiers = Override
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Contact - save()

[an ]
[zidConmet s
[ r_] = raeni)
loop o J
% insent) .] ‘
o]
a: ety -
]‘_] 3. gl atContaciUetas |
Joop [C:  this.getLiatContactDetaiing) )/
& prLSIConaC DA ()
soop IC: cd : oldContact getLmiContagiDetailsll] J
T: geliD{) N
e 1
Egeit
ah
nedgenn) =2 # updie()
e 1
[am]
Pacats) 10: )
B |
1 getlsiContac Chtaini)
, i
[100p [ContactDetals 0<d - obIContact.getLmtContactietails(l)
]TJ 12 petlisCompetDetads |
e : thin.ge fin
o/
=)
[m2remave] 3 ouiete)
™
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Contact - delete()

a:Contac] (LT =| PMFsgetl) : pm cd:ContactDetalse] Cerilicate [ <I0:Contac d:Authentication]] e:ContactList]E] TPendinginvitations|E]
PersistenceManagerFactory:Persist
i i pm = PMF get().q: i “‘
1 get( |
>
|
2 PMF get().getPYrsistenceManager(
il
i Contact ¢ = pm.getOhjectByld(Contact.class, tm:.id);%
3: pr] getObjectByld(Contact.class, this.id
4: pm.deletePersistent(c) |
>
loop [Cx cd : thislistCo
5: delste()
il
{ Certificate cert = Certificate getCertificate(this id); B‘
6: aetCertificatethis.ic)
7: delete() |
il
8 getiD()
il
9 deletd(c getiDf
il
10: getiDi)
il
11: defetefc.qetiDl
1]
12: getiDi)
13: delete(c.etiD()
)
14: pm.close()
»
il

Notification - createNotification()

a:Notification b PMF::get() : pm
PersistenceManagerFactory:Persisten

....... i PersistenceManager pm = PMF,get[).gePersmmeMnnngar(H

1: geti)

A §

2: PMF.get().gefPersistenceManager(

3: pm.makePersistent(this

33



ContactList - updatePrivacylnContactList()

b:PMAE]

PMF::get() :
PersistenceManagerFactory:Persistence

l:‘lZupdate:ConiactListE

,,,,,,,,,,, i PersistenceManager pm = PMF.gel().getPerswstenDeManager(jﬁ

1- get)

]

2: PNF get() gefPersistenceManager(

.

1]

----------- 1 ContactList cl2update = pm.getObjectByld(ContactList.class, this.id)™

3 pm.getObjectByld(ContacilList class, this.id]

A 4

4 setPrivacy(this privacy)

¥

5. pm makePersistent(cl2update

A 4

6. pm.close()

A 4

|

ContactList -

m‘

getList()
h:PMFE

Pll'F;:ueﬂl:

gerFactory:

------ + PersistenceManager pm = PMF.get(}.getPersistenceManager()‘a

1:qet |
-

'|

2: PMF.get().getPerzistenceManager(

.
’||

..... .{ String guery = "select from * + ContactlList.class.getName() + " where ownerlD ==" + uwnellD;lH

3: Contactlist.class gethame{)

ContacilList.class

h 2

----- { List=ContactList> Ic| = (Li

st<Contacilist=) pm newQuery(query).execute(); BI

4: pm.nswQueryiquery

.

5: pmunewQuery{glery).execute()

pm.newQuery{query)

A J

_____ { ListContacts tlel = new ListContacts(); Iﬁ

B: new ListContacts()

tld:ListComamE

loop [ContactList cl: Icl] ]

7: tieladdicl)

L 4

B: pm.closel)

h

-[ ...... retum tiel O
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AuthenticationServlet GET Request

-:mnnenﬁminnsemﬂE c-.cmn::E Certit ifi + Certi ertificate E CetificateManager:: getCentificate() :
Certificate|0:Certificate
[c cr=new C b
P
aeFromUseriusen™
N
alt J
flerror]
alt J
[auth == nul]
3 sefEfror ErrprObj(ErrorOb, USERNAME_NOJ _EXIST
il
alt
[terrar] 4: validatePass(pass)
>
]
['auth valdatePass{p
5 satgm rforObj ErrorObj USER _PASS_MIEMATCH
il
alt
lterror]
}r ©m = new Cer
6: new CertifiateManager(req)
I7: validateCertficate() |
Tl
alt
[em.validateCertific pig()]
Contact profile = Contact getContactFrom d(auth geterofieid()i
8: getProfigld() |
7]
9 getContactFromifi(auth.getProfield
j
10: getCertificate()
11: ggtiD()
12: setUseriDiprofie.getip().
il
12: getCertificate()
T
14: save]
15 getCertificate()
T
15:er tCertiicate(), profig)
»
il
17: sendResponse()
»>
>




AuthenticationServlet PUT Request

i N
---------------
P .;l :
. I
E—
i b
" I
C
mq
4 new authenticatpniuser, pass) m
[/
Lo 5 waintnl) R
il
[.:n;ad-n-m
- i
1]
...............
[a/
Derren]
............... ﬁ ll
. e Certfic ateManage (o) ﬂ
& vaidminCprificaseq) ‘l
« il
=
(e e
& e Contact fmall 1
" s J'
1]
1: e} Ll
« I
12 setProfeisirmwProtie geali|) _
1]
X sl ’]I
|
4 getChrificate() -
. 1]
15 geng) N
« il
e ]
T: getCprificans()
1)
18 wavel)
15 gerCprificane() T
|
® | ricgie) ‘
" I
21 sencResporaa() N
e 1)




ContactServlet GET Request

cr = new C

cm =new Cer ) %

2: new CertificateManager(re

3: validateCertifcate() |

‘ b:Conlﬂ:E‘

CertificateManager::getCertificate() ©
Certificate|0:Certificate

alt

[em.validateCerificate(

getCentificate() getlUseriD(), uaenu)jll

4: getCentifigate()

» |

1

5 getUseriD()

L J

&: new PrivacyManager{cm

etCertificate().getUserlD(), userld

pm:PrivacyManager E

{ Contact contact = pm.app\yFiheﬂnCunLav:t(Cuntacl.getcumachmmld(mer\d]H

7: getContactFromid{userld

L 4

: etErrorResponsa(cm. getError()
>

]

8 'Contact{Contact getContactFroml d
»
9: getCertifigate()
Tl
10: save(]
7]
11 geiCertifeate()
>
il
12- cr.sefRpsponse(cm getCertficate(), contact
Tl
lelse] 12: getError()
>

15: sendResponse()
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ContactServlet POST Request

ertificateManager::getCertificat:

: Certificate:Certificate

IC. dResponse cr = new CloudResp “§
1: new Cl
,,,,,,,,,,,,, 1 Contact contact = Cuntacl.getmeXML(inXml)H
2 getFromJLML inxXmi
il
) |
[ Certi E Certific 3
| Cer cm = new q %
3 new CertificateManager(req)
<
validateCertificate() |
»
) 1]
-
alt
[cm.validateCertificate()] 5 sae()
»

. il

,,,,,,,,,,,,, { LstContacts c = ContaciList getListicontact.geliDD).

62 getipi)
P
; |
-
I__geflisticontact.getiD
il
el
loop [ContactList ¢l : Ic])
I b ions notify = new Noti getlDy(), cl.getUseriDy), General,NotiﬁcalionsPROFILEJ:HANGEEM‘
& gefiD() |
»
. ]
9 getlUserlD()
>
. I
10: new Notifications(confact.getiD(}, cl.getUserlD(), General Notifications PROFILE_CHANGE nmiry:mniﬁﬂtinnﬁ
<
11: createNotification() ‘|
»
) 1]
4
12: getCertificate()
1
.
13: save()
>
) ]
14: getCertificate()
1
<
15: geftlD()
P
’ |

16: getContactFrofid{contact getiD(} |

) !

-
17: crisetResponse(cm|getCertificate(), Contact.getCgntactFromid{contact.getiD()
»
1
.
[else]

18: getError()

A 4

<
‘
19: setBrrorResponse(cm.getError(
»
) 1]

20: sendResponse()

. 1)




ContactServlet DELETE Request

a: CertificateManager:: getCertificate{) : Ix[:nntauE
E Certificate: Certificate
—————————— | CloudRespanse or = new CloudResponse(resp) %
1: new CloudResponse{resp cr:CloudResponse E
. LI
ICErﬁﬁ at=Manager cm =newCerﬁﬁcﬂ'bEhh1anE|1req};|§
2: new CerfificateManagerired) T ager E
L
]
t
3 walidateCertifibats()
att
[erm.validateCerffizate])]
---------- I Contact contact = Durinctgetﬂon‘lactanld{m.geiGerﬁﬁcﬂbe[}.geiUsean}ﬁl
4: getCertifichie])
L
.
5: getUserlD{]
8: getContactFromidi{gm getCedificata( i getUserlDf
L
-
Ty dekte()
Ll
<
B: getCertifichie])
| .
gl
& crsstifes ponse{cmogetCeartificate| ), contact)
-
lel=e] 10: getErfor()
| .
n
11: BetErrorResponss{cm.getError()
-
12: semdlResponse()
|-
o
T
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ContactListServlet GET Request

ontactlListServiet

[ ceni ©m =new C

alily

2: new CertificateManager(rgg|

cm: CertificateManager

3: validateCerffficate()

C

Certificate:Certificate

h:Contx:tLixE

C

Certificate|0: Certificate

alt

[cm validateCerifficate( )]

1 ListContacts cl; l:—]

alt J
[ownerld

1 o= Comzcn_im_getLuu:m.geicertmoate(].getu;enomb'

4: getCertificate()

- |

1]

5: getUserlD{)

L ¥

€: getlist{c:

etCertificats(l getUserlDi}

h J

12: getBrror{)

A J

13: setErrorResponse(cm.getError()

r|‘

[else]
1 ¢l = ContactList getListjownerld, userld) |§
7:ge ownerld userld
il
8: getCedtificats()
il
9 savel)
il
10: getCertfficate()
il
11: cr.eetResponse{cm.getCertificate(), ¢l
.
[el=e]

14: sendResponse()

T
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ContactListServlet POST Request

a:ContactListServiet E

............... { CloudResponse er = new CloudResponse(resp); H

cm:CertificateManager E ‘

1: new| CloudResponse(res c‘r:CIomIRespDnseE
»
Ll
................. { CertificateManager cm = new CertificateManager(req); BI
2: new CertificateManager(rdq)
) LT

3 validateCertfficate()

fl

b:Contur.tl.iﬂE

ContactList::getList( ) :
ListContacts:ListContacts

alt /

[cm.validateCertificate()]

_______________ 1 ContactList ¢l = ContactList getList{userld, ownerld) get(0); §

4: getlistiuserld ownerld)

"‘

Motifications notify = new Motifications{ownerld, userld, General.NotiﬂcaliDns.PRl\u’ACY_CHNAGE}H

8: new

Notifications{ownerld, userld, G

neral Motifications PRIVACY_JQHNAGE,

1™
il
5: Contactlist getlistiuserld jownerld).get(D)
1)
6: sefPrivacy(privacy)
| .
il
el
7: updatePrivacy()
| .
Rl

notify-.ﬂnﬁﬁmionﬁ

h 4

9 createNotification()

10: getCertficate()

h J

el
11: erissgtResponse{cm.getCerificate(), cl)
j ‘
il
[elze] .
12: getHrror()
-

: getErrorResponse{cm.getError()

. ]

14: sendResponse()

]
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ContactListServlet PUT Request
—q——— — p—— p—

S

[

gl

13 gue

*E grSerahgnei |

T bl
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ContactListServlet DELETE Request

['Certi cm = new C

CertificateManager: :getCertificate() :
Certificate:Certificate

=
Certificate|0:Certificate

CertificateManager::getCertificate
i Certificate|1: Certificate

2: new CertificateManagerirdq)
3. valigateCertficate() |
j ‘
alt /
[em.validateCertificate( )] 4: getCertificata()

5 getUserlD()

. 4

6: deleteContactFromLis

cm.getCertificate!).getlserlD(

h §

alt

['ContaciList deleteCar

7: seti{rorResponse{new ErrofOf

tFromList(cm geiCertificate() getlp

Bi(ErrorObL.CONTACT_NOT_EXIS]
>

erlD(),

TS_IN_LIS

]

[else]

4 crsetResponse{cm.gel

8: getCentif

ate()

A 4

9:save()

A &

10: getCert

ficate()

»
-H

11: getCerti

icate()

-.l
'H

12 getUserID()

13- getl isi{cm g

etCertificate() getlszerlD

h J

Certificate(), ContactList.getList(cry
»

.getCertificate().getUserlD())

]

[else]

@

15: getf

rror()

Yy

etEmorResponse{cm.getError()]
»

1

17: sendResponse()
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NotifyServlet GET Request

a:NotifyServietfF]

b:Pendinglnvitations| ]

=

.| List<Pendinglnvitations> Ipi = Pendinglnvitations.getAllPending Imfﬂatiurrs%

n:llnliﬁna‘ﬁ'onﬁ

=

1 getaliPendnglnvitations() |
I
™
; |
2: piszel()
[
™
’ |
loop [Pendinglnvitatjons pi : Ipi])
----- 1 MaotificationPracess np = new MotficationProcess(pi); H
3 new NofificationProgessipi) 5 " =
- np.Nuhﬁc:tmnanessE
1
%
4: sendinvitatigni otification()
-i|
%
----- .| List=Mofifications= In = Mofifications getAllNotifications();
5; getﬁllNo‘h'ﬁc;'ons )
.
L
’ ]
& In.size{)
.
L
’ |
loop [Notifications|n|: In]
----- 1 MaotificationPracess np = new MotficationProcess(n); %
7: new MofficationProcass(n) nplﬂ:lluiiﬁl:aﬁml"meessa
1]
%
2: sendMotfication| ‘
j ‘
%
1
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PendingInvitationServlet PUT Request

PendinglnvitationServ E

1- new

e cr=new C

) |
I Ceriif m = new C qk
2: new CertificateManager(req)
<
3 validateCerfficate() |
»
) 1]
Il

b:Pemfinglnt'rllliunsE

CertificateManager::getCertificate
i Certificate: Certificate

alt
[em.validateCertficate(]]

-i Pendinglnvitations pi

strict J

[try]

1L

»

4: getinytationfinvid)

h J

[catch Exception e]

5 setErrorResponse(new

-

) il

ErrerOby ErrorQuj INVITATION_REMOVE!

14:[setErrorResponse(cm.gstError()
»

r||
&

alt
[valid] B-accepl()
»
) il
| Contact contact = comm.galcomar—'mlu(pi.getmnenD(n,BI
T: getOwnerlD{)
>
il
<4
& getCo i.getOwneriD()
»
) il
9: getCeytificate()
»
) il
10: save()
»
’ il
11: getCerjficate()
»
) 1]
12: er .getCertificate(), contagt)
»
il
]
[elze] 13: getFrror()
e

15: sendResponse()

-
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PendingInvitationsServlet DELETE Request

a:PendinglnvitationServiet E ‘
e cr = new C| ;
{ P
1: new CloudRes ponse{redp cr:CloudResponse E

---------- i CertificateManager cm = new CertificateManager{req); %

2:new CertificateManager(rgg)

cm:CertificateManager
»

h:PendmgmvnaﬁmE

CertificateManager::getCerti
+ Certificate: Certificate

- LT
3: validateCerfificate() |
-
’ 1]
alt /
[cm.validateCertficate( )]
.......... boolean valid=true; [
---------- i Pendinglnvitations pi = nulla
strict J
[tryl
sy — = 5
[» a
4: getinvitation{invid
™.
il
b
[catch Exception ]
5 zetErrorResponse(naw BrrorOby ErrorObj INVITATION_REMOVEI

. ]

.

) ]

alt
[valid] B2 reject()
.
’ il
7: getCertificate()
j
%
8: sgve()
»
1]
i
G9: getCertificate()
-
1]
b
10: s ponse(cm.gstCertificats(),™)
|-
1]
4
[ekse] 11: getError()
-
’ 1]
12:fegtErrorResponze(cm.getErrorn)

13: sendResponss()

. ]
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SyncServlet POST Request

a:SyncSewlelE resp:HttpServietResponse E pw

______ 1 PrintWriter pw = resp.getWriter(); [

1: resp.get\riter()

_____ 1 CertificateManager cm = new CertificateManager{req); B]

2: new CertificateManager(req)

cm:CertificateManager E
Y ____________________b

_____ 1 CloudResponse cr = new CloudResponse(resp); %

3:new CloudResponse(resp) cr:CloudResponse E ‘

O L
4 toXML()

- é pw.prir;l;{- t-:-r.to}'(l"."l-l;()}
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XMPPServlet POST Request

N R p—p——

5 mag getlody L equani ]

Imaq pecdlodi) squan "]
[y
g
il
............... l-__mﬁm%nm\
1 cow Messosbeuiaen m
- ’]'
. I
il
o il -
i llwunﬂlullaNMBL
1
Isae] 2 o et
13 mag paoau) DR -

" 1]

=

Llal] e gecliosy)

Lomg g = Long sanseLonmgimeg seBedil] subalringi 2l

15 v dutiony)

i maggeiliodyl) sussTigld)
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CloudResponse

setErrorResponse()

a:CloudResponse[F]

h:CeﬂiﬁcaleE

_____.-.I this certificate = Certificate getinvalidCertificate() H

1: getinvaldCertficate()

Nl

_____ i return new Certificate(0l, "error”, OI, “error”) lﬁ

1.1: new Certificate(0l, “error”, 0I, "error”)

sendResponse()

a:CInudRespnnseE

pw:PrintWriter E

1: toXML()

2 this_pw.print(this toXML())

Tk

1-- [

3: this pw.flush()
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CertificateManager - constructor

‘ a:CertificateManager ‘ q‘ H authc,

1 String aumHeadehreq.geﬂieader(General.Headels.AUTHORIZAﬂOMiﬁ

1: req.getHeafer(General Headers AUTHCORIZATION

»
r||

1 String[] authComponent = aumHeader.splm('!')H

2: authHeader.spl(1")

alt .
[authComponent.leng

1 error = new EmorCbj(ErrorObj.INVALID_CERTIFICATEY

[else] - authComponent[D] equals(General CJertficate EMPTY_CERTIF|CAT

h J

att J
[authComponent[0].equi|

(General.Certificate EMPTY_CERTIF|CAT

>

[authComponent lengt

1 emor=new Enorobj(Ermrom.lNVALln_CERTlFchTEn

[else]
1 newCertificate = new Certificate(0l, suthCompenent[1], 0I, aumCumponenl[Z]H
4: new Certificate(0l, aufhComponent([1], 01, authCgmponent[2])
1T

4
[else]
ait ]
[authComponent length!+6

1 eror = new ErmrorChj(ErrorOb]INVALID_CERTIFICATEY

[else]

{ dCertificate = new Certiicate(Long. parsel 0]}, authC 11, Long parseLong(authCampaneni(2]). authComponeniiZy

5 new Crfi ong.parseLong(authCompanefit{0]), authCompeneni 1], ong.parseLeng{authComgonent(2]), authComponent(3]

oldCertificate: Certificate E

1 newCertificate = new Ceri , ButhC ], 01, authCy "\I

62 new Certificate(0l, authComponent[4), 0I, authComponent[S])




CertificateManager - validateCertificate()

[0
------------ e
[an]
oG ortiicsteleerat] i) _
. il
L)
____________ {mor= v EmorCAEmorO INEXISTENT_CERTIICATY
feise] 2 gefliseriDy -
PR I
. T
. T
£
.......... E
] 5 geflnerID( -~
P— il
. 1)
7 geeCounter |
- g
CEunIaT
) 1l
[an]
[ vee = e Ervr i Errortg OLD_CERTIFICATEN
Teiee]
............ [ = new ErosDiEmerOi WHOHG_CERTIFICATEY
(iese et
il
)
T8 = e EPOOEHEMSO] B4V ALID_CERTIFICA
[T 10 getimpedl)
-
[
=
“aimar = ntw ETorCtymeroby IV ALID_CURTIFICA
It
............
............




NotificationManager - sendInvitationNotification()

= = = 3 new M )
E pu_mmirthm-sﬁ mmﬁﬁma m Messa Mid} withRecipient Jids(jid] xmpp || status |( status getStatusMap()
: withBody{msgBody]
......... -| JIDjid = nmJD[Cerﬁnﬂe.geﬁ}uﬁﬁcaﬁe[pi.geﬂJsedDﬂ].getanlDﬂ-ﬁl
1: getlseriDi] |
m@m
)
d
3: getimppiD()
)
ft: fnew J IDY Certfoate. getCerificate(plg=ilser| D)) Lget¥mpolD(| Jid
-
. Siring msgBody = pi.toXML{); |
5: toX¥ML{)
)
I [ = new iider() . spientJids(jid) withBody build(): %
B: new MessageBuldsr()
| new MassageBuilder()
" 1T
T: new MessapeBuider(] wihRecipientids|(jid) |
.
E: new MessageBuilder() .withRecipientJidsijid) .withBody{msgBady)
h 9 new MessapeBuider() wihRecpientJids(jd) withBodymsgBody) build()
.
boolean m nt= laISE:E
I 1 mpmm=mw#mmpmﬁﬁ
S .I SendResponse status = empp.sendMessagemsgl |51
10 wmpp.sendilessagemsg)
-
I {messageSent = [status getSiatushlap(] getipd) = mm.mm@
11: status. getStatusMapi)
-
12: status petStatusMap]).get(jd)
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NotificationManager - sendNotification()

a:NotificationProcess n-Hotificationg=] b:Certificate| new MessageBuilder() || MeW MessageBuilder() | status | [ status petStatusMa
= =] “withRecipientlids(id) || -withRecipientJids{jid) e = pi)
withBody[msgBody)
...... _| JID jid = new JID{Gu-tiﬁeatz.getcenrﬁuatem.geuumdm.gelxmpplnuihl
1: getlUserld() |
il
Z: getCertiicate/nfgetlseridi)
{5
. i
3 getdmppiC() |
»
; ]
“|new JID{ Certificate_getCerificatep.getUserld( ). get¥mpplDf ) jid
>
4
"
%
——-—-—I Message msg = new MessageBuilder(] withRecipientlids{pd) withBody(msgBody) build(); H
& new MessageBuilder() new MessageBuilder()
>
||
%
7: new MessageBuilier|) withRecipientJids{jid) |
»
’ 1]
8: new MessageBuiden) withRecipentids(jd} wihBodyimsgBady]
»
’ ]
2 new MessageBuiden) withRecipient)ids{jid) .withBodyimsgBody) build()
»

’ 1]

I boolean Sent = false; H

G = = = =

IXM PPService xmpp mPPEH‘K&FiﬂDW@ED{"FPSEI’UICE%

I SendR status = xmpp.sendldessa@e[mss];h'

10: wmpp.sendMessage(msg)
.
L

. I

| = iid) ==

1 (status.getStatusMap!).get{jid) SEndHesmnsE.Elaius.SUCBE@

1: status_getStatusMap()
B
’ 1
12: status getSiatus Map().get{jid)
>
L

. I
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PrivacyManager - applyFilterInContact

Ci istContac

a:PrivacyManager cun!m:t:le‘ladE cﬂ:CunLlu:lDeInilsE Contact::getListContactDetails() : E Contact::getListContactDet
HH
_______ | List<ContactDetails> lcd2remove = new AmayList<ContactDetails=();1
1 rlewArnayLltst:ContaclDeﬁﬁq‘ﬁ“ﬂ“m‘.E
'\—Wi
]
2: getListContagiDetais()
»
P
o
3: contact getlistContactDetais() sigel)
il
4
4: getListContagiDetals()
»
. ]
loop [ContactDetailg od : contact.getListContactDetails()] )
5: getPrivacy()
%
alt /
[cd.getPrivacy()<this Jevell 6: getPrivacy()
-
%
T: led2remove.add(cd)
.
]
%
loop [ContactDetailg cd : lcd2remove]
&: getListContagiDetals()
»
. il
-
9: corftact getlistContactDetails()jremove{cd]
]
-
10 getListConthctDetails ()
»
il
e
11: contact.getlistContactDetails ().size()
T
&
Lo
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DBAbstract - delete()

m‘

this.db :SQLiteDﬂﬂhmE e

m‘

[try]

{ this.db = mis_openOroreateDatabase()B'

1: openOrCreateDatabase(]
i 2: db_beginTransaction()
|7,
SUR—

3: executeDelete(obj)
u db.setTransactionSuccessful()
]

-[Ea.tch Exception e]

-i Log.e{Tags.DB, e.getMessage(})%

5: e.getMessage()

ffinally]

6: db.endTransaction

)

7: db.close()

-—
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DBAbstract - insert()

a:DBAbstracE] this.db:SQLiteDatabase[] || e b:SQLiteDatabase]

strict
[try]

{ this.db = ﬂ]is.openOr&eateDatd)ase[)H

1: openOrCreateDatabase(]
2: db.beginTransaction()
|7,
3 executelnsert{chj)

4; db.setTransactionSuccessful()
-[Ea.tch Exception ] - -

-1 Log.e(Tags.DB, e.getMessage(})B]

5 e.getMessage()
|-

S

[finally] 6: db.endTransaction|)
.__
e
7: db.clese()
pl
*_._._ —_— - —_— - —_— - —_— - — - S
1

57



DBAbstract - update()

a:DBAbstraci] this.db:SQLiteDatabase[] b:SQLiteDatabaseH]

strict
[try]

] this.db = mis_openc)rore.atenatahasenb]

1: openOrCreateDatabase(]
2: db.beginTransaction()
| .
o
3. executeUpdate(cldObj,newObj
4; db.setTransactionSuccessful()
-[Eatch Exception e] - - - -
-1 Log.e{Tags.DB, e.getMessage(}l)B]
5 e.getMessage()
| -

O S

[finally 6: db.endTransaction|
’__
S
T: db.close()
pl
.‘._... - — - _— - — - - - _— - -
T
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DBAbstract - newLocalld()

a:DBAbstmcE this.db:SQLileDatabaseE c
- long newld = 0; &

1 this.db = openOrCreateDatabase()

1: openOrCreateDatabase()

-----1 Cursor ¢ = this.db.rawQuery("SELECT " + this fidld + " FROM " + this_table + " WHERE " + this fldld + " < 0", I'Ian

2: this.dbrawQuery("SELECT " + this.fidld + "|FROM " + this.table + " WHERE " + this.ﬂdF +"<0", nu

1_. e e e

{ int colld = age&dumlndex(mis_ﬂdld]jﬁ

3: ¢.getColumnindex{this fidldl)

P ]

ai)

[c.moveToFirst()
loop [c.moveToMNext()]
___._1 Long currld = c.getl ong{colld); BI
5: ¢c.getlong(colld)
| .
S ]
alt

[eurrld<nzwld]

| —{ newld=currld [

6: c.moveToNext()

7: c.close()

R ]

8: this.db.close()




CloudAbstract-update()

mClnudAhstmiE h:REsmequeaE ‘ c:CInudRponseE

1 lastOperaﬁon:Types_Rest_Posﬂﬁ

1 hstpammeters_—mis.geiposParams(A

1 getPostParams(

1 response = RESTRequest.get{this.context, this.webService). doPosl{mis.getPostParams()}%

2 getlthis contesxd. this. web Servicel
»

3: getPostParams(]

|: Post(this_getPostParamsi)

y

5: hagErrar{}

alt J
[response hasError)

1 throw new CloudException(response getError()) |§

6: getErTor()

Y

7-new Cloud=xception(response.geterror()) new CloudException(response.getError()):CloudException E
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RESTRequest-doPut()

strict
[try] - Wi URL url = new URL(this.cloudHost + webService); D~|
12 new URL(this.cloudHost + webSenf
‘,,,,,,,,,,,,,,,,,,,,,,,,,,,
'"'”I HitpURLConnection con = (HttpURLConnection) ur\.upenConneu.im(ﬁsI
2 url.openConnection()
<
3: con.setRequestProperty("Authorization”, authHeader)
-
’ il
4 con setRequestMethod(RESTMETHOD_POS |
»
. il
5: con.setDoQutput(true) |
»
< ‘ |‘
,,,,,Wi QutputStreamWriter wr = new OutputStreamWriter{con.getOutputStream()); %
6: con.getCutputStreami)
P
. |
7 new QutputStreamWriter(con.getOutputStrgam( )} wr
>
<
8: wrwrite(params) |
il
<
9: wrflush{) |
>
. I
| BufferedReader rd = new BuffersdReader(new InputStreamReader(con getinputStraam(})); 5
10: con getinputStream() |
»-
. il
11: new InputStreamReader(con.getinputStream(); new InputStreamReader
(con.getinputStream())
<
12: new BufferedReaderingw InputStreamReader(con.getinputSiream))) d
P
<
13: rd.readLine()
loop [(line = rd.readLinaf)) = null} —
. il
14- wrclose()
il
15: rd.close()
P
. ]
[catch ProtocolException
} Loge(Tags REST, e getMessage()H
[catch IOException
‘[ Log.e(Tags.REST, e.getMessage{]H
16: new CloudResponse(this.context, response) new
& CloudResponse(this.context,
response):CloudResponse
< [1
‘[ retum new CloudR lis.context, BI
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CloudAbstract - get()

m‘m‘m‘

_______ { Iastemtm:TypesRestGEl'lﬁ

_______ 1 lastParameters = mis.gelGetParams(}%

1: getGetParams()

______ 1 response = RESTRequest.get(this.context, this.webService). doGei(mis.gelGeﬂjaran‘ss(})%

3: getGetParams(]
L' doGet(this. getGetParams()

5 hagError()

|-
Lt

A 4

alt J
[response. hasError()

...... { throw new CloudException(response getError()) IH

6: geError()

7: new CloudException(response.getError()) new CloudException(response.getError()):CloudException E

d L1
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RESTRequest - doGet()

a:RESTRequ con

String response: %

striect | [ .

[try] | URL url = new URL(this.cloudHost + webService + "2" + aParams);%

1 new URL(this cloudHast + webService + "?" +[@| 15)

| HttpURLConnection con = (HitpURLConnection) urI,npenConnection(%

2 urL.openConnection()

3. con setRequestProperty("Autfiorization”, authHeader)

»
" ‘
-..H
" ‘

BufferedReader rd = new BufferedReader(new InputStreamReader(con.getinputStream())); %

4 con.setRequestiMethod(REST.METHOD_GE

5. con.getinputStream() H
.

]

6: new InputStreamReader(con.getinputStream())

new InputStreamReader

(con

Stream())

T: new BufferedReader(new InputitreamReader(con.getinputStream())) rd
>
String line; %
loop [(line = rd.readline()) != null] ) 8- rd readLine()
il
9: rd.close()
il

[catch ProtocolExceptt

i Log e(Tags REST, e ge1Message()i§

[catch IOException

| Log.e(Tags.REST, e.getl\flessage()i}

10: new ClondResponse(this.context, response)

new CloudResponse (this.context,

loudR

Cl

——————— 1 return new CloudResponse(this_context, response) H
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CloudAbstract- insert()

m‘m‘m‘

....... i IasiOperalquTypesRestPUﬂﬁ

777777 i lastParameters = mis.geﬂ:'uﬂi'aran’us{ﬁ

1: getPutParams()

______ i response = RESTRequest get(this.context, this. webService). doFut[mis.gethPamn's()H

2: getithis.context this.webService|

1]
3: getPutParams()
l;: doPut{this .getPutParams()’
.
g

5: hagError()

Y

alt
[response.hasError()

...... [[throw new CloudException(response.getError()) ™
6: getError()

T: new CloudException(respense.getError()) new CloudException(response.getEror()):CloudException E

d 1]




RESTRequest - doPut()

strict
[iry]

m,m"i URL url = new URL{this.cloudHost + webService); %

1: new URL{this.cloudHost + webSer

1 HitpURL Connection con = (HitpURLConnection) u|1.upenc:amecnion()ks|

2t url.openConnection()

3 setRequestProperty("Authorization”, authHeader)

>
fi- con_setRequestMethod{REST.METHOD_PU |

»
—‘

-.|
'H

&5: con.setDoQutput(true)

S ,,,,,{ OutputStreamWriter wr = new OutputStreamWriter({con getOutputStreami()); %
6: con getOutputStreamy)

1
T: new QutputStreamWriter(con.getQutputStream()) o
>
8: wrwrite(aParams) |
]
9 wrflush() |
]
-<vrrweron [ BilferedReader 1 = new BufferedReader(new InpuiStreamiRead 00y
10: con.getinputStream() |
.;‘
11: new InputStreamReader(con.getinputStream()’ new InputStreamReader
(con. ()
12 new BufferedReader(new InputStreamReadef{con getinputStream(})) d
>
I—— T T
loop [{line 5 rfl.readLine()) '= null] )
13: rd readine()
»
1]
14: rd.clgse()
il
15: wr.close()
il
[catch Protoco|Exception

- enememe o d Log.&({Tags REST, e.getMessage())

b | Log.e(Tags.REST, e getMessage()

[catch IOExcept

["return new CloudR: s context, Iﬁ

16: new CloudR: s context,

)

new CloudResponse (this.context,
loudR

g
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CloudAbstract - delete()

m‘

m‘

c:CIoudResponseE

3: getDeleteParams(]
: i elete(this.getDeleteParams()’

....... { IastOpemtm:Typas,ReatDELEl'ﬂ-H

....... { lastParameters = ﬂ'lis_geDeIeteParams(H

1: getDeleteParams()

______ { response = RESTRequest get(this.context, this webService). doDelete(mis_geﬂ]eletePamn‘ﬁ()H

4
1)
5 hagError()
1)
alt J
[response.hasError()
------ { throw new CloudException(response.getError()) %
6: gefError()
1)
7: new CloudEjception(response.gatError())

new CloudException(response.getError()): CloudException E
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RESTRequest - doDelete()

strict

[t

- -i URL url = new URL(this.cloudHost + webService + "7" + aPamn'ﬁ};lﬁ

1t new URL{this.cloudHdst + webService +"?" +

I ———
.i HitpURLConnection con = (HttpURLConnection) uﬂ.npen()onnel:tiun(ﬁﬁ
2 url.openConnection()
3: con setRequestProperty("Authorization”, authHeader)
-
) il
4: ton.setRequestMethod(REST.METHOD_DELET |
-
{ BufferedReader rd = new BufferedReader(new InputStreamReader(con.getinputStream))); BI
5: con.getinputStream() |
=|
6: new InputStreamReader(con.getinputStraam()] new InputStreamReader
P (con.getinputStream())
LI
T: new BufferedReader(new InputStreamReader(con.getinputStream())) d
»
loop [(line = rd.readline()) != null] )
8: rd readLine()
T
% rd.close()
T
[catch ProtocolExceptign
—{ Log.e(Tags.REST, e.getMessage(]H
[catch I0Exception
. .......{ Log.e(Tags.REST, e getMessage{)H
| ,,,,—ﬂ retumn new CloudResponse(this.context, respmsdj!:ﬁ)fw CloudResponse(this.context, response) new CloudResponse (this.context, E
ponse):CloudResp
L1
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CloudResponse

—

4 s Cortcate{unariD). e, counter, mpp)

5 vk}

Ly
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Certificate - save()

a:DBCertificatde] old:Certificate [ db:SQL iteDatabase]

------ 1 Certificate old = m\s.getCerﬁﬁcateFromDB();H

1: getCertificateFromDB()

777777 1 ContentValues values = new ContentValues(); H

new ContentValues() [Values

-

%

3: values.put(fldUserld. aCertficate getUserlq()
»

N
4: values.pul(fidIMEI, aCertificate.getIMEI(}’

. |

5: values put{fldQopnter, aCertificate getCounter())

B

6: values. put(fld{mppld, aCertificate getXmpplH(})

_‘ T: openOrCreateDafabase()
<

alt J
[oldi=null] 8: getUserld()

[
"

9: db.updafe(table, values, fidUserld + " =" + old.getUserld(), nul

[else] 10: db.insertftable, nul, values)

L 4

A

11: db.close()




AuthenticationLayout - signin()

iAmhennmlmnyuutE‘ ‘ etUsenlameEtﬁle—‘ Q

- Paltemp Pamemwmpﬂe(‘["AZz—zD—B\\\\@ \\-—'#]L)H

etPass:EditText ]

- { Matcher mUsemname = p.n'lanche((elUseman'le.gelText()),Bl

1: etUsername getText() |

2: p.matcher(etUsername gefText()]
»
. 1]

{ Matcher mPass = p,malmer(elFass,geﬂmd(]):%

3| etPass getText()

4: p.matcher(etPass.getText

]

.
r||

@

a 15:| Toast makeText(parent, "Invalid characteres on nicknarie”, Toast LENGTH_LONG ).show)
[mUsername.find( =| |
[else]
alt
[mPass find()] 6: Toast makeText(parent | "Invalid characteres pn password”, Toast LENGTH_LONG).show
»
[else]

- [Pd=ProgressDialog.showfparent, Warking.."

"Loging in on server") H

- { Authentication auth = new Authentication(parent, etUsername.getText().toString(), etPass.getTexl().toSmng())ﬁ

T: etUsername getText()

B} etPass getText()

h

9: new Authenticati , etl: refgetText().toString(), etPass.getTe:

(t( ).toString(})

{ ap = new AuthenticationProcess(parent, auth, signinHandler) H

1P: new AuthenticationProcess(par,

nt, auth, signinHandler)

ap:AuthenticationProcess

«{Threadhread:newTh ead(al H

1: new Threfad

ap)

12: thread.start()

thread
=||
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AuthenticationProcess - run()

i dzcomacu_ist.gelchmud(pammH

a: rocess ] auth: icationF] =Ch & = | e
: EmrorObj:ErrorObj
[y
boolean isValid = true;
{ isValid = misaulh,validmelnclﬂud(H
1: validateInCloud()
alt
[isValid]
L] profile = this.auth.getProfile()
2 getProfile()
alt
[profile == null)
error = parent getText(R string_profile_error) toString() Iﬁ
[else]
strict
[iry]

[catch CloudExcept

3: gptMessage()

h 4

[else]

i error = this.auth.getError() getValue() %

4: getError()

5: getvalue()

h 4

6: new Message()

L

-~ Bundle bundle=new Bundle(); ™

T: new Bundle() bundle
8: bundle.putBoolean(Tags VALIDATION, isValid) ||
il
9: bundle putString(Tags.ERROR, error ||
»

10: msg.setData(bundle)

h J

hmller:HanthE

11: this handler.sendMessage(msg;
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Authentication - ValidateOnCloud()

a:Au'lhenﬁcntinnE

1: new

------- -I oolean valid = frue; 5

e:CIomIEmepliunE

CloudException::getError) : ErrmOhj:EerhjE

....... i CloudAuthentication ca = new CloudAuthenticationithis); I§1

Cbud.ﬁuthentication{tq) ca:CqudAuﬂ‘lentica'linnE

g L

|

strict )

ftry]

2:geti)
- 1

______ i this_profile = ca.getProfile() %

3 getProfile()

. 1

[catch CIDudExcepEo-

______ { this_error=e_getEmor() B‘

4: getErrog])
L
|
...... .| Log.e(Tage REST, e.getElrmf}.getValue[]H
5: getErrog()
.
ol
&: getValue()
T

------- return valid L
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RegistrationLayout - regist()

[ s e——— —

— 1: isFieldsValid(
alt
[lieFields\alid()] 2: Teast makeTexd] parent, error, Toast LENGTH_LONG ) .show
]
[else]
I pd = ProgressDialeg. "Working..", istering on server”) [N
i di = new i i gefText().toString(), etPass getText() toString(), etGoogleEmail getText() foStringl), stGooglePass.getText() foString(), registraﬁnnHandﬁﬂ
2: etNicknanje.gefText( |
4 etPass getTex(
»
il
5: etfsoogleEmail gefText(]
il
6: etGooglePass.gefText()
)
7-new Pr parent, . getText() toString(), etPRss getText() toString(), etGoogleEn|ail.getText() toString(), etGooglePass. getTexi() toString(), registrationHandle dl:ProcessRegistration E
& new Threadidl)
<| Thread th
9 thread.sthri()




RegistrationProcess - run()

e

1. new ConnectunConfeg

Jar ationd talk googie com”. 5222, “grad com”)

— p— f— p—

)
53 conneguon connecy N
1]
zannecson bghigEmal, ghma: _ |
1]
5 |
1]
Tzatzh <P Encied
[ vnicatatnn
rEsperaespanent getTert(R siring eemor_validuting_goagi_ncccums) sSing])|
& & gedasangal) N I
il
am
L]
[ Authenticaion(parent, usemame, cass,
T erw Aahpriicatoniparent, usesrame, pass, pEmad) m
[ Emoron) emoscmrgit » s egisrORCoUKI Ty
B regeterOnCiogal]
1)
= |
| vatcimtabes |
L el
1l
fesel

10 getProfied)
Saitngs sel = Setlgs geseAnga el
11 setliserPrasworsipass) N
12 seaGoogielc countimak gEmad WI]I
13 setsaveiparent) . ]]
1
14 rew Measage(}
[Pty oo

19 s handier sendWess agtimag)
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ProfileTab -

saveProfile()

a: Pmﬁ'lerJE

1: new SaveProfileProgess(this.parent, this_listProfileltems, this_contact, this.saveHandler)

_____ i this.pd = ProgressDialog.show(this.parent, "Working..", "Saving profile details”) BI

----- i SaveProfileProcess spp = new SaveProfileProcess{this.parent, this.listProfileltems, this.contact, mis.saveHandler};H

2 spp.start()

spp:SaveProfileProcess E ‘

T

Profileltem - updateContactDetails()

a:Profileltem E

ch:ListCuntas:tDetai‘lsE line: ProfileltemLine E

cd:Cnntaﬂ:tDetai‘lsE

| I—removerlFromType( this Tpe)

loop [ProfileltemL]|

ng line : this.lines] )

alt

[led.get\Value().equals(™

[N

%
=
-
=

4: led add(cd)

e 1
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SaveProfileProcess - run()

[ T A (— —

S i : handler:Handler|
ErrorObj:Error0bj

100p [Profileltem pif: IProfileltems] ]

1: getType()
>
il
]
alt J
2 gethame()
>
1]
<

alt J
li{PName}

1 sEmor=this.context geiText(R.string.ermor_field_name).toString()! %

3: this context getTexd(R strind error_fiskd_name) |
>

. 1l

4: gefContactDetais()

h §

<

5: updateContactl]efais (this contact getContactDatgis()

>
’H

alt ]
[vall

strict ]

Itry]

[ ihis-contact = this.contact saveGnCoudthis. contei)
saveGnCloudithis conteit)
»
. il
Teatch

SEror = e.getError) 5
—

7: getEfror()

8: getvalus()

9: new Mesage()

msg
P
<
10: new Bundie() bundie
>
<
11: bundle. putSerializable( Tags CONTACT, this.contact |
>
) I
12: bundle putBooiean(Tags VALIDATION, val, |

13: bundle. putStringi Tags ERROR, sError |

14: msg setData(bundie)

15 this handier sendMessage(msa)
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HistoryTab - populateCallList()

aHistory Tabje] context-Actvity ‘ this. geC Resolver() IHistory:

-----------1 Cursor ¢ = this.context. getContentResolver().query( android.provider.CallLog.Calls. CONTENT_URI, null, null, null, android. provider CallLog.Calls. DATE + " DE&ﬁ

: this.context.getContentResoclver() |
»

1]

2: this context. getContentResalver() lquery( android provider.Call_og.Calls CONTENT_URI, null, null, nul} android.provider. CallLog.Calls DATE + " DES

-
rH

”

3: this.context startManagingCursor(c)

1)

1 int numberColumn = ¢ getColumnindes( a"-dmid,pmvider,CallLog,CaIls,NUMBEh‘

4: c.getColumnindex( andfcid provider CallLog. Calls. NUMBEF

h 4

1 int dateColumn = ¢ getColumnindex( andmid.pmvider.CaIlLog.Calls.DATEi

5: c.getColumnindex{ ahdroid provider CallLog Calls DATE

A &

{ int typeColumn = ¢.getColumnindesx( android.pmvider.CallLog.CaIIs.TYPlth

6: c.getColumnindex( apdroid.provider.CallLog.Calls TYPE

T: c.moveToFirst(] |

1l
alt
[e.moveToFirst()
loop [c.moveToNext()] )
,,,,,,,m,{ String callerPhoneNumber = c.getSn'ing(mmberColumnbl
8: ¢|getString{numberColumn]
]
_.._._...._1 long callDate = c,getLu'ig(caIeColumn}H
: c.getlong(dateColumn)
1]
1 int callType = c,getlm(lype()n\umn}ﬂll
10: c.getint(typeColumn)
1]
11: new CallLogLine{this, callerPhoneNumber, callDale, callType new CallLogLine{this,
» callerPhoneMumber,callDate,
callType):CallLogLine
L1
12: Historyadd(new CallLogLine(thys, callerPhoneNumber,calDate, callType)
T
13: c.moveToNext()
1]
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‘this

ntf.getTimestampl),
DateUtils. MINUTE_IN_MILLIS,

HistoryTab - populateNotificationsList()

b
etListFromDB( context] DateUtils WEEK_IN_MILLIS, 0)
.
I return new DBMNoifications|context). gethlotficationList]) BI
1.1: ngw| DBNotificati - y
e LRI =]
>
1T
1.2: gatNotificationList]) |
N
. 1]
loop [Notificatign ntf ification getListF ]
b new MatifioationLinsithis, nif) [ e Notineationtinetenis, ne) |
rl i i ine
2.1: gatContext()
«
| <
.
2.2 detTimestamp]
|=
2.3: Dateltils getRelatveDate TimeSirng(contexd, ntf.gefTr ), DateUtis MINUTE_IN_MILLIS, DateUtils WEEH IN_MILLIS, 0).to5t
>

'|

is.relativeDiate = this.relativeDate. substring|D, this. rEhﬁveDatE.indexOﬂ'"])Jﬁ

2.4: this relativeDate indgeDf{".")

2 & this relativeDate substring(0 this relativelate indexOf(" "))

3: History.add(new NotficationLine(thfs, ntf))




HistoryTab - populatelnvitationsList()

DateUtils.getRelativeDateTime
a:HistoryTabE] b:Pendinglnvitation|] c:DBPendinglnvitationsg] ‘ pi.getTimestamp(),

DateUtils.MINUTE_IN_MILLIS, this.relativeDate

DateUtils WEEK_IN_MILLIS, 0)

I getlnvitations FromDatabase| contexxl
r

I'return DBPendi I
| B

1.1: getinvitationsLisi{contex|

loop [P ing! ion pi : PendingInvitation.getinvitationsFromDatabase({context) )

2: new lwitationLine(this, pi}

2.1 getContext()

2.2: getTimestamp(]

<4
I .
2.3: DateUtils getRelative[ate TimeSiring( context, pigetTimestamp(], DateUtis MINUTE_IN_MILLIS, DateUtis WEER_IN_MILLIS, 0).toS
.

"'T this.relativeDate = this relativeDate. suhstringtﬂ,this.re\atwaDate.inaexOr{""})Bl

2.4 this relativeDate.index@f(".")

v

"

2.5: this.relativeDate subsiring(0,this relativeDate indexOfi".")) |

3: History.add{new InvitationLirje(this, pi))

h §

Sort history list

..... { Callectons sor( History, new Comparator<IristoryLine=() { @0vermde public int compare{ HistoryLine object1, IHistoryLine obj=ct2) { HistoryLine line' = (IHistoryLine) object, IRistoryline line2 = | FistoryLine abjectZ, refum ine1 getDate(<line2 gefCats() 7 =1 - (ine’ getDate(~lne2 getDate()?-1 - By

1: new Confparator<HistoryLne>() { Flew ComparaiaraRBtonTReS T
‘ ‘

79



SettingsTab - activateAutomaticStatusDetection

a:Se‘ltingsTﬂbE :Spi E ‘ tbAccelerometer:ToggleButton %‘ thﬁcm:Tngg‘leButlonE awm
[§_simerval. setEnabled(true] "
Lg
&
2: this thbAccelerometer getChecked(true)
T
3: this_tbAccelerometer.setEnabled(true) |
T
4: this tbMicro.setChecked(true)
»
5: this tbMicro.setEnabled(true) |
»
) ]
————— 1 RemoteViews rv = new RemoteViews("ns.android. weontact widget”, R.layout.widget); %
6: new RemoteViews("ns android wecontact.widget”, R layout.widgef) v
T: rv.setimageViewResource{R.id.w_iv_status, R.drawable.status_sharing_automatic) |
il
----- { ComponentName widget = new ComponentName(parent, WGmtachidgetc\ass}LH
8: new ComponentName(parent, WContactWidget.class] widget
»
_____ 1 AppW awm = Appl\ ,geﬂrﬁlanoe(parerﬂ)!ﬁ
9: awm.updateAppWidget(widget, rv)
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SettingsTab - deactivateAutomaticStatusDetection

a:SeItingsTabE E ‘ tbAce :ToggleButton %‘ leicm:Togg1eEu|‘lonE awm
is sinterval.setEnabled{falge] "
>
’ ]
2: this tbAccelerometer.sptChecked(false)
1]
3: this thAccelerometer. setEnabled(false) |
1]
4: this.tbMicro.setChecked(false)
»
5: this_tbMicro setEnabled(false) |
»
) ]
----- { RemoteViews rv = new RemoteViews("ns.android.weontact.widget”, R layout.widget); H
6: new RemoteViews("ns.android.weentact.widget”, R.layout. widget) o
T rv.setimageMiewResource(R.idw_iv_status, R drawable status_sharing_manual) |
T
----- { CompanentName widget = new ComponentName(parent, WCDrﬂadeget[:\amH
8: new ComponentName(parent, WContactWidget class) widget
»
,,,,, { AppW awm = AppW\ .geﬂrﬁlanoe(parem]!ﬁ
9. awm.updateAppWidget(widget, rv)
>
’ \‘\
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Tab creation

a:SeﬂingsTalJE aParenl:WConlu:lE this.parent.getText( R.string.tab_settings_name) aTI'Iusl:Td:lHosE this.parent.getResources() this.spec

-----
_____ this tHost = aTHost

..... i this.spec = tHost.newTabSpec(this_parent getText( Rsiring.hb_seithgﬁ_nan’le).toStr’ng(})Bl

1: this.parenf.getText{ R.string.tab_settings_name) |
.

) 1

2: this parent.getText( R string.tabl settings_name) toString()

B
ol

3: tHost.new TabSpec(this{parent.getText{ R string tab_settings_name).toSring( )}

h §

4: this_parent|gefText(R.string.tab_settings_name)

1]

5: this.parent.getResources() |
.

- ‘

6: this parent.getResources().getDrawable{R.drawable.ic_seftings)

7: this_spec.setindicator(this.parent.getText( R string tab_settings_name), this.parent.getResources().getDrawable(R.drawable ic_settings))

§: this.spec.setContent(this ) “
»

Contact - save()

a: Cnnlal:E e:C'InudExcepﬁurE

strict
[try]
J_ 1: saveOnCloud(context)
b 2: insertinDB(context)
"[catch CloudException - - - B B B -
--1 Log.e(Tags.REST, e.getMessage{}H
3: getMessage()
P ]
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Contact - saveOnCloud()

Ttacﬁ‘

----- CloudContact cc = new CloudContact(context, this); %

1: new| CloudContact(context, this cc:CloudComacE
g

<4 ||
2: update()

. T

----- return cc.getContact() %

3: getContact()

[

Contact - insertIinDB()

a:ContactE

—3

new DBContact(context)

- >

new

< e L




ListContactDetails - getName()
a:ListContactDetails|F] ‘ 2 = |

_________ ContactDetails name = nulI;%

--------- List=ContactDetails= lcd = this.getContactDetailsListFromType(Types.ContactDetails. NAN

1: getContactDetalsListFromType( Types.ContactDetails NAME

2 lcd isEmpty()

— i

alt
[Ncd isEmpty()

_________ name = lcd.get(0) %

3 led.get(0)

A 1

_________ return name
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PendinglInvitations - reject()

a:Pendinglnvitation|

b:RESTReques

c:CloudResponse|

1: new CloudHendnglnvitation(aContext. this)

epi:CloudPendin n'hvi‘lztian

1.1: CloudAbstract()
-
2: delete()
™
IasiDperaﬁun=TypEs.Rest_DELETf§1
lastParameters = Ihis.geDelEteFarams(H
2.1: getDeleteParams(]
i response = RESTRequest get{this context, this.webService). :lnDeIeIze:ﬂﬁs.gelDeleheFarams{)i%
2.2: getithis.coniext this webServic 41
| .
™
d | ‘
l
2.3: getDeleteParams(]
244 goDelete(this getDeleteParams()
»
d 'I ‘
-
2.5: hatErrar{)
B
™
d | ‘
-
alt
[response.hasError()] I throw new Cloud Excaption{response.getError()) %
208:g dl_Errorc}
B
L
d | ‘
2.7: new CloudEpcepiion{response.getError]) new CloudException
(response.getErrer()): CloudException
al Il
-
return response 5
el
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PendinglInvitations - accept()

1: new CloudPe

pdinglnvitationiaContet, this)

m‘

c.-unuunmonseE

cpi:CloudPendinglnvitation E

2: inzert()

A &

1.1: Cloudabstract])

= lastOperati .-Type&mm

_| 2.1: getPutParams(]
il

['lastParameters = mi&genlunﬂamd}]

= response = RESTRequest.get(this.context, this.webService). doPul(ﬂi&geﬂ'—‘uﬂ'—‘mms{}H

.2: get(this.contexd this webSen]ice)

| .
; |
2.3 getPutParams(]
2 4: doPutithis getPytParams()
b
< ]
2 5:|hazErrorn{)
>
» ]
alt J
[response hasError(j] i throw new CloudException(response.getError)) BI
2.6| getError{)
>
< []
2.7 new CloydException{responze.getError()) new Cloi =
(responge.getErmor()): CloudExceptior
gl 1
) [
retum response |
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BackgroundService - onCreate()
a:BackgroundService [

--------i ConnectionCeonfiguration connConf = new ConnectionConfiguration(“talk google.com”, 5222, "g'nail_cﬂm"%

1: new ConnectionConfiguration("thlk.google.com”, 5222 S Ratidan| |

-[...-._.. super.onCreate() [

R
N
._.___--1 connection = new XMPPConnediun(can&mf)Bl

2: new XMPPConnection({connCaonf) connection

------ I
q._______ —_— —_— —_— —_— SR
3: connect()
______..i Awareness awareness = new Awareness(this, updateStatusFromAwareness); %
4: new Awareness(this, updateStatusFromAwareness)
‘_______________________________________________________________________________
5 awareness start()

S — _— _— - - -
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BackgroundService - connect()

‘ a:haummﬁl | mmm:mmmmqm ‘set:Settings m midnendlmhmd‘ﬂ'si" m:mﬁﬁ‘ | mnm:ﬁ—‘

striet J
[ry] 1- eennection isConneeted()
alt
[isannzstion i
'] ‘ hatmanager
A
kd T
alt J
[C=S T
strict )
vl : khis connection
alt J
e 1 = getGooglhEmal(]
©: getGoogieFass() |
7 cton log kst ) o
feaish o
{Cone(Tags XIFF. = geitessagelRy
8: e gefblessage()
alt
[oError] 0 connastion getlises()
41D
r N
| Certficate Y
ait
Teerti=null
striot ]
byl
i: g . cer.geiUserial), null
1: detlserid}
Gatoh
12: gfthessage)
123 new Prasence(Presencal Type avaisble) {:‘,m
4 s connection sencPacit prasence ‘
. S
15: sonnecton geiChatManager()
16 rew Messapel istener() [ ] new NessageListenerl)
17 3 o, mew isteneri) {7} |
1
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BackgroundService - updateWidgetFeed()
a:BackgroundService E

1: new RemoteViews("ns.android. wcontact widget”,

widget)

2: this.gefText(R.string.widget_feed_caption)

3 rvsetTextViewText(R.id.w_feed, this.getTe [ string.widget feed_caption) +" " + msqg)

oo |

-------- { AppWidgetManager awm = AppWidgetManager.geunstanoe(mis},ll]

5. awm.updateAppWidget{widget, rv)

il

,1 _____________________________________________________________________
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BackgroundService - showNotificaton()

a:BackgroundService E

52 nofification setLatestE

h:Pa'seE

-------- I MotificationManager nm = (MotificationManager) this_getSystemSewioe(NDTIFICATION_SERVIE%

12 this getSystemService(MOTIFICATION_SERVIC

........ .I android.app.Motification notification = new android.app.Motification(R drawable.icon, "wContact nofification received”, Syshem_wrrentﬁmeMillis()ﬂH

notification

........ 1 Intent intent = new Intent(this, WContact class); BI

3: new Intent(this, W

Contact class) intent

A

4

4: intent. putExtral Tags.

QTIFICATION, tru

Y

________ l Pendinglntent contentintent = PendingIntent. getactivity(this, 0, intent, IrﬂentFLAG_ACﬂVI'I'Y_NEW_TASh‘

entinfo(this, text, text, cont:

tintent)

2: new android.agp. Motific ation{ R.drawable_icon, “wContact notification received™, System.curantTimeMilis[]]

S —
E: lonagTolnt(id)
} T
T nm.nofify (Parse longTalnt{id), notification)
1]
d

.

BootUp - onReceive()

1: new Intent(c

‘.

context: CDntextE ‘

Intent i = new In

tent(context, BackgroundService.class); %

text, BackgroundService.dlags)

i _>

2: .addFlags(Ihtent.FLAG_ACTIVITY_NEW_TASK

‘.

3: conl+t.startService(i)

‘_-_-

- 1
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AwarenessProcess - run()

sd run():void J

loop [active] J

1 isAutomaticDetection()

P ")

alt
[Settings.getetti ontext).isAutomatic Detectibn()]

2° usesAccelerometer, SEHSOI()
™

<

alt
[Settingg.getSetiings(context) usesAccelerdmeterSengor()]

3: getStatusFromAccelergmeter()

alt
Istatus=Friull 4: usesMicrophoneSeqsor()
»
< 1]
alt
[Seftings.getSettings (context). usesMicjophaneSensor()]

5. getStatusFromMicro(]

alt J
[batLeve] < 15] 6. new Status(Ql, context getText(R string low_battery) toString(), true, $ettings getSettings(context) getAutStatusPrivacy())

slatus:statusE

7: isAutomatic Detection( )
»

. |

alt
[Settings.getSettings (context).isAutomaticDetection()]
alt
I B new Message() msg
o
9 msg setDataf bundie) |
»
il
<
10: new Bundie() ;‘bu“dll
11: bundig putSerializable(Keys STATUS, status) |
»
) |
handlenHandlerE
12: this_handler. sendMessage(msg)
=
strict
——A
[try]

I Thread sleep(Settings.getSettings(context) getAuu)mallcDeted\Dn\ntervallnMnh()H

13: getAutomatic Detefltionlmerva\()

%

[catch InterruptedException

} Log.e(Tags AWARENESS, e.getMessage()H




AccelerometerProcess - run()

sd run():void J

loop [active] J

1: isAutomaticDetection()

P "]

alt
[Settings_get$eftings(context).isAutomaticDetectipn()]

2: usesAccelerometerBensor()

>
1]

<

alt
[Settingg .getSettings(context) usesAccelerdmeterSengor()]

3: getStatusFromAccelergmeter()

ait
[status==nuil] 4 useshicrophoneSedsor()
g
< 1]
alt
[Seftings. getSettings(context).usesMicfophoneSensor()]

5: getStatusFromMicro(]

alt
[batLevef < 15] 6: new Status((l, context.getText(R.string.low_battery).toString(), true, $ettings.getSettings(context) getAutStatusPrivacy())
status:status|
[]
«
acl 5
7: isAutomaticDetection()
»
. ]
alt
[Setting$.getSettings(context).isAutomaticDetection()]
alt
[ 8: new Messhge() msg
<}
9: msg.setDatafbundie) |
1]
<
10" new Bundie() ;‘bu"dle
11° bundld putSerializable(Keys STATUS, status) |
P>
) I
handier:Handler [
12: this_handler. sendMessage(msg) |
T
= '
strict
—
[try]
I Thread.s\eep(Settings.gelSenings{comext).getAutomalicDeted\on\ntervallnMi\I\()H
13: getAutomatic Dete‘ilionlmarva\( )
>
L]
«
[catch InterruptedException
} Log e(Tags AWARENESS, e,getMessage()H




MicrophoneProcess - run()

ﬂﬂ]:m)

1

FL 2 ﬂ
3 drs sty ) [
[/
[idrs acxinta ] 4.dr) lt‘!] .[
5 A Fle(“nacandiweontact/a 3g0l) =m
& e gaan() Ll
. 1]
l:ln.-mli
=P
[5]] T i createtios Pl i
il
Pecosassesas
...... [Cop oo AVARENESS « gty
B pore MedaRecorden ) ﬁ
| ' T
i 10 HREE_G I [
il
" HB| -l
il
12: mr setOutpd Fie( wdcard‘weontacta 3ge7) _-II.‘
joes )
] A3 prepane ) o
1]
14; messan) DI-H

A

17: parant e ssicd

prata i mues |

18 mestepd)

—r

— -

19 i Seletec)

=t
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Status - getStatus()

Crrs ey

-

I

T et}

-
1




Status - save()

53 savelin context- Context)-void |

R I o B e B e = e I e Bl e

ListContactDetails|0: ListCentactDetails ﬂ

[ 2 - |
an
— |
1]
3 getiferldi) |
1]
5 cetysenia)
1]
o =) : STRTTR
& geiConacDetais() |
P —— us)
7l size)
at
Tod size(}0)
[Covtaeeai od= eagwior
8 lad get(0)
o:setLabelluknonn')
L iFrivacylins. getPrivacy()} |
< T et B gaaiatiy |
)
H Coniad.gel00. sTaTud
TE g0
1 tact getD() Ty TaTU
14 setL abeiukmoun’)
P — |
- T A e g I
17: getCantaciDetai
18: contact gstConteetals().addlod}
16 savetoortent)
Ll
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APPENDIX G

Application Screenshots



| ﬁ 9:29 PM|

@ wContact

Nickname:

Insert username

Password:

Insert password

Sign in J { Register

wContact
santos

Password:

[ A

Retype password:

[ A

Google Account

Google email:

ns.nunodavidsantos@gmail.com

Google pass:

LR B A

Cancel

Top left: Authentication layout
Top right: Registration layout
Bottom left: Submit registration

Bottom right: Process information

wContact
a Registration

Nickname:

Insert nickname

Password:

Insert password

Retype password:

Retype password

Gougle Account

Google email:

Insert Google email

Google pass:

M & 10:04PM
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Ml @ 10:05 Pm Ml & 10:06 PM

B m %

History Contacts Settings

First and Last

Status

Pick avatar:

Undefined status

Email addresses

et
Phone numbers e
+

Chat addresses

Tl @ 10:36 PM

Ay

Partner

S

&; Family

Set new label:

Friend

Top left: Edit profile layout
Top right: Pick avatar layout
Bottom left: Set label for a contact detail

Bottom right: Pick privacy to share a specific contact detail



Ml @ 10:32PM

History Contacts Settings

Nuno David Santos

Phone numbers:
P Maobile
Adl\ | 966534363

Email addresses:

r’g Home . .

*" | ns.nunodavidsantos@gmail.
com

Web sites:
Work
http://muses.selfip.com

Add contact:

Add new contact:
|]ﬂS':"I't contact username
Set privacy:

Add

Top left: View profile layout
Top right: Empty contact list layout
Bottom left: Add contact form

Bottom right: Notification information

Ml @ 10:04Pm

Profile History Settings

‘?‘ Add contact

I
July 15, 2010 Tl & 10:40 Pm

Android [ﬂj

ﬁ Nuno David Santos wants to joii
Nuno David Santos wants to join your 10:40 PM




Z Ml ® 10117 pm

Google Accounts:

Set your Google Account:

ns.nu nodavidsantos@gmaiﬂ.

Insert Google Account
pass

Set Cancel

I
Ml & 10:58 PM

You have a new contact invitation:

Nuno David Santos

Za Ml B 10:42 PM

Contacts Settings

G calls P8 Notifications

1 minu
Nuno David Santos wants to jo
your contact network

[ ]
\a

Profile History Contacts = Settings

[ calls P8 Notifications || afa Invitations

3 minutes
Joe Hill has accepted your
invitation

3 minutes

Joe Hill profile's updated

Top left: Setting Google Accounts for contacts synchronization

Top right: History layout

Bottom left: Contact response from a invitation

Bottom right: History layout
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M € 12:29 Am

Google Account)

w B i

Profile History Settings

Andy Will
LE® Mobile: 91245151412
Irene Rossi
i) status: Walking
& Jackie Glisson
@ Status: Sleeping

M Paul White

15¢ 5, Status: Vacations

Rene Haby
_@ Status: In a meeting

=3 Robert Scholl

T Ml € 9:20 Pm

Remove profile:

Remove from phone

. Remove from server
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APPENDIX H

User Research Survey



Personal information:
1- Age
2- Gender (male/female)

3-Job

Mobile phone usage:
1- Do you have a cell phone? (yes/no)

2- How many, in average, daily calls did you do?
>1-2
->2-5
->6-10
-> More then 10

3- Do you prefer sms or voice? (sms/voice)

4- In case of sms, name the reasons (ex: asynchronous, quick, do not interfere with other
actions, etc.):

5- Can you tell me a example for a recently non welcome call? (ex. while was driving, while was
jogging, when was piss off with my wife, etc.)

6- What is your source of calls: (1-not called 5-frequently called)
- friends

- family

- services

- work

7- What is for you the annoyest situation when making a call: (1-don’t care 5-hate it)
- no answer

- busy signal

- sleepy answer

- annoyed answer

Improving wanted calls

1- What you feel about sharing a status, like IM? (1- useless 5-useful)

2- What is your first impression about using a status in your mobile
phone?
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3- How wold you maintain status in your cell phone?
- Emphasizing based on what | do

- Daily

- Weekly

- whenever it occurs to me

4- What if your mobile device auto detects which situation are you in real time and update the
status. Please set ehat do you think important to detect (1-insignificant 5-significant):

- Recently active

- Walking

- Driving

- Phone charging

- Still

- Engaged

5- Beside these ones, which other actions wold you like to be able to auto detect? (name at
least three)

6- In case of having this application on your cell phone, would you:
- turn it on?
- Because avoiding unwanted calls is a good thing
- Because | like other people know what | do
- Because will help other judgement before make a call
- other:
- turn it off?
- 1 don't feel cozy knowing that other people might know what I'm doing in this right
moment, although they don’t know where and how.
- Is totally unnecessary. Is just a call, I'll answer or not as I'm up to it
- other:
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