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Resumo

O preco do equipamento eletrénico tem descido acentuadamente nas ultimas décadas.
Este decréscimo favoreceu um crescimento exponencial de todo o tipo de dispositivos
eletronicos, a ubiquidade destes dispositivos torna-os quase indissociaveis dos seus
utilizadores. Uma das areas a beneficiar e igualmente a potenciar esse crescimento ¢ a
Internet das Coisas, [oT, ou seja, a possibilidade de uma ligagao constante e de partilha
de dados entre os mais diversos dispositivos. Em paralelo com o uso de solu¢des de indole
comercial, tem surgido dispositivos de custo reduzido como o Arduino, que permitem
criar pequenos projetos IoT de forma econdémica. Para além destes, outros produtos tais
como as boards da Espressif Esp8266 ¢ ESP32 ja com ligacao Wi-Fi incluida tem ganho
notoriedade em anos recentes. O objetivo deste projeto foi precisamente o
desenvolvimento de um sistema de recolha de dados de baixo custo e autonomo, que
tenha utilidade para os seus utilizadores, especialmente num contexto académico
utilizando o ESP32 da Espressif como base. Este sistema visa recolher dados ambientais
tais como temperatura, humidade, nivel de ruido, e através do uso dos sinais Wi-Fi
emitidos pelos dispositivos moveis, tentar estabelecer a estimativa da ocupacao de uma
determinada localizacdo. Esta informacdo recolhida deverd ser disponibilizada a
comunidade académica tornando possivel, por exemplo, aos alunos selecionar a melhor
sala de estudo baseando-se na sua ocupagao, ou nivel de ruido. Os principais componentes
destes projetos sdo os ESP32s e os respetivos sensores, denominados de SensingBox, e a
componente de software e infraestrutura associada para processar os dados recolhidos,
interagir com as SensingBox e permitir a visualizagdo dos dados recolhidos.

Além deste objetivo primario ¢ importante fazer uma andlise exploratoria das
potencialidades desta plataforma em projetos de baixo custo assim como as metodologias
de desenvolvimento para a mesma. De certa forma este projeto visa em parte servir de
guia para quem esteja a desenvolver um projeto de natureza similar. O sistema
desenvolvido foi testado em dois contextos, um para aprimorar o sistema num contexto
doméstico, e outro no contexto para o qual havia sido idealizado, ou seja, no Campus da
Universidade da Madeira.

Palavras Chave: loT, Microcontrolador ESP32 da Espressif, Sistemas de
Monitorizagdo de baixo custo, Captura de Pacotes de Redes Wi-Fi;FreeRTOS
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Abstract

In the last decades there has been a steep decrease in the price of electronics. This decrease
has favored an exponential increase of all types of consumer electronics. The ubiquity of
these devices makes them almost inseparable from their users. One area benefiting and
at the same time further increasing this ubiquity is the Internet of Things, IoT, in other
words the possibility of having a constant connection and data sharing amongst the most
diverse devices. In parallel with the development of IoT solutions designed for Industrial
use, some other low-cost devices such as the Arduino have appeared, which enable the
development of small IoT projects economically. Besides the Arduino other products
such as the ESP8266 and ESP32 boards by Espressif have been gaining popularity in
recent years. The aim of this project is the development of a low cost, autonomous
monitoring solution that is of use for the academic community. This system should collect
environmental data such as temperature, humidity, noise pollution and make an
estimation of the occupancy of a certain zone through the ubiquity of mobile devices by
capturing their Wi-Fi request probes. The information collected will be made available
for the academic community, giving the possibility of students to select the best study
room based on the occupancy or noise level of the different rooms. The main constituents
of the project are the ESP32s with the associated sensors named Sensing Boxes, and the
necessary software component and infrastructure to process the data collected and
provide it to interested parties.

In addition to this main objective, it is important to understand and document the
potentialities of the ESP32 in low-cost projects as its development methodologies
available. In a sense provide a guideline of the most important topics about this board and
some sensors for anyone developing a project of similar nature. The system was tested in
two contexts, one of domestic nature, and in order to fine tune and debug the system, the
other in the context to which it was originally idealized, the campus of University of
Madeira.

Keywords: [oT: ESP32 Microcontroller from Espressif; Low Cost monitoring System,
Wi-Fi packet capture; FreeRTOS
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1 INTRODUCTION.

It is estimated that by 2025 over 41.6 billion devices or things will be connected to the
Internet.[1]. These devices generate a significant amount of information, with current
projections showing that in 2025, there will be 5 IoT for every human, generating 79.4
(ZB) of information.[2]. While more information is available, is necessary to take
advantage of this information in useful ways in areas as diverse and distinct as agriculture
or healthcare. This is one of the objectives of IoT, generate value from information and
apply it to different industries. While there are several examples of IoT projects applied
in different industries, a significant number of projects are developed deprived of
commercial intent using low-cost devices and sensors, this way providing an entry door
to the IoT world.

One annoyance faced by some students is the selection of the appropriate room to study.
This project proposes a low-cost monitoring system that will monitor environmental
conditions, and occupancy of different rooms throughout campus, providing this
information to students. In recent years, the growth of IoT has contributed to an increased
number of projects and information online, especially related to low-cost devices. While
this information is certainly useful, many of the projects or examples are of limited scope
or applied in very basic domestic scenarios. This is another important aspect of this
project, serve as a guideline in terms of development aspects to have in consideration
when developing IoT solutions, especially when using the ESP32 or another
microcontroller from this family.

This project encompasses different technologies and was also developed using common
practices in industry today, such as the use of containers, testing, documentation, while
these concepts are primarily applied in a professional and more collaborative contexts,
than a master thesis project, they still hold their value even in an academic context.

1.1 MOTIVATION

Studying is an integral part of any student’s life. The location in which studying takes
place can be a key to a better academic performance.

According to a survey made to university students in 2015, the choice of place to study
at University of Madeira (UMa) Campus, is conditioned mostly by the high occupancy
of study rooms, as the related level of noise. The behavior of some students is also a
problem. The survey had 12 questions and obtained a total of 83 responses with most
participations being engineering students.



Main Causes and Dificulties regarding the use of study Rooms in UMa Penteada Campus according to Students.
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Figure 1 Main Causes and Difficulties while studying at Uma

Based on this survey, the most important parameters to measure are ambient noise and
occupancy level of the different rooms. By measuring these parameters with a “Sensing
Box” and providing this information to the academic community, this may increase
student’s awareness for non-optimal study conditions or better distribute them across
different rooms.

To reach this goal in a cost-efficient manner, it is important to select the right devices and
sensors, i.e., the right “things”. Sometimes this can be a difficult undertaking, especially
for developers with limited electronic knowledge, so providing a review of the current
development boards for IoT and their potentialities can be a good starting point.

1.2 OBJECTIVES

The objectives of this project are based on the previous motivation and can be defined
as the following:

e Develop a low-cost system that can monitor environmental conditions in different
university locations and provide that information to students.

e Assess feasibility of Wi-Fi as a means of counting people.

e C(reate a system that should be applicable to other contexts that require a low-cost
data collection device.

e Explore some of the most popular IoT development boards on the market such as
the ESP32 by Espressif and key concepts related to [oT projects.



1.3 STRUCTURE

This thesis follows the following structure:

Chapter 1: Introduction, and project objectives are presented.

Chapter 2: Corresponds to the literature review focusing on smart campus
initiatives using loT concepts.

Chapter 3: Focuses on the technological review and design consideration for the
project with special regards to the communication protocols, microcontroller
boards, sensors, and battery options.

Chapter 4: Refers to system implementation, from the low-level implementation
in the ESP32 board, to the deployment of the overall system.

Chapter 5: The tests, and results are presented and analyzed.

Chapter 6: Presents the conclusion, limitations, and future work.






2 LITERATURE REVIEW

In this chapter, the current trends of IoT uses in universities are explored. A significative
number of initiatives aimed at integrating IoT in university's campus are currently taking
place. On one hand, “smart campus”, tend to provide contextual awareness information
to their community by using location tracking and services information. On the other
hand, some projects try to leverage IoT concepts into eLearning applications. In the
following sections some examples of these two approaches are provided, starting with
smart campus initiatives, and moving onto e-learning and sensor-based learning
examples.

2.1 SMART CAMPUS

Smart Campus or connected campus can be seen as a subset of smart cities. Smart campus
make use of IoT to automatically control and monitor facilities and provide a higher
quality service to students and staff. This leads to increased efficiency and responsiveness
of the campus, thus providing better decision making, space utilization, and students
experience.[3].

Muhamad et al. [4], conducted a survey of published research to identify the general state
of smart campus initiatives. The research questions proposed can be found bellow.

support smart
implementation?

campus

D Research QJuestion Motivation
smart campus
RQ2 | What kinds of technology | Identify the suitable technology

used to develop smart campus
and 1ts specific usage

RQ3 | Is there the standard model | Identify the generic model that

for the smart campus? could be adopted for smart
campus development

RQ4 | What are the applications | Identify the wvanety of smart
implemented i smart | campus application and research
campus? challenges on 1t

RQ5 | What are smart campus | Identify the contnbution of smart
contributions? campus that motivates umiversity

management to develop it

Figure 2 Smary Campus Initiatives [4]

After filtering and narrowing down the search to 29 different research publications, a
distinction can be established between Smart Campus and Digital Campus. Smart
Campus can be seen as a campus that features connectivity and applies IoT concepts to
provide useful information to its users. A digital campus can be seen as an online campus
or platform for eLearning. In terms of technology, the most referenced technologies in
smart campus were [oT and its associated technologies such RFID, NFC, general sensors
(motion, temperature ...) and cloud computing.



2.1.1 DEAKING UNIVERSITY

At Deakin University, several systems were deployed and are used by part of the
academic community. Students can see the occupancy of the library in a heat map at the
library’s entrance. Additionally, it is possible to request assistance from the student’s
current position and a librarian will go to their encounter. For the location-based tracking,
Cisco Mobility Service Engine is used. This system can track the physical location of
connected devices.[5] Another employed solution at Deakin Universitiy is a virtual
assistant named Deankie Genie (Figure 3) that can help students in their daily academic
tasks such as navigation around campus, or submitting a report. Deankie Genie makes
uses of IBM’s Watson [6], a cloud based Al.
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Figure 3 Deankie Genie Interface

2.1.2 MICROSOFT PROJECT GARCON.

Project Gargon developed by Microsoft and implemented in one of Microsoft campus
uses loT and Artificial Intelligence to provide a novel form of interaction to its users, in
opposition to a traditional web-based system. It comprises a voice assistance that is placed
in a wall near a particular place of interest. In the demo, it was placed near a bathroom,
and the main goal was to provide an easier way of reporting problems or other
occurrences, instead of a traditional approach of logging the data in a web or mobile app
and opening a ticket.[7]

2.1.3 IN-ROOM FEEDBACK

A group of researchers from Warsaw University of Technology [8] developed a system
to explore a hint based feedback system, where the system hints actions that the user
might want to perform. This type of technique was defined as soft actuation contrasting
with proactive techniques where the system acts on the user behalf. With soft actuation



the user is hinted for actions that he could perform. Using a small box with a 3x3 LED
display grid, where the LED pattern corresponds to an action that the user might want to
perform. The system was tested with 14 participants. Most of the participants liked the
concept of soft actuation, although the system was considered as too subtle with many
hints going unnoticed.
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Figure 4 Soft Actuation Techniques

2.2 SENSOR BASED LEARNING

Sensors can also be used to support learning, gathering data from real users and using
this data to create more realistic use cases. In a survey performed by Jan Schneide et al.
[9], 82 prototypes found in literature studies were analyzed to identify the state of the art
of sensor-based learning in different domains. The prototypes were classified according
to their Learning Domain, Formative assessment, and Feedback. Formative Assessment
goal is to check student learning continuously and provide feedback that can improve
their performance. Most well-known applications that use sensors to track and give
feedback are related to the fields of sports and fitness such as Digifit or Xbox fitness.
The survey concluded that still there is not enough research in sensor-based platforms,
so that they can become effective learning tools.

2.2.1 TOTFLIP

Flipped Learning is a pedagogical approach in which the conventional notion of
classroom-based learning is inverted, so that students are introduced to the learning
materials before class with classroom time then being used to deepen understanding
through discussion with peers and problem-solving activities facilitated by the
teacher[10]. Such activities might include solving problems together, quiz games, and
other forms of interactivity. Adding IoT concepts to this pedagogical approach has been
proposed. In the platform named IoTFlip (Figure 5) designed for medical students, real



data from patients is used, such as heart rate, blood pressure or glucose level. This data is
extracted through wearable medical devices and stored in the IotFlip platform. Then
following a Case Based Learning approach (CBL) [11], students are asked to solve a
patient’s case, getting feedback from their instructor.
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Figure 5 lot Flip sensor Based learning

2.2.2 SUMMARY

Based on the previous research, smart campus initiatives could be sub-divided in two
different perspectives. One regarding the building itself, and its management, and the
other as the interactions and goals of its occupants. In terms of the building itself, the
main concerns are with sustainability, such as reducing energy consumption or having a
better water management system, this corresponds to the vision of a smart building. Smart
buildings are defined as buildings that are technologically aware, sustainable, healthy,
meet the needs of occupants and business, flexible and adaptable to deal with change.
Several examples of smart buildings management systems, have been proposed and are
in use in the present day, such as Intel’s smart building energy management solutions.[12]
This project is more focused on the interaction of the users of the building in this case
university students and how can they benefit from having an “intelligent building”.
Regarding sensors in a learning environment the main domains of research and
commercial applications are in the realm of medical or fitness applications.

2.3 MONITORING

With the decrease average price of sensors from roughly 1.30$ in 2004 to a predicted
0.38% in 2020 [13], it is now easier to monitor a set of environmental parameters with a
relatively set of low cost devices. Although some parameters such as temperature, and
humidity are easily monitored, other conditions such as occupancy of a certain room or
in-door location provide a harder challenge.



2.3.1 DIFFERENT METHODS FOR PEOPLE ESTIMATION.

Several methods for estimating and counting people have been proposed or implemented,
varying in the degree of accuracy and cost. In this section, some of the most usual methods
are explored and compared.

2.3.1.1 COMPUTER VISION

Artificial Intelligence through the analysis of images and applying pattern recognition
algorithms can provide ways to detect and count people. According to C. Raghavachar et
al. in a comparative survey of human detection methods [14] one of the primary
challenges in camera based approaches is the accurate detection of humans in different
scenarios. Another identified challenge, transversal to most IoT application is privacy.
Today there are several commercial products such as Density [15] (Figure 6) or V-Count
that use this computer vision based approach. These products are mostly used in shopping
centers and stores.
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Figure 6 Density a Computer Vision People Tracker [15]

2.3.1.2 RFID and Bluetooth Low Energy

Another approach (Figure 7) to estimate the number of persons in a room is using
wearable sensors equipped with RFID Tags or Bluetooth low Energy (BLE). An access
card could also be seen as a way to have an indication of the amount of people in a
determined space.
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2.3.1.3 MOTION SENSORS



Microwaves based sensors such as motion sensors can be used to count people although
most frequently are used for detecting people. This type of sensors emits pulses of
microwave frequencies that reflect from nearby object. If a person passes through, the
signal will be disrupted. Typically, this type of sensor is used in automatic doors, or in
automatic lighting. Jeong Woo Choi[17] et al conducted a proof of concept using two
microwave sensors with promising results. The system was tested for one week in a metro
station platform entrance (Figure 8) and had an absolute error of less than 10%. This type
of approach preserves anonymity and privacy, since no private information can be
extracted from people passing by and is a relatively cost-effective solution. The main
problem arises when there are multiple locations that require multiple sensors, or there is
not a defined pathway for entrance and exit and people can move in different directions.
For this type of cases, it is harder to apply this sort of solution.

Designed
Module #1

Figure 8 Sensor Module used on the study by Jeon Woo Choi

2.3.1.4 WI-FI

Using Wi-Fi signals to track people's movements has been used in different research
projects. The main idea when using Wi-Fi sniffing is to capture the Wi-Fi probes or more
specifically request probes. These probes are network packages that smartphones emit
periodically to detect nearby Access Points (AP). This Probes contain the MAC-address
of the broadcaster device. By combining this information with the Received Signal
Strength Indication (RSSI) it could be possible to estimate the location of a certain device.
Following this idea, a case study aimed at gathering information about spatial-temporal
patterns in the movement of people in touristic destinations such as Madeira Island was
conducted by Nunes et al.[18] The study concluded that passive Wi-Fi Tracking is an
accurate method for estimating flows of people in Points of Interest(POI). Locals and
tourists can be differentiated, and tracking information can be used to detect meaningful
events such as arrivals, departures, and gatherings of people. Another study conducted by
George Pipelidis et al. [19] called Human, used several beacons placed in different
locations and a smartphone that broadcasted several probe requests to generate a radio
map that could then be used to track differences devices. Wi-Fi sniffing might raise some
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privacy concern since users have no way to opt-out, and most are not aware that their
locations can be tracked this way.

2.3.2 SUMMARY

Wi-Fi was the chosen method for occupancy tracking. While the other methods have their
merits and disadvantages, they all require dedicated sensors. Wi-Fi and Wi-Fi enabled
devices have become ubiquitous, thus this method of people counting might yield
satisfactory results, with a low entry barrier. The previous research papers are more
concerned with movement tracking rather than people counting, so this project might
contribute to the body of knowledge applying the same Wi-Fi tracking principle for other
context using a low-cost system.
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3 TECHNOLOGICAL REVIEW

In this chapter a general overview of the different design aspects concerning the
development of the project are made. This chapter focuses on the different
communication protocols than can be used for IoT projects, different development
methodologies that the Espressif Boards can accommodate, and a description and
comparison of the most common battery types available for this type of system. The
different low-cost sensor options and their operating principles are also discussed.

3.1 CIRCUIT

The data collection unit, SensingBox, is a key element of this project. To find the most
suitable device for this project, is necessary to analyze some of the different boards in the
market today. Another important aspect is the sensors. There are a multitude of sensors
that can be used, some, although widely available and used in other projects, don’t have
the degree of accuracy necessary, or are too expensive. At last, the battery operation is
also a significant aspect of the project, it greatly increases the portability of the
SensingBox, this way the SensingBox does not have to be near a power outlet, that often
is not the best location, from a data gathering standpoint. Using batteries although a good
asset, increases the complexity of the project substantially, it is necessary to have in
consideration when to gather data, when to put the device in “sleep” mode, how to
schedule updates, amongst other details, and of course, depending on the battery, there
are some safety issues that must be addressed such as the risk of explosion or fire.

3.2 SYSTEM ON A CHIP

A system on a chip (Soc) is a device that combines the requirements of several computer
components integrated in a single chip [20]. The ESP32 by Espressif'is one of those chips,
it is the successor of the ESP8266, but features a new microprocessor, and supports
Bluetooth Low Energy (BLE). Another important electronic prototyping board is the
Arduino Uno, although it does not feature wireless connectivity out of the box, is an
important device even from a historical standpoint and still used extensively to this day.

In the following sections these prototyping boards are presented in temporal order from
first one to be launched (Arduino Uno), to the more recent ESP8266 and ESP32 from
Espressif.
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3.2.1 ARDUINO UNO

Born at the Ivrea Interaction institute as an easy tool for fast prototyping, aimed at
students without a background in electronics, this board quickly gained popularity
amongst electronic enthusiast and students.[21] The most used Arduino Boards are the
Arduino Uno (Figure 9), featuring the ATmega328 microcontroller, and the Arduino
Mega (Figure 10) with the AtMega2560. Developing for the Arduino boards is made
through the Arduino IDE, which accepts C or C++ code and has Arduino specific
functionalities.[22]

The primary advantages of using the Arduino and its ecosystem could be summarized as
the following:

e Inexpensive: Compared to other microcontroller the Arduino is relatively
inexpensive, costing less €20 for an original Arduino Uno and €35 for an Arduino
Mega.[23]

e (Cross-Platform IDE: The Arduino IDE runs on Windows, Macintosh OSX, and
Linux Operating systems.

e Simplicity: The Arduino was intended to be used by students without a
background in electronics or programing, this makes it easy to develop and work
with.

e Extensive Community: Being the most used prototyping board, it possesses a vast
community, with diverse libraries available. The same applies to hardware
extensions, such as sensors.

e Code reuse: code developed for one board can easy be migrated to another board
from the Arduino family.

Disadvantages.

Connectivity: Wi-Fi and Bluetooth connectivity is not present as standard in the Arduino
Uno or Mega boards. Although Wi-Fi capabilities can be added using different unofficial
Wi-fi shields that cost less than $10.

Power-Consumption: The Arduino microcontrollers are not well suited for battery
operation due to the lack of sleep capabilities.

Computational Power: Compared to competitors especially from Espressif the Arduino
boards feature less computational power.

Figure 9 Arduino Uno Figure 10 Arduino Mega
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3.2.1.1 ADITIONAL ARDUINO BOARDS

Arduino has been releasing additional boards in recent years, such as the Arduino MKR
Wi-Fi 1010 better suited for IoT projects due to its Wi-Fi capabilities, MKR FOX 1200
designed for low-power applications or the Nano 33 IoT. While these boards are more
suitable for [oT projects than the original Arduino Uno and Mega, the price difference is
still substantially higher than its competitors. In the Arduino Store it is possible to buy
the Environmental Monitor Bundle composed by the MKR Wi-Fi 1010 and the Arduino
MKR ENV Shield that has the capabilities to gather Atmospheric Pressure, Temperature,
Humidity, Light Intensity and UV levels. This bundle is advertised at €45 as of April
2021.

3.2.2 Espressif Family

The ESP8266 is a low-cost microchip, with Wi-Fi capabilities. It was the first microchip
by Espressif to gain significant traction in loT related projects. It was superseded by the
ESP32 but due to its still lesser price compared to the EPS32, it remains a viable solution
for IoT projects that do not need the additional features of the ESP32.

The ESP32 (Figure 12), is the successor of the ESP8266. The main differences when
comparing the Esp8266 are the use of a dual core microprocessor and the addition of
Bluetooth Low Energy (BLE). From a security standpoint, is also a more robust device
featuring additional safety features that were lacking in the ESP8266 such as secure boot
and flash encryption.

The ESP32-S2 is a variant of the ESP32 running on a single core with overall less features
than the ESP32, but due to this it could be a potential solution for projects that have
several energy constraints. Additionally, when using the ESP32-S2 in Light Sleep it is
possible to stay connected to Wi-Fi which is beneficial for saving battery since a
significant amount of power is used when connecting to Wi-Fi after a sleep cycle. The
power consumption in Light Sleep is down 44% to 450uA when compared to the ESP32.
The ESP32-S2 was scheduled to launch at the end of 2019 beginning of 2020, but due to
the Corona Virus pandemic, it is still difficult to get a ESP32-S2 development board from
different manufactures, only the ESP32 S2 Saola 1M and the ESP32-S2-Kaluga-1 are
available as of June 2020.

Figure 12 ESP32 DevKit LOLIND32
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3.2.3 COMPARISON OF DIFFERENT MICROCONTROLLERS.

Specifications

Microcontroller

Internal SKB

SRAM,4K
EEPROM

Memory

Connectivity -

External
Memory

Peripherals

Security -
Features

Operating 5V
Voltage

Programing
Language

June 2020 €)
less

Arduino Uno
Atmega2560

AtMega2560P  Single Core

256 KB

GPIO(14),AD
Support C(6)

LN T Ol 45 mA
Consumption

Arduino
(C/C++)

2003

ESP8266

Xtensa CPU

Up to 160Mhz
Clock

160KB

Wi-Fi 802.11
b/g/n (HT20)

Up to 16MB
SPI Flash,

Up to 4MB SPI
RAM

GPIO(17),AD
C(1)SPI(2),UA
RT(1),12C(1)

3.0to 3.6V
S0mA

C/C++(Arduin
o  Core,IDF-
ISP),
Micropython

STl 20€ (several 31 4€
party option for

Q42014

ESP32

Tensilica Xtensa
LX6 32 bit Dual-
Core at 160/240
MHz

520KB

Wi-Fi 802.11
b/g/n (HT20)

Bluetooth,BLE

Up to 16MB SPI
Flash, Up to 4MB
SPI RAM

GPIO(34),ADC(1
2),DAC(8),SPI(4)
,128(2),12C(2),U
ART(3),Temperat
ure Sensor

Secure boot

Flash encryption

1024-bit OTP, up
to 768-bit for
customers

AES, Hash (SHA-
2)

3.0to 3.6V

80mA

C/C++(Arduino
Core,IDF-ISP),
Microphyton

6€

2016

Table 1 Comparison of the Different Microcontrollers
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ESP32-S2

Xtensa® single-core 32-
bit LX7 microprocessor,
up to 240 MHz

320 KB SRAM

Wi-Fi  802.11 b/g/n
(HT20)

Up to 16MB SPI Flash,
Up to 4MB SPI RAM

GPIO(43),ADC(2),DA
C(8),SPI(4),12S(1),I2C(
2),UART(2),Temperatu
re Sensor

Secure  boot, Flash
encryption, 4096-bit
OTP, up to 1792 bits for
users,

AES-128/192/256
RSA

Digital signature
3.0to 3.6V

TBD

C/C++(Arduino
Core,IDF-ISP),
Micropython

7€

Q42019



In Table 1 it can be seen that there are quite substantial differences between the Arduino
and the ESP32 boards. Arduino was intended as a fast and inexpensive way to prototype
and not as an loT device. Over the years several Arduinos have appeared with different
characteristics, but to this day the most popular is still the Arduino Uno [24]. Compared
to the boards by Espressif, Arduino is significantly underpowered in computational terms,
and in the author's opinion not really suitable for IoT projects especially due to the lack
of native Wi-Fi connectivity. Still, it is a valued tool for teaching basic electronics and a
quick way to prototype.

The ESP8266 originally was a microchip with Wi-Fi capabilities named ESP-01. It could
be added to a microcontroller such as the Arduino providing wireless functionalities and
internet connection to such microcontroller. This caught the attention of the IoT hobbyist
or maker community, especially considering the price of 5 USD. At the end of 2014
Espressif released an SDK allowing the chip to be programmed directly, removing the
need of an external microcontroller.[25] The ESP32 is the more powerful and capable of
the SoCs compared. It is more efficient, has additional GPIO and ADC pins and more
security features such as flash encryption that were lacking in the ESP8266. The ESP32-
S2 can be seen as a lower-powered version of the ESP32. It uses a single core MCU and
has no Bluetooth capabilities.

Although Espressif boards have been gaining traction in recent years, Arduino is still the
most popular ecosystem, albeit being on the decline, as a quick search in google trends
can demonstrate.(Figure 13)

Figure 13 Google Trends Search From 2018 to 2021, Red Line Arduino, Blue ESP32 and Yellow ESP8266

3.3 DEVELOPMENT METHODOLOGIES FOR THE ESP32

Developing for the ESP32 can be achieved using two main different approaches. One is
using the Espressif loT Development Framework (ESP-IDF). The other is using the
Arduino Core for ESP32 and development using in an “Arduino-like way.” The ESP-
IDF makes use of the FreeRTOS [26] Kernel which is an open source real time
operating system for micro-controllers. A Real Time Operating System (RTOS) is an
operating system that is optimized for use in embedded/real-time applications. Their
primary objective is to ensure a timely and deterministic response to events. An event
can be external, like a switch being hit, or internal like a character being received.

Using a real time operating system allows a software application to be written as a set of
independent tasks. Each task is assigned a priority, and it is the responsibility of the

17



RTOS to ensure that the task with the highest priority that is able to run, is the task that
is running. Examples of when a task may not be able to run include when waiting for an
external event to occur, or when a task is waiting for a fixed time period [20]. Because
FreeRTOS is designed for single core used, ESP-IDF uses a customized version of
FreeRTOS in order to accommodate the dual core nature of the ESP32 [27]. Another
third development option is using Micropython. In the following sections these different
approaches are compared, starting from the most popular ESP32 Arduino Core to
Micropython.

3.3.1 ESP-32 ARDUINO CORE.

ESP32 Arduino Core is a set of libraries that act as a “wrapper” for the ESP-IDF APIs,
and enable the use of several Arduino libraries, this is one of the main advantages of using
this approach, another advantage is related to code portability, developing using the
Arduino core, simplifies the migration of code to other platforms that share the Arduino
ecosystem. As there is a significant community of makers around the Arduino platform,
this method benefits from the extra libraries already available. The major drawbacks
could be seen as having to use the Arduino Structures based on setup and loop. The lack
of debugging options is another issue, as the overall lack of features of the Arduino IDE
compared to full-fledged IDEs like Eclipse or Visual Studio Code, although it is possible
to develop for the Arduino in Visual Studio Code, by using external plugins.

3.3.2 MICROPYTHON

Micropython is an implementation of Python 3 programming language that includes a
small subset of the Python standard library and is optimized to run on microcontrollers
and in constrained environments. As it happens with the Arduino ESP32Core
Micropython is implemented on top of ESP-IDF. The main advantage of using this
approach is the reduced time to develop, which is good for prototyping. The drawbacks
are that usually, the code execution is slower, and more resources are used than in an
implementation on ESP-IDF or Arduino Core, additionally there seems to be a smaller
maker community using Micropython on the ESP32 when compared with Arduino ESP32
core and ESP-IDF.

3.3.3 DEVELOPMENT STRATEGIES CONSIDERATIONS

Initially for this project ESP Arduino core was used, and the first test prototype
developed for the ESP8266 used this method. For the ESP32 development, the ESP-IDF
was chosen. One of the reasons for this change was the difficulty on using the non-
volatile storage library (NVS) in conjunction with the Wi-Fi Library, additionally the
author wanted to experience the two approaches and delve more into FreeRTOS to gain
a more profound knowledge of the ESP32. The Arduino core in the author’s opinion
hides and abstracts what is happening, which can be an issue when working with low
level code. The author would argue that a bigger sense of control and a better
understanding of embedded system development is attained when programing using the
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ESP-IDF, although for small projects or quick prototypes the Arduino still proves to be
a very solid development option with a massive community of makers.

3.3.4 ESP32 DEVELOPMENT BOARDS

There are several companies that provide development boards for the ESP32, the ESP32
module itself is just the microchip. It is necessary to have additionally components such
as an USB to UART converter to interact with the board through USB, a voltage regulator
might be needed depending on the power source used, amongst other components.
Development boards provide these features. There are many different development
boards that differ in the components and connectors that they provide. In this project, as
power consumption is somewhat important, one electronic component present in most
development boards that can have a big impact on the power consumption is the voltage
regulator. A voltage regulator generates a fixed output voltage of a preset magnitude that
remains constant regardless of changes to its input voltage or load conditions[28]. The
recommended input voltage for the ESP32 is 3.3 Volts. When connected by USB, the 5V
from the USB interface are reduced to 3.3V by the voltage regulator. A voltage regulator
has a quiescent current (current necessary to power the voltage regulator), and the power
dissipation, (the current that is dissipated). Different boards can have different voltage
regulators with different types and operation modes. Therefore, their quiescent current
and power dissipation current can vary substantially.

According to power consumption test made by Andreas Spiess [29], and another
comparison made by Holger Fleischmann [30], the most economical and one of the most
efficient development boards available is the D32 By Wemos, now rebranded to LOLIN.
These boards use a voltage regulator from the LN1334 series, compared to the typical
AMSI1117 in other boards. By using this voltage regulator, the efficiency of the board
while on sleep mode is greatly increased. Additionally, this board features a PH-2 2.0mm
battery power connector which is also useful for this project.

3.4 BATTERY

There are several types of power sources available on the market than can power the
ESP32, the operation voltage of the ESP32 ranges from 2.3V to 3.6V. When using a
single power supply a 3.3V input is recommended and a minimum of 500mAh.

Typically batteries follow the same operation principle based on oxidation and reduction
of an electrolyte with metals, thus generating a flow of electrons that flow from the
anode(negative) to the cathode(positive),consequently powering a device connected
between this two poles[31] (Figure 14). The different types of battery technologies
distinguish themselves mainly on the chemical composition of their electrodes (anode and
cathode) and the electrolytes. In this section the most common battery types are briefly
explored and compared, to find the most suitable candidate to power the ESP32.The most
important requirement to have in consideration in ensuring a minimum 3.3V input voltage
and 500mAh current to power the ESP32 and the associated sensors. In addition to these
requirements the battery selected should have a reduced cost per mAh of capacity and be
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safe based on its electrochemical proprieties or have additional safeguards that ensure a
secure operation.

Discharging © electron
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Figure 14 Battery Working Principle [32]

3.4.1 LITHIUM-ION

Lithium-ion batteries commonly referred as Li-ion are a rechargeable battery solution that
use lithium ions as their key component.[33] Currently, they are used in a wide number
of applications from consumer electronics to the automobile sector.

Currently, there are several lithium-ion cell designs in the market cylindrical, prismatic,
button and pouch lithium-ion cells (Figure 15). One of the most commonly found formats
of Li-ion battery is the 18650-cell format, which has a cylindrical shape and an output of
3.7V. It is importance to note that Lithium-ion batteries should be protected for
overcharge, heat, or “over” discharge. Typically, this protection is done by a small circuit
that connects the two battery poles. Not using protection circuits greatly increases the risk
of fire or explosion, although the use of a circuit does not eliminate all the risks. Several
incidents have happened across multiple industries, related to lithium ion batteries, even
though the batteries used in these occurrences had to comply to several standards and
possessed several certifications by different authorities. [34]
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Figure 15 Different Types of Li-Ion cells [35]

3.4.2 LITHIUM-POLYMER

Lithium-Polymer or LiPo is another type of Lithium based battery technology but in
contrast to the Li-ion batteries where a liquid electrolyte is used between the cathode and
anode, a solid, porous or gel like chemical component is placed. Physically, most LiPo
battery have a rectangular format, and typically provide a nominal voltage output of 3.7V.
They can suffer from the same problems of Li-lon batteries, being susceptible to
explosion and fire if overcharged, “over” discharged, or ruptured. They are also present
in a variety of industries and everyday objects such as mobile phones and power banks
[31].
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3.4.3 LITHIUM IRON PHOSPHATE

The lithium iron phosphate battery, typically called LiFePo4 or LiFe is a type of
rechargeable battery based on the original lithium-ion chemistry but uses Iron(Fe) as a
cathode material. Compared with other Lithium based batteries,LiFePO4 cells have a
higher discharge current, do not explode under extreme conditions and weigh less but
have lower voltage and energy density than normal Li-ion cells.[36] The nominal output
voltage of these batteries is around 3.2V.These batteries are significantly pricier than
other alternatives.

3.4.4 NICKEL-CADMIUM

Nickel-Cadmium, Nicd is a type of battery using Nickel(NI) and Cadmium(CD) as the
electrodes, and a 30% potassium hydroxide (KOH) in distilled water [37]. Appearing
firstly in 1950 they were quickly adopted until around the 1990s where they began losing
space for NiHm batteries and Li-lon due to these battery technologies being more
environmentally friendly and having a better energy density and capacity. The nominal
output of a Nickel Cadmium battery is typically 1.2V [38].

3.4.5 NIHM BATTERY

Nihm or Ni-Hm is a rechargeable battery type similar to NiCd where the fundamental
difference resides in the use of a hydrogen absorbing alloy for the negative electrode
instead of cadmium. Typically, these batteries have two to three times more capacity than
a similar NiCd battery and almost as much energy density as a Li-ion Cell. As with NiCd
the typical voltage output will be of 1.2V.

3.4.6 ALKALINE BATTERY

Alkaline batteries are usually disposable batteries although rechargeable variants exist,
zinc and manganese dioxide are used as electrodes. The alkaline electrolyte used is either
potassium or sodium hydroxide[39]. Although recharging is not recommended due to the
risk of acid spillage, fire or explosion, it is effectively possible to charge these batteries,
albeit for very few recharge cycles. Alkaline batteries have a nominal output of 1.5V.
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3.4.7 COMPARISON OF DIFFERENT BATTERY TYPES

Battery Li-ion LiPo LifePo4 NiCd NiHm Alkaline

Type 18650

Output 3.6V 3.6V
Voltage

Safety Fire or Fire or - Spillage  Spillage  Spillage
Hazards Explosion Explosion

Recharge 300-500 <300 2000 2000 180— -
Cycles 2000

Self 1-2% 5% 3% 10% 10% 0.3%
Discharge

Rate per

month

1.2V 1.2V 1.5V

Table 2 Comparison of Different Battery Types

From Table 2 the Li-lon and LiPo batteries are the only batteries with enough output
voltage to power the ESP32. The output voltage is within the ESP32 3.0 to 3.6V operation
range. Although the other batteries do not meet the necessary voltage output to power the
ESP32 using a single cell, they could be run in series thus reaching the required voltage.
Running in series has several disadvantages as opposed to a single cell. As the capacity
of the battery depletes, so does the voltage output. With multiple cells this means that a
significant amount of the capacity will be wasted because the combined voltage output
will not be sufficient to power the circuit even if there still some capacity left in each
individual cell. Another aspect to have in consideration is the self-discharge rate of the
battery, this corresponds to the amount of capacity that the battery will lose over time
without being connected to anything. This can also be referred as shelf life of a battery.
For this implementation, the Li-Ion battery and Li-Po battery were chosen due to their
cost, voltage, and amperage output. These batteries have additional safety concerns, all
of them will be used only with protection circuits that reduce the risk of a hazardous
incidents. Figure 16 depicts the typical discharge rate of a Li-ion cell. Even when the
battery is almost empty, it remains within the minimum voltage input range of the ESP32.

23



VOLTAGE(V)

L | l 1 J L l 1 l 1
0 400 800 1200 1600 2000

CAPACITY(mAh)

Figure 16 Discharge Rate of a Li-Ion battery [40]

3.5 SENSORS

The Selection of sensors for this project is based on Figure 1 student’s preferences,
availability, and cost. The initial parameters selected to be measured were sound level,
humidity, temperature, air quality, and occupancy. After initial testing it was noted that
the air quality sensor, the MQ135, had a heating element which in turn translates into a
higher power consumption of the overall circuit. For this reason, its use was discarded.

3.5.1 SOUND SENSORS

Sound can be defined as a form of energy that is transmitted by pressure variations.[41]
The difference between pressure waves called sound wave can be sensed by microphones.
A sound wave is a continuous analog signal. To transform this signal into a digital signal
that can be processed by an electronic device such as the ESP32 is necessary to use an
ADC. The ADC will perform two steps, sampling and quantization. Sampling is the
process of recording an analog signal at regular discrete moments of time. The sampling
rate fs is the number of samples per second. The time interval between samples is called
the sampling interval 7s=1/fs. Quantization is the process of converting the samples
values to a finite set of discrete values. Figure 17 depicts these two steps. Values are
sampled and replaced with an approximation of the real value with a single decimal place.
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Figure 17 Sound Wave Sampling [42]

After the ADC conversion, the collected values can be converted to decibel using the
formula at 1.

1. dB =20Log(Vout%Vyes)
Vout: Voltage Output
V,er: Baseline Voltage

The objective is to measure the noise level. A quick search for a low-cost sound sensor
online will usually return three results the most. The KY-038, KY-037 sensor and the
LM393 sensor. Such sensors are designed to detect if a sound passes a certain threshold
that can be adjusted according to a potentiometer but are not suitable for measuring the
sound level in decibels inside a room, due to their low sensitivity and not being pre-
amplificated. The signal detected by a microphone is usually too weak to be used,
therefore an amplifier commonly known as preamp is necessary to amplify the signal and
detect the changes in the waves signal.

Naively a significant amount of hobbyist in the field of electronics and even some papers
regarding the use of Low-cost IoT sensors try to use sensors that are not suitable for
measuring sound but only for detecting it. When tested, the KY-038 with the
potentiometer set to around 2.8v, for a quiet room, a clap would bring the sound output
to around 3.2v on the ESP32 ADC, with some of the readings fluctuating wildly. This is
in part due to the nature of the ADC in the ESP32 that has a significant amount of noise
even when using a 10uf capacitor connect to the ADC input as recommended by
Espressif.
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Figure 18 Sound Detection Tests with Ky-038

The LM393 sensor does not have an analog output, only a digital pin is present, thus the
digital signal is either Low or High depending if a sound was detected.

After realizing that these sensors are not adequate for measuring the sound level in a
room, a new query was made for a more suitable sensor that had a built-in amplifier.

Instead of finding new sensors, an alternative approach could be a relative comparison
where the same sound detection threshold is set in all the sensors and the number of
detections that exceed the defined value are counted. A sensor that had detected more
sounds over the threshold would belong to a noisier environment. This approach would
probably be excessively flawed, a certain location could have more detection of a sound
that barely passes the threshold, while other could have a more sporadic detections but
far more intrusive and perturbing sounds, for this reason this approach was discarded.

The most affordable sensor found with a built in amplifier and already used in some other
projects [43] is the MAX4466. This sensor features an amplifier with a gain of x25 to
x125, thus can output signals amplified by up to one Volt.

Given in consideration than this sensor has a sensibility of -46dB, it is necessary to
subtract this value to the result found using the formula (1).

3.6 TEMPERATURE AND HUMIDTY

One of the most common examples related to IoT is building a thermometer or a
hygrometer. Temperature and Humidity gathering is one of the easiest ways to introduce
someone to a basic loT device use case. The most common and less expensive sensor is
the DHT11 from the DHT sensor family. This sensor can measure temperature 0-50 °C
+2°C range and 20-90% +5% RH. Other sensors such as the DHT22 or the SHT10 have
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better accuracy and range but at a higher cost. For a project where there is not a necessity
to measure negative temperatures or have a very accurate reading, a DHT11 is adequate.

3.7 ESTIMATING OCCUPANCY

As referred in section 2.3.1.4 from the multiple ways of detecting and counting people a
Wi-Fi based approach was selected, where the probes of a user devices are detected and
captured, hence being a proxy to the number of people present in a certain environment.
This method was chosen in favor of other methods due to ubiquity of Wi-Fi devices,
especially smartphones, it does not require additional sensors, and has been explored in
different projects before [ 19], [44] although from a tracking perspective. If indeed feasible
this approach could be economical.

As potential drawbacks it must be considered that a person might carry several Wi-Fi
enabled devices, devices in adjacent rooms might be detected, and more specific to this
project, having a ESP32 running on battery and using Wi-Fi for extended periods has a
significative impact on its battery duration. Some concerns could be raised regarding
privacy, but in the final system, the probes detected containing MAC address are not
being stored or used in conjunction with other information to identify a concrete
individual, therefore this problem is mitigated.

The Wireless Local Area Network (WLAN) technology is defined by the IEEE 802.11
family of specifications[45]. These specifications define the structure of the wireless
frames used for communication. The MAC Sublayer Frame Structure (Figure 19)
corresponds to the Physical Layer and Data Link Layer of the OSI model.3 different
Frame Types exist: Management, Data, and Control. A probe request is a subtype of a
Management Frame; thus, the objective is to capture these frames by setting the ESP32
in promiscuous mode. While in promiscuous mode the ESP32 accepts all the incoming
Wi-Fi signals, although only probe requests are of interest for this case.

Frame |Duration|Address |Address|Address Address
control /D 1 2 3 4

2 bytes 2 byte..s- o ~——1 _6 bytes 6 bytes |2bytes| 6bytes |0-2312| 4pytes
6 bytes e bytes

L e, B

o - < PR

Protocol To From | More Power| More
version Type [Subtype DS DS | Frag oy Mgmt | data WEP | Order
2 bits 2 bits 4 bits 1 bit 1 bit 1 bit 1 bit 1 bit 1 bit 1 bit 1 bit

IEEE 802.11 MAC Frame Structure

Figure 19 IEEE 802.11 MAC Frame Structure [46, p. 8]

The most important part of the MAC Frame Structure that is necessary to capture is the
Address 2 seen in Figure 19. This corresponds to the MAC address of the sender and
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thus a possible device. Smartphones employ MAC address randomization techniques in
order to preserve the privacy of its users and difficult their tracking[45]. In this project
the goal is to estimate the occupancy of a specific location, so being able to identify and
isolate an individual is not necessary, the important matter is to detect a device, although
a MAC randomization could influence this, because a device could emit two different
probes with two different MAC address that correspond to the same device.

Prior to Android 10, only when searching for networks would a mobile device randomize
its MAC address, from Android 10 onwards this is the default behavior, IOS 14 follows
a similar approach[47].

3.7.1 CHANNELS

A channel can be defined as a range of frequencies with a defined center frequency[48].
The IEEE 802.11 protocols defines up to 14 channels (Figure 20) in the 2.4Ghz frequency
roughly 20MHz apart from each other. To capture the request probes is necessary to listen
on these channels. Depending on the geographic location the number of channels used
differs. In the US, 11 channels are used (channels 12,13 and 14 are excluded) while in
Europe it is 13 (channel 14 excluded).

1 2 3 4 5 B T 8 9 10 1" 12 13 14 Channel
2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 2467 2472 2484 Center Frequency

n "I::-‘-:ZI;-::n::I::n-:I“ T '-I::--::I::-‘::I::'-zzI" S T'-[ -I'-{GHZ)

22 MHz
Figure 20 IEEE802.11 Available Wi-Fi Channels [49]

Miguel Ribeiro et al. [44] used several routers set in promiscuous mode, flashed with an
open-source firmware OpenWRT, to harness the probes emitted in different location
around Madeira island. The study ran from 2016 to 2020 and was observed that the
number of randomized MAC addresses has been on the rise.

3.7.2 SUMMARY

Taking into account these findings from previous studies, the algorithm proposed for
getting an estimation of the occupancy of a certain location, could feature filtering options
when processing the packages. This filtering options could provide a more accurate
estimation of the occupancy of a certain zone and could be tailored to different locations.
For instance, if in a certain location it is known in advance that a family of equipment
such laptops are constantly connected, a filter to ignore this family of MAC addresses
(manufacturer identifier) could be implemented. Or the reverse could be true, in a location
where everyone uses the same family of devices, filter the incoming probes to only
process those from that specific manufacturer. This way the number of occupants should
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be closer to the number of unique probes detected. These two examples are very specific
to these use cases, for a more general approach, the filtering options below are proposed.

Minimum and Maximum Number of Same Probe Occurrences: This value
can be set according to the sensor and its location. When processing the probes,
sender MAC addresses that do not appear a minimum period. In the articles cited
above its possible to see that the number of MAC randomization implemented by
companies is increasing, while some still use the default google implementation
resulting in the address (DA: A1:19) being one of the most common, as more
companies implement their own randomization techniques different addresses
appear more frequently. The recommended minimum number of probes
occurrences could be set to two or other value.

Minimum and Maximum RSSI: RSSI corresponds to the signal strength that
reaches a certain device. This in turn permits that some gross location discovery
to be implement as seen in [50],[51] usually the stronger the signal received, the
closer a certain device will be from its emitter, although due to interference, signal
refraction, or attenuation this might not always be the case.

Target Specific Channel: In this mode only the probes of one channel will be
captured ignoring all other channels, this might prove useful in certain
circumstances, such as when it is known in advance about the channel that is being
used in.

3.8 COMMUNICATION PROTOCOLS

Regarding IoT applications, the most known and discussed protocols are HTPP, MQTT
and CoAP. Although HTTP has become the standard regarding web communications, IoT
devices present new challenges such as constrained resources (i.e., battery operation),
limited bandwidth available, thus the need of having different protocols with different
characteristics.

3.8.1 HTTP

At the core of the World Wide Web (WWW) is the HTTP protocol, being used for over
30 years since its first use in 1989 and first documented version HTTP v0.9 in 1991. The
protocol creation is attributed to Tim Berners-Lee also the inventor of the World Wide
web, and his team at CERN.

3.8.1.1

HTTP MAIN ATRIBUTES:

Stateless: The Server does not keep any information about the client after the
response is send.

TCP connection: Before a client and a server can exchange HTTP
request/response pair, they must establish a TCP connection. For each HTTP
request/response made a new TCP connection is open. HTTP relies on TCP
rather than UDP, because the protocol requires a reliable way to send messages,
this is guaranteed by using a TCP connection, instead of UDP. Figure 21
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exemplifies the working principle of HTTP, where a client requests resources
(HTML) from a server that are then sent back to the client.

resources

<html>
<body>
Client </body>
</html>

request

PROGRAM

Figure 21 HTTP Functioning Mode [52]

3.8.2 COAP

The First Draft of the Constrained Application Protocol (COAP) was established in June
2014, by the IETF Constrained RESTFul Environments (Core). The main objective was
to provide a communication protocol for constrained devices in a HTTP-Like
request/response manner. CoAP has two basics layers the request-response layer as
happens with HTTP, (Figure 22) and the transactional layer, that handles single messages
exchanges between endpoints. CoAP also features a resource/observe model similar to
MQTT publish/subscribe model, where an observer subscribes to a certain variable and
is notified when changes occur. CoAP is connectionless, using UDP as a transport
protocol instead of TCP. As UDP is not reliable, CoAP implements its own confirmation
model.[53], [54]
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Figure 22 Coap [55]

3.8.3 MQTT

The MQTT protocol was invented in 1999 by Andy Stanford-Clark (IBM) and Arlen
Nipper (Arcom, now Cirrus Link). They needed a protocol for minimal battery loss and
minimal bandwidth to connect oil pipelines via satellite.[56]. MQTT follows a
Publish/Subscribe (Figure 23) model, where a client subscribes to one or more topics. A
publisher can also be a client. A Broker then handles and routes the messages accordingly.

Client C

subscribe "temperature”

Broker
subscribe "temperature”
Client A Cliemt B
" O

Figure 23 MQTT Conceptual Architecture [57]
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Nitin Naik [58] conducted a survey comparing the different protocols. For the most
important requirements for this project, power consumption, bandwidth use and security,
CoAP has the best theoretical performance amongst the different protocols, with MQTT
coming in second regarding these parameters. HT TP is not recommended by the study as
a protocol for the loT industry, what is excepted, given the high overhead of this protocol
which was not designed with IoT in mind. Another key element was standardization,
MQTT is the most used, and supported protocol in IoT, CoAP being third, being a much
more recent protocol might be one of the reasons for this. A summary of this study can
be seen on Table 3.

Another paper by Dinesh Thangavel et al. [54] proposes a common middleware that could
select between MQTT and CoAP depending on the network conditions. It was observed
that messages exchanged using MQTT experienced lower delays than CoAP when packet
loss was low, and higher delays when package loss was higher. CoAP also generates less
traffic than MQTT. These findings are in line with the findings in the study conducted by
Nitin Naik survey.

’ Criteria | MQTT ‘ CoAP ‘ AMQP ‘ HTTP ‘
1. Year 1999 2010 2003 1997
2. Architecture Client/Broker Client/Server or | Client/Broker or | Client/Server

Client/Broker Client/Server

Reject, Open, Close

3. Abstraction Publish/Subscribe Request/Response or | Publish/Subscribe or | Request/Response
Publish/Subscribe Request/Response

4. Header Size 2 Byte 4 Byte 8 Byte Undefined

5. Message Size  |Small and Undefined (up|Small and Undefined | Negotiable and Undefined |Large and Undefined
to 256 MB maximum | (normally small to fit in (depends on the
size) single IP datagram) web  server or  the

programming technology)

0. Semantics/ Connect, Disconnect, | Get, Post, Put, Delete Consume, Deliver, Pub-|Get, Post, Head, Put,

Methods Publish, Subscribe, lish, Get, Select, Ack,|Patch, Options, Connect,
Unsubscribe, Close Delete, Nack, Recover,|Delete

7. Cache and Proxy
Support

Partial

Yes

Yes

Yes

QoS 2 - Exactly once

Message (similar to At
least once)

to At least once)

8. Quality of QoS 0 - At most once|Confirmable Message | Settle Format (similar to|Limited (via Transport
Service (QoS)/ (Fire-and-Forget), (similar to At most once)| At most once) or Protocol - TCP)
Reliability QoS 1 - At least once, |or Non-confirmable | Unsettle Format (similar

9. Standards

OASIS, Eclipse Founda-
tions

IETE, Eclipse Foundation

OASIS, ISO/IEC

IETF and W3C

10. Transport TCP (MQTT-SN can use | UDP, SCTP TCP, SCTP TCP
Protocol UDP)
11. Security TLS/SSL DTLS, IPSec TLS/SSL, IPSec, SASL | TLS/SSL

12. Default Port

1883/ 8883 (TLS/SSL)

5683 (UDP Port)/ 5684
(DLTS)

5671 (TLS/SSL), 5672

807 443 (TLS/SSL)

InduSoft, Fiorano

13. Encoding Binary Binary Binary Text
Format
14. Licensing Open Source Open Source Open Source Free
Model
15. Organisational | IBM, Facebook, | Large Web Community | Microsoft , JP Morgan, |Global Web Protocol
Support Eurotech, Cisco, Red|Support, Cisco, Contiki,|Bank of America, Bar-|Standard
Hat, Software AG, Tibco, | Erika, IoTivity clays, Goldman Sachs,
ITSO, M2Mi, Amazon Credit Suisse
Web  Services (AWS),

Table 3 Comparrison of the Different IoT protocols[58]
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While CoAP appears to be a very good candidate for IoT applications and for this project,
there are still some drawbacks that push the decision to MQTT protocol. CoAP being a
newer protocol, still lacks support and documentation when compared to MQTT. For the
ESP32 several examples of an MQTT client implementation are available whether in the
ESP-IDF SDK, or in the form of Arduino Libraries. As MQTT is a tried and tested
solution and being the most used IoT communication protocol, it was chosen for this
project.

3.9 WEB-TECHNOLOGIES AND PERSISTANCE

In the previous sections, hardware and lower-level details were reviewed as
communication protocols. Moving now to a higher abstraction level, the relevant Web
Technologies for implementing this part of the system are presented.

One of the main criteria for choosing some of the technologies presented in this section,
were the author’s, previous experience with them, so while other approaches could be
possible, they would probably result in an extended development process.

3.9.1 BACK-END

Mosquitto MQTT does not possess a persistence mechanism, so it is necessary to develop
a way to persist the data collected into a database. While some commercial applications
such as HiveM(q[59] do have mechanisms that ensure the persistence of the messages
posted, such methods are limited. In order to process the incoming MQTT messages and
store them, it is necessary to have an intermediate layer, this middleware or back-end
layer, could be developed using several different programming languages and
Frameworks such as Laravel (PHP), Spring (Java), Express (Node.js) .ASP.NET (c#) or
even Django(Python) which is gaining ever-increasing momentum, fueled by Data
Mining and Al research and development, that heavily use Python. Due to the author’s
familiarity with Java and JavaScript especially Spring and the Express framework
respectively, only these two approaches were considered. The chosen language ended up
being Javascript, with the run-time environment being Node.js with Express framework.
Node.js was chosen because of its rapid development time when compared to other back-
end languages such as Java. For use cases that rely heavily in I/O tasks, Node.js non-
blocking single threaded nature is an advantage, both in request received and processed,
as in development simplicity when opposed to language where is necessary to the
programmer to deal directly with thread creation and management. Another factor is that
JSON is the “de facto” standard, as a data interchange format, and supported natively in
JavaScript. All these aspects make it the most suitable choice for this use case. Naturally,
this project is not of commercial intent and is not expected to have millions of users where
these considerations would have a practical effect, thus given identical practical
outcomes, the familiarity of the software developer with the tools, should be one of the
main criteria.
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3.9.1.1 NODE.JS

Node.js is an asynchronous event-driven JavaScript runtime. It was originally developed
by Ryan Dahl and runs on Google V8 engine (C++). When node.js first appeared, its main
objective was to increase the number of concurrent access a typical HTTP server could
handle. This was achieved using a non-blocking I/O approach where an event loop
handles (Figure 24) the incoming requests using a single thread, in a non-synchronous
way. Although node.js is referred as asynchronous and single threaded, in reality the V8
engine is multithreaded and synchronous but these details are abstracted from the
developer using Node.js. Another big plus of Node.js is that it brings JavaScript which
was typically a client-side language to the back end making it easier for front end
developers to transition to back-end. Node.js uses npm, (node package manager) as its
package manager, giving developers the possibility to add external libraries to the system.

Node.js Server

ﬂent Queue Thread Pool\

- Event Loop - \\
- - \ Database
Requests - l ‘ - | File System
V - Networks
Others

T |

\\ Operation Completed /

Figure 24 Node.js Event Loop [60]

3.9.2 PERSISTANCE

Traditionally, relational databases have been the go-to solution for storing data.
Relational databases store the data in a structured way with different relations being
established between tables. In recent years non-relational Databases, NoSQL have been
on the rise, this is part due to Big Data, as relation databased are pushed to save more
data, thus increasing the necessity for the host machine for more RAM or Disk Space
which eventually reaches a limit. The alternative is to distribute the load across several
machines. While this might at first glance, seem an unproblematic solution, relational
databases were not designed to be easily distributed. Joins and transactions are at a
premium in distributed environments with Terabytes or Petabytes of data and millions of
users. While the reduced data duplication was an important feature in the dawn of modern
development, as the cost per MB of storage decreases, this feature becomes of less
importance, the focus becomes on scalability. NoSQL attends to this limitation by using
a new way of storing data in a folder like way. For the necessities of this project, there is
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no clear answer, again, this project is not supposed to scale to the point where the
differences between the two storage types would matter, although, it is true, that [oT
projects are referenced heavily in the literature as a common example of applicability of
NoSQL solutions, but usually in the context of millions of devices. Another less known
type of database, but sometimes suggested for IoT systems, is a time-based storage
system, a Time Series database TSDB. As the name suggests, data is stored as a series of
time-value pairs.

Database Advantages Disadvantages Most known
Type DBMS

Relational Database Tried and tested Scalability PostgreSQL.
technologies. issues. MySQL.
Several DBMS  Structured data 5., 1o
available. emphasizes
ACID. necessity to have

well defined data
models.
More  complex
compared to
NoSql.
Better For smaller MongoDb
Scalability. database
JSON Like performance is
Structure inferior to
' relational
databases.
Possible Data
Duplication.

Time Series Excellent when Still  relatively InFluxDb.
dealing  with new in the market .. g . 1eDB.
values that when compared
always need to to more
have an traditional Db
associated types.

timestamp

Table 4 Database Types Comparison

After pondering and comparing (Table 4) the different Db types, a SQL relational
database was chosen. PostgreSQL is an open source RDMS, pgAdmin provides an Ul to
interact with the database schema more easily. PostgreSQL could also support Time
Series database types by using an PostgreSQL extension called TimeScaleDb.[61], this
was one of the reasons, for choosing this database, a potential switch to this type of
format, for some part of the system could be feasible in the future, while still maintaining
a structured format.
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3.9.3 PRESENTATION

Currently the three main front-end frameworks or libraries are Angular, React and Vue.
Angular is the oldest of the three and was developed by Google, has been on the market
since 2010. React is a library developed by Facebook and was initially released in 2013.
Vue is the most recent of the three and was initially released in 2014. It was developed
by an Ex-google employee Evan You [62].

For the presentation layer of this system, Angular was chosen due to its very good
documentation, extensive support, and the author’s limited previous experience with the
framework. Although being the most complete framework of the three (React is an Ui
Library), thus being favored for enterprise development, the learning curve can be steeper
when compared to the other two.

The first version of Angular named AngularJs was released in 2010, it used JavaScript as
its programming language, and was intended as a framework to develop single page
applications where the content of the page is dynamically changed. With the release of
Angular2 a switch to Typescript was made from this version onwards Angular was simply
referred as Angular. Typescript is a superset of JavaScript. In Angular the code written in
Typescript is translated to JavaScript. Typescript possesses some functionalities that were
lacking in JavaScript. An implementation of OOP closer to other languages such as Java
or C#, instead of the object-based prototype version of JavaScript released with ES6.
Another difference is the addition of types, hence the name Typescript. A variable might
have a type such as a String, or Number, some additional features such as Class decorators
that permit to modify a class’s behavior are amongst the features provided by Angular.
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4 IMPLEMENTATION

After an analysis of the relevant technologies necessary for this project in the previous
chapter, the implementation begins. This chapter is divided into three main sections, one
regarding the development of the SensingBox, one for the back-end system and
persistence layer, and finally the data presentation. Key concepts of the ESP-IDF and
FreeRTOS are also presented, to provide a better understanding of the conduced
development. All the development code will be made available in a public repository on
GitHub. These repositories can be found at:

1. SensingBox ESP32 Software: https://github.com/LeoCf/SensingBox ESP32
2. SensingBox Back-End: https://github.com/LeoCf/SensingBox_Node_server
3. SensingBox Angular Front-End: https://github.com/LeoCt/SensingBox _Angular

The current website of the project can be found in the following link:
https://umasense.live/pt/home

4.1 ANALYSIS AND REQUIREMENTS

In this section, an analysis of the project is made, regarding the different considerations
and aspects of the development process. The functional and non-functional requirements
are defined, and a high-level view of the system is presented. (Figure 25)

Requirements gathering and analysis are an integral part of any software or system
development. They can be divided in two categories such as Functional Requirements,
what the system should do, and Non-Functional Requirements that describe not what the
system will do, but how the system will do.

Occasionally, functional requirements when part of a Software Requirements
Specification document (SRS), have a must/want column that has the priority of such
requirements, or/and have additional columns where comments can be made. In real life
project where multiple developers and teams are present, this makes some sense since it
helps to prioritize the different requirements. Some research also encourages this
approach.[63], [64] In this case and since this project implementation is not made by a
large team, the functional requirements here defined will have no implicit priority
assigned to them. Table 5 list the functional requirements for the project, with Table 6
accounting for the non-functional requirements.
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Functional Requirements
The system devices must be able to collect temperature, humidity, and sound level from

different locations.

The system must estimate the occupancy of different locations using Wi-Fi probe request
capture.

The system must save the collected data from RFO01 and save the estimation from RF02.

The system must provide a way to visualize the data specified by RF0O1 and RF02.

1182058 The system must be able to manage sensor’s locations (associate device to locations).

The system must permit it’s connected devices to have their configurations changed
remotely.

The system’s connected devices must be able to send data using a Wi-Fi residential
network, or Enterprise Network.

The system should have fail-safe mechanism in case of network instability, ensuring the
captured data is not lost due to disconnections.

Table 5 Functional Requirements

%

The data gathering portion of the project should be decoupled and reusable in a different
context.

The system should not be tied to a specific infrastructure.

The system should provide a clear separation of concerns between presentation, and
business logic.

The system should provide external API enabling the collected data to be used by other
systems.

The System Presentation Layer should be adaptable to different devices (Responsive).

RFO05 and RF06 functionalities should be limited to authenticated users.

Table 6 Non Functional Requirements
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4.2 SYSTEM HIGH LEVEL VIEW
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Figure 25 High Level View of The System

The system can be decomposed in two parts, one related to the sensor data gathering
portion and other to the presentation and processing the data collected. The first part
comprises the sensing boxes the MQTT broker, server, and database. The other part is
concerned with the application itself and presentation of the data collected and is
composed by a backend application and a frontend web server. A reverse proxy is used.
This is a common practice in Web development, a reverse proxy provides a single external
interface for its clients. While the incoming traffic has a single entrance point and looks
the same from an external perspective, the proxy can route the traffic to the different
servers depending on what type of requests are being made. Scaling is another issue that
modern applications face. Typically a server might receive more request than it can
handle, thus more servers are required, or more computational power is needed, the first
approach is called horizontal scaling the second approach vertical scaling. To distribute
the request amongst multiple servers, a reverse proxy can also work as a load balancer
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distributing the request throughout the server’s instances. Sometimes, one is more
beneficial than other. For example, given the single threaded nature of Node.js vertical
scaling is not as beneficial as horizontal scaling, although a combination of the two can
be applied, in most cases, cost is the driving factor of such decision.

In this project, typically the expected incoming traffic load, is not large enough to warrant
the use of load balancing capabilities, thus this functionality will not be present. Reverse
proxy can also add additional features such as caching mechanism, and request
authentication.

4.3 SENSINGBOX

The core or usual functionality of the sensing Box can be seen as a sequence of steps, and
3 major states: Data Gathering, Data Publishing, and System Sleep. (7) In these 3 states,
its necessary to account for other actions that can happen occasionally, such as receiving
configurations, configuring the SensingBox for its first use, dealing with Wi-Fi
disconnections, or resetting the SensingBox to its original state.

In this section the SensingBox circuit and development is explored with emphasis in the
functionalities developed and their implementation that support these 3 states and fulfill
the system requirements. The circuit and its components are presented in section 4.3.1,
and from sections 4.4.2 onwards until 4.5, the development of the different functionalities
is described.

4.3.1 SENSINGBOX CIRCUIT

The SensingBox is protected by a cardboard box Figure 27 , using a cardboard the
attenuation of incoming or outgoing signals is negligible. All the used sensors are placed
in a 400-point breadboard. Figure 26 exhibits the inside view of the circuit, and the
identified components are the following:

Liitokala 3500 mAh Lithium-Ion Battery
DHT11 sensor

MAX4466 Sound sensor

10uf Capacitor

LolinD32 board with ESP32-WROOM
System Status LED

System Switch

NN AL =
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Figure 26 SensingBox circuit inside view

Figure 27 SensingBox external view
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The cost for 8 SensingBox was 137,17€ this equates to about 17€ per box,
coincidentally this is also the advertised price for the Arduino Nano 33 BLE[65]. Table
7 shows the price per component including shipping cost, most of the components were
imported from China.

Quantity Price per Unit  Shipping Total Price
© Cost (€) ©

LOLIN D32 8 5,56 4,24 48,72
board

DHT11 8 0,56 0 4,48

MAX4466 8 2,95 2,75 26,35
Sound Sensor
3 (40 pack) 476 0 1428

Liitokala Lit- 3,23 4,10 29,94
Ton Batter

Battery Holder 0,55 0 4.4
1 Cell
20(1Pack) 9 0 9

137,17€

Table 7 Circuit cost per component

4.3.2 SENSINGBOX DEVELOPMENT

In order to begin development in the ESP32, it is necessary to install the ESP IDF-Tools
following the guide provided by Espressif [66], the development environment chosen was
Eclipse with the IDF plugin [67]. For debugging a JTAG board was connect to the ESP32
this provides a way to use the OpenOCD on chip debugger of the microcontroller.[68]

make / Eclipse

Application

3
UPLOAD |2

Figure 28 ESP-IDF Build Process
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4.3.3 IDF COMPONENTS

ESP-IDF defines the concept of components (Figure 29), components can be seen as a
sort of libraries with associated MakeFiles that establish the dependencies between
components. A Kconfig file can also be present, this provides the possibility of
configuring the components, and inputting such configuration when building the
project. Another advantage of using component is increasing system modularity, a
component declares in the CmakeList, what other components it needs to have as its
dependencies.

P
Connect and Innovate
e Y Component Structure
Component - Component [ Component
| include/ ‘ Third-party Custom
A library directory
Source fi Ies | — structure
‘ .C, .cpp, .S | ‘ Platform layer ’
‘ ‘ CMakelists.txt ‘ ’ CMakelists.txt ’ ’ CMakel.ists.txt
Kconﬂg ‘ Kconf‘ g ‘ Kconfig |
Typical Wrapper Fully custom
component component component

Espressif Systems EclipseCon Europe 2019

Figure 29 ESP-IDF typical configuration [69]

The Project is structured using components, each component can be configurable if
necessary, using the Kconfiglib. For each necessary component a folder is created
(Figure 30) with the CMakeList.txt designating the list of dependencies necessary for
that component and a Kconfig file specifying the component configuration menu.

~ & idfesp32 (in idfSensingBox) [idfSensingBox
& build
5 CMakeFiles
~ & components
& adc_reading
&5 JJSON
& configuration_handler
& file_handler
v & input_data_handler
4 CMakelists.txt
5 input_data_handler.c
5 input_data_handler.h
&5 max4466
& mqtt_handler
& nvs_utils
i persistance
& provisioning
& system_configuration
& system_event_handler
& utils
& wifi_handler
~ & main
% CMakelists.txt
% Kconfig.old.projbuild
& Kconfig.projbuild
# main.c
& CMakelists.txt
% esp32_partitions.csv

Figure 30 Project Structure
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4.3.4 FREERTOS KEY CONCEPTS

Before going into more details about the implementation is important to refer some key
aspect about FreeRTOS, the underlying kernel used by ESP-IDF, here the main
concepts used throughout the project are explained. A more comprehensive explanation
of these and other topics can be found in the book Mastering the FreeRTOS Real Time
Kernel a Hands on Tutorial Guide, the FreeRTOS website[26], and the ESP-IDF
Documentation, all of which were heavily consulted during the development stage of
this project. The Espressif Forum[70] is also a very good source of information
provided by the community.

4.3.4.1 TASKS

A FreeRTOS task is a sequence of instruction or “program’ that can be executed
independently from the rest of the system. Each FreeRTOS task has its own stack space.
Tasks have priorities assigned to them. Based on the priority, the FreeRTOS scheduler
chooses from the list of tasks available to run, a task to run. Figure 31 shows the 4 states
that tasks can have.

/ N
[ Not Running

(super state) -
;/ N
1 Suspended }-1\
\ /

vTaskSuspend()
called

vTaskSuspend()
called

vTaskResume()
called

VTasksuspend) Ve Blocking API
called function called
N 7
‘
 Blocked P/
\ /
\ Y J
" S y

Figure 31 FreeRtos Task states

A task function should be implemented using an infinite loop and should never return.
The most important commands used in a task implementation are the following:

o xTaskCreate() — Task Creation.

o xTaskDelay() — Time delay until a task is able to continue its execution.
e xTaskDelete() — Deletes the task.

o xTaskSuspend() — Sets the task in the Suspended State.

Figure 32 Task Creation Example
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4.3.4.2 SYNCRONIZATION METHODS:

When developing a multithreaded system, task synchronization is a key aspect, it is
necessary to assure that tasks do not access the same memory space (a global variable for
example) at the same time (Critical Section), or that deadlock situations arise, from two
or more concurrent threads blocking each other. These problems are solved by employing
synchronization techniques, using mutexes or semaphores. While FreeRTOS supports
both methods, it also builds upon them, offering more advanced synchronization features
such as Event Groups and Task Notifications, which were used in this project. By using
the FreeRTOS API to implement these functionalities, the development process is
shortened and made clearer.

4.3.4.3 EVENT GROUPS:

e Event Groups provide the possibility for tasks to wait in the blocked state until an
event or combination of events occurs.

e Event Groups unblock all the tasks that were waiting for the same event, or
combination of events, when the event occurs.

e Event Groups can reduce RAM usage, by substituting several binary semaphores.

Figure 33 exhibits the working principle of event groups. A variable handle EventBits t
will hold the Event Register that contais the bits that can be set(1) or reset(0), when an
event occurs in another set of tasks or interrupt. A bit or several from the Event Register
is then set, or reset. The Task that was waiting for this event or combination of events can
then leave the blocked state. It is possible to provide a timeout, a time for which the
blocked task will wait for the combination of events, or no timeout, this means that if a
certain event does not occur the task will be perpetually in the blocked state, or if a timeout
is set, the task will be able to run after the timeout time even if no event has occurred.

Setting Events

| l Tasks ‘ l ISRs

Events

8, 16, or 32 bit Event Register
s ofo[1][o]ofo[ofo]ofo]ofo[1][0]0]0]

Conditional Checking Events
Checks: e NoWait g
<OR /AND> . Wait

* Wait with timeout

timeout

Figure 33 Event Group Functionality [71]
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4.3.4.4 TASK NOTIFICATION:

As the name indicates, a task notification sends a notification to another task. The
receiving task can be in a blocked state waiting for a notification, it is also possible to
send other arguments along with the notification. The Task Notification API from
FreeRTOS can use task notification as a substitute for several synchronization methods,
such as: a binary semaphore, a counting semaphore, an event group and even in certain
situations, a queue.

Task A

l Task Notification Register |

xTaskNotificy(Task A)

| Task B J

Figure 34 Task Notification Representation

4.3.5 SENSING BOX COMPONENT VIEW

The SensingBox software is divided into multiple components. Developing the system
this way ensures loose coupling and increases component reutilization in other projects.
Each component has its own set of responsibilities. The component developed are the
following:

e Wi-Fi Handler: Responsible for Wi-Fi initialization and its associated working
modes as Wi-Fi events such as disconnects.

e MOQTT Handler: Handles publishing and receiving data from the MQTT
broker.

e Input Data Handler: Handles incoming data, in this case from the MQTT
handler, if other communication protocol was used, the workflow would be the
same.

e Configuration Handler: Handles configuration related events, such as getting
configuration from memory or saving new configuration.

e Output Data Handler: Handles response messages previous received from the
Input Data Handler

e Persistence Handler: Responsible for sending data to the appropriate memory
handler, NVS or SPIFFS.

e NVS Handler: Saving and recovering data from the NSV memory.

e SPIFFS: Writing or Reading from the SPIFFS File System
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e Data Collection: General Component with each sensor data implementation.

e Provision Handler: Initially developed to support device provisioning using
Bluetooth or Wi-Fi, currently not active, could potentially be a feature in the

SensingBox g
System
&l g &l gl —
Provisioning Handler WiFi Handler MQTT Handler Input Data Handler
© —-y O
T Receive d
Message
wif
ssssssssss
Mode Configuration
T Received
Publish
Data gl save
3:, Collected Configuration Handler Configuration p
Peors © ®) Q
e
Send
Data Collection Config
Responee £] g]
Nvs Handler SPIFFS
£) O] £]
Noise 2. Lumin
Output Data Handler

Figure 35 SensingBox Component View

4.3.6 TIME SYNCRONIZAITON

Keeping track of time is often a concern of a multitude of projects, especially in
embedded development. SNTP is usually the default protocol chosen for this task, it
permits the synchronization of the internal clock of the device with the time sent from
an NTP server. Following a client/server structure, an UDP request is sent from the
client to the server, the server then responds with the current time. (Figure 36)

NTP
Server

9

SensingBox

Figure 36 NTP Example

In this project time synchronization is not the most important requirement for the
SensingBox, since the time of a data reading could be set, albeit with some delay on the
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server, as soon as the server receives the data from the SensingBox. In projects where
time synchronization is needed amongst different devices, or time is critical for the
execution of the program, time synchronization gains and increased importance for
these use cases. Espressif provides APIs to handle this case, that permit amongst other
things, set the time for which the internal clock should synchronize with the server, i.e.,
what is the pool interval from the NTP server and how should the internal clock be
updated, should it be set immediately set to the time received, or update time smoothly
by gradually reducing time error. Here, the time is set immediately as it is received.

4.3.7 DATA GATHERING.

Each sensor has its own FreeRTOS task, in this implementation there are 3 tasks that
belong to the data gathering function:

e Dht Sensor Task: Collecting Temperature and Humidity using DHT11 sensor.
e Sound Sensor Task: Estimating Noise Level using max4466 microphone.
e People Counter Task: Estimate Number of People using Wi-Fi probe capturing.

All the sensor use the same type of data structure for saving their data (Figure 37), this
eases the process of sending the data to the server and possibly extending the system to
support additional sensors. cJSON is used as the underlying data structure. All tasks must
ensure that their cJSON structure contains the SensorName key with the name of the
sensor, this is necessary to identify the topic of the message to be published. Figure 37
exhibits an example of the format implement on the data gathering tasks.

{"DeviceName":"SensingBox",
"SensorName": "DHT",
"Metric":"Temperature",

"Unit": "Celsius",
"TimeStamp": "",
"Data":[]}

Figure 37 Example of data gathering Format

The system uses a timer to dictate the general flow of the data gathering tasks. This
timer is started immediately before the data gathering threads are created. These data
gathering tasks check the timer when entering their loop. If the set time has been
reached, the task will set its event group bit and enter the suspended state. While an
interrupt-based approach could be more appropriate if time was a critical constraint for
the project, this implementation trades precision for simplicity. For example, if the
DHT11 reading task runs for a second more than it should, it is not critical.
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4.3.7.1 TEMPERATURE AND HUMIDITY

The reading of temperature and humidity is straightforward. The only thing to have in
consideration is the 1Hz sampling rate of the DHT11, for this reason is advisable to set
the vTaskDelay() to at least a second.

Current-temperatare 19,_and humidity74

Figure 38 Temperature and Humidity Testing

To create a thread, xTaskCreate must be called and passed the task function (Figure 39),
the name associated to the task, the stack size to be assigned to that task, additional
parameters to pass to the task, the task priority, and an optional pointer to hold the task
reference. Figure 39 depicts the creation of the sensor task. The sensor name dht sensor
is passed to the task, as the name of the function, then the minimum stack size defined in
FreeRTOS multiplied by 3 to allocate enough stack size. For this task no additional
argument is passed to the task, so is set to null, the priority is set to two which is the same
for other sensor task, and finally since there is no need to hold a reference to this task so
a null value is set.

xTaskCreate(dht_sensor, "dht_sensor", configMINIMAL_STACK_SIZE * 3, NULL, 2,
NULL);

Figure 39 Dht sensor task creation

4.3.7.2 NOISE LEVEL

To this implementation is necessary to use another communication protocol, the I2S.1t is
necessary to gather the samples from the ADC(24). To collect the data samples provided
by the ADC, the CPU would have to be constantly pooling the ADC to get new samples,
this could interfere with other tasks in the system or samples could be lost.

The IS2 protocol solves this, having DMA access to the SRAM of the ESP32. This way
it is possible to save all the values sampled by the ADC in a buffer without using the
CPU. The system follows and approach of storing 5 seconds of sound before processing.
This value remains constant unless a smaller value is provided for the sound gathering
time. For values that exceed this one, for example, if a 60 second interval is chosen, the
system will process the sound collected every 2 seconds and average the result of all
measurements, for 60 seconds this would mean the average of 30 sound intervals. Figure
40 shows the I2S configuration. The most important thing to notice is that the
128 MODE ADC BUILT IN must be active, the sample rate chosen was 2500, with 16
bits per sampling. Although it is not stated in the IDF-ESP documentation, the
dma_bug len is not measured in bytes, but in samples so the internal DMA buffer will
hold 1024 samples. So for two seconds of sound collection almost 5 buffers of 1024
sample size would be necessary (1024 is the maximum allowed size). The dma_buf count
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was defined two 8 this way, when the task is reading from the DMA buffer, the ADC can
continue to write to the other buffers that are not being read at the current moment.

1 i2s_config t i2s_config =

2 { .mode = I2S MODE_MASTER | I2S MODE RX | I2S_MODE_ADC BUILT IN,
3 .sample_rate = 2500,

4 .bits_per_sample = I2S BITS PER _SAMPLE 16BIT,
5 .communication_format =

6 I2S COMM_FORMAT _STAND I2S,

7 .channel_format = I2S CHANNEL_FMT_RIGHT LEFT,
8 .intr_alloc_flags = o,

9 .dma_buf_count = 8,

10 .dma_buf_len = 1024,

11 .use_apll =0,

12 ¥

Figure 40 12S Configuration Setting

To calculate the amount of memory necessary to allocate and save the data, the formula
is the following:

SiZepytes = (buffersize * bitSsampie * number of buffers)/8

uintl6_t *i2sReadBuffer = (uint16_t*) calloc((DMA_BUFF_SIZE_SAMPLE *
sizeof(uint16_t)*DMA_NUM_BUFF), sizeof(uint16_t));
ESP_ERROR_CHECK(i2s_adc_disable(/2S_NUM_0));
ESP_ERROR_CHECK(i2s_read(/2S_NUM_0, (void*)i2sReadBuffer,
(DMA_BUFF_SIZE_SAMPLE *  sizeof(uint16_t))*DMA_NUM_BUFF,
&i2s_bytes_write,portMAX_DELAY));

Uk, WN -

Figure 41 Memory Allocation and Reading from 12S DMA

Figure 41 display the allocation of memory according to the previous formula. At line 1
the memory buffer is allocated with a size of 16 bits for each DMA sample, and number
of buffers. The DB level obtained by the SensingBox was compared to a decibel meter
App installed on a smartphone and to a decibel meter acquired to the effect. While none
of these two devices is certified for calibration purposed, the sound level detected was
similar on all three.

Pb level 26

Figure 42 DB level testing
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4.3.7.3 CAPTURING PROBE REQUESTS

To capture the necessary probe requests identified on the previous chapter, is necessary
to set the ESP32 in Promiscuous mode. The data structures to receive the incoming
packages are already defined but is necessary to provide additional functionalities on how
to handle the packages and process them.

The first step is to define a callback function (Figure 43) that will be triggered when a
probe is received, the objective here is to have a function that simply captures the
packages and sends them to another task, using a Queue, so they can be further processed.
The reason for this approach is because, having the callback spend too much time on
processing will limit the number of probes that can be captured by the system, in addition
to this, an IRAM _ATTR annotation is added in front of the functions, this will guarantee
that this part of the code executable is stored in RAM, instead of flash, thus sacrificing
RAM but guaranteeing a constant and faster execution time. In the ESP32 the RAM
access speed is significantly faster than Flash, as with most systems.

void IRAM_ATTR promiscuous_packet_handler(void *promiscuous_buffer,
wifi_promiscuous_pkt type t type)
{

static int debugCounterSent = 0;
BaseType_t promiscuous_queue = 9;

const wifi_promiscuous_pkt_t *promiscuous_package =
(wifi_promiscuous_pkt t*) promiscuous_buffer;

const wifi ieee80211 mac_hdr_t *ipkt = (wifi_ieee80211 mac_hdr_t*)
promiscuous_package->payload;

int sub_type = ntohs(ipkt->frame_ctrl);

if ((sub_type & OxFF0O0) == 0x4000)

promiscuous_queue =
xQueueSendToBack (packageCapturedQueue_wifi_handle, (void*
)&romiscuous_buffer, 0);

debugCounterSent++;
if (promiscuous_queue != 0)
{
ESP_LOGI(WIFI_TAG, "Package captured and sent to queue");
}
else
{
ESP_LOGI(WIFI_TAG, "Queue is Full!");
}

Figure 43 Probe Capture Function

One problem found with the implementation of the probe capturing feature was that the
promiscuous callback function is faster that the probe processing task. To compensate for

51



this, it is necessary that even after the time set for the promiscuous, has been reached, to
check if the queue has still packages waiting to be processed (Figure 44).

if (endTime &&uxQueueMessagesWaiting(packageCapturedQueue) == 0)

Figure 44 Check If there are packages still waiting to be processed

In Figure 45 the package captured test can be seen, where the first 3 captured MAC
address correspond to randomized MAC-addresses, this happen because the smartphone
still has not been connected to a network, after being connect the true MAC-address is
revealed.

:-92, mac_sender: :e7:75:79:99,mac_rec: f£F:fE:FF:FF: FF:FF
:-43, mac_sender: :e7:75:79:99,mac_rec: fE:fE:FF.FF: FF:FF
:-44, mac_sender: :e7:75:79:99,mac_rec: fE:fE:FF.fF: fF:FF

:-67, mac_sender: :53:a3:cd:fc;mac rec: fF:ff:FF-FF:FF:FF
:-67, mac_sender: s53:a3:cd:=fc mac rec: £ f£f: FEFERTF:Ff

Figure 45 IDF-console log with captured MAC address with First 2 Octets obscured

After being captured, the probes are sent in groups of 50 to the server (Figure 46). A
Boolean flag is sent along the data packages indicating if still more packages groups are
pending.

sensingBoxGene

sensor_name: 'Occupation’

Figure 46 Probes Request sent to the server

4.3.8 MQTT-EVENTS

For the MQTT client implementation, the ESP-IDF MQTT client was used. This client
follows an event-based approach where publishing or receiving events are sent to an event
handler. The ESP-IDF provides the event loop library, this event library facilitates the
development of event driven systems in a decoupled manner. Components can declare
events for which other components register handlers, when a certain event occurs in one
component a handler in another component can be triggered and process that event. This
is what occurs with the ESP’S implementation of the MQTT client. External component
can emit MQTT events that are handled by the MQTT event handler and are then
published.

4.3.9 PUBLISHING QUEUE

The publishing of the sensor data collected follows a producer/consumer approach using
a FreeRTOS queue. In this approach a set of producers, in this case a set of tasks sends
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the data to a queue, this queue can contain a determined number of items. Figure 47
exemplifies the implemented behavior.

A producer reads the data from the Queue, in this case the MQTT Publishing Task and
publishes the collected data to the MQTT broker. This queue mechanism was
implemented using FreeRTOS queue API where the underling synchronization amongst
producers and consumers is already implemented, so there is no need to employ mutexes
when a task gets a hold of the queue. What is left for the programmer to define is the time
the consumer/producer task should wait for data to arrive or space be made available if
the queue is empty, or full respectively.

Dhit Sensor Task

Send to Read

izue Buffer From
Sound Sensor Task ] Quene o Quene
*Pointer N
¥ to Cjzon 2 Poimter ————————® MQTT Pubhshing Task
Stmct

People Counter Task

Figure 47 Publishing Queue FreeRtos

Figure 48 shows the MQTT publishing implementation. This task will only run after all
the data gathering tasks have finished their data collection time, and after a successful
connection to the MQTT Broker has been established, this corresponds to line 397 to
Line 400 of the code.

At line 410 xQueueReceive tries to get data from the queue. If data is present, success
flag will be returned. After this step on line 412 the sensor name is retrieved from the
cJSON structure. The publishing topic is built based on the SensingBox name and the
sensor name, on line 415 the data is published by the MQTT IDF client implementation.
At line 419, after all the data has been published SYNC GROUP_SLEEP BIT is
enabled, this signals the task handling the sleep cycles of the SensingBox to initiate the
shutdown procedures preparing the SensingBox to enter sleep mode, thus a gathering
cycle has been completed.
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392 Publish Task,
393 Fetches sensor data from the Queue and publish to apropriate topic
394 */

395-void mqttPublish(void *pvParamters) {

396

397 EventBits_t xEventGroupValue; //Event Group Handle

398 const EventBits_t xBitsToWaitFor = ( PEOPLE_COUNTER_EVENT_GROUP_BIT

399 | SOUND_SENSOR_TASK_EVENT_BIT | DHT_SENSOR_TASK_EVENT BIT

400 | MQTT_START_FLAG);

101 BaseType_t sensorQueueStatus; //Sensor Queue Handle

402 cJSON *sensorDataToPublish;

403 char *dataToPublish;

404 char topic[128];

405 char *sensorName;

406

107 fors (;35) {

408 XEventGroupValue = xEventGroupWaitBits(sensorSyncEventGroup,xBitsToWaitFor,pdFALSE, pdTRUE, portMAX_DELAY);
4109 mgttStartStruct *myStruct = (mgttStartStruct*) pvParamters;

410 sensorQueueStatus = xQueueReceive(sensorDataQueue,&(sensorDataToPublish), publishQueueFetchTime);
411 if (sensorQueueStatus == pdPASS) {

412 sensorName = cJSON_GetStringValue(cJSON_GetObjectItem(sensorDataToPublish, SENSOR_NAME_KEY));
413 sprintf(topic, "%s%s\/%s", BOXNAME, sensorName,"reading");

414 dataToPublish = ¢JSON_Print(sensorDataToPublish);//debug

415 esp_mqtt_client_publish(mqtt_client, topic, dataToPublish,strlen(dataToPublish), 1, @);

416 cJSON_Delete(sensorDataToPublish);

417 } else {

418 ESP_LOGI (QUEUETAG, "QUEUE IS EMPTY ALL DATA SENT CURRENT WAIT TIME: %d",publishQueueFetchTime);
419 xEventGroupSetBits(sensorSyncEventGroup,

420 SYNC_GROUP_SLEEP_BIT);

421 }

422 }

423 vTaskDelete(NULL);

424 }

Figure 48 FreeRtos Publishing Queue

4.3.10SYSTEM SLEEP TASK.

To save energy, the ESP32 provides two main sleeping modes. Light Sleep and Deep
Sleep. In light sleep most of the RAM, digital peripherals and CPU are clock gated. Clock
Gating is a technique to dynamically reduce the power consumption of a device by
disabling part of the circuitry so that the Flip Flops in them do not switch state. Another
sleep mode is Modem Mode, similar to Light Sleep. In this mode the system can maintain
a Wi-Fi connection at the expense of an increased power consumption. In Deep Sleep
most of the system is turned off with the exception off ULP processor and the RTC and
RTC peripherals, this makes it the most power saving mode, and the mode used in this
implementation. The sleep cycle task will run after all the data has been published to the
MQTT broker, it is a recommended practice to turn off the Wi-Fi functionalities before
sleeping, also some event handlers are disabled.

4.3.11 WIRELESS FAULT RECOVERY MECHANISM.

Wireless connections are inherently less stable and more prone do disconnects that a
physical connection, several factors such as interference from other signals, or the
presence of walls or other obstacles account for this. Due to this it is necessary to have a
mechanism that can compensate for a faulty connection, or loss of signal. The used
mechanism for connection to Wi-Fi and sending data, uses a timer which can be defined
by the user, if this timer is reached and internet connection is not establish the system will
retry to reconnect to the network, if the reconnection fails, then it is necessary to save the
data collected inside the ESP32 flash memory. An SD card could possibly be used to save
the data, but when dealing with multiple devices, the cost of an SD card module and a SD
card, increase not only the cost of the system, but also the power consumption of the
overall system. Since the data to be stored typically is not large enough to warrant a bigger
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capacity that an SD card could provide, the internal memory of the ESP32 is sufficient
for this use case. ESP32-IDF enables the creation of a virtual file system called SPIFFS,
in a partition of the device’s flash memory. To enable this is necessary to create such
partition in the Flash Memory. The LOLIN D32 has 4MB of memory built in, while by
today's modern computational standards this is not much, it is sufficient to implement the
desired functionalities, without resorting to external storage mediums. It is necessary to
have in consideration that although the flash memory is 4MB, the RAM is limited to
512Kbits. For this reason, it is necessary to send the backup information in multiple small
portions, allocating a small section of memory to save the data read from the SPIFFS,
otherwise memory allocation errors will arise if the data read from the backup file is too
large. (Figure 49). In certain versions of the ESP32 such as the ESP32-WROVER series
it is possible to increase the amount of RAM available using integrated SPIRAM, albeit
at this slower access speed. The LOLIND32 uses the ESP32-WROOM that only supports
Flash Memory[72].

Fize of file 6
rror allocating memory

uru Meditation Error: Core © panic'ed (StoreProhibited). Exception was unhandled.

ore © register dump:
: ©x4000c2e4 : ©x00060530 : Ox8015dd5a Al : ex3ffdbbee
: ©Ox00000000 : @x3ffbl2e4 : Ox00000080 AS . ©Ox00000000
: @x22090a7b 1 @x69766564 : Oxo0000000 A9 : ex3ffdbade
: ©x00000080 : @x3ffaegfo : ex3ffbl2e4 A13 : ©x00000080
p14 : ©x00000031 : @x3ffdb9ce : Ox00000008 EXCCAUSE: ©x0000001d
XCVADDR: ©x00000000 : ©x4000c2e@ LEND : @x4000c2f6 LCOUNT : ©x00000007

Backtrace:0x4000c2el:0x3ffdbbo@ ©x4015dd57:0x3ffdbble ©x40: x3ffdbb50 ©x40ed97bl

Figure 49 Memory Allocation Error reading from SPIFFS

A maximum file size for backup storing is defined. If this limit is reached, it will not be
possible to save further data. Figure 50 exemplifies this case, a purposely small file size
is defined in order to trigger this behavior, the four times the system tries to back up the
data correspond to the collected data for Temperature, Humidity, Sound and
Occupancy.

Backup Data File Full

Backup Data File Full

Backup Data File Full

Backup Data File Full

Figure 50 Small File size Defined
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4.3.12LOGGING

Another important aspect of any system is having a logging ability, the ESP-IDF has a
logging library that permits the use of logging functionalities with different levels. The
following verbosity levels exist:

Error,
Warning,
Info,
Debug,
Verbose

This library was used extensively when developing this system. Each component has its
own logging messages in figure Figure 51 several logging messages related to persistence
(NVS and SPIFFS) can be seen, that can be display on the serial monitor.

D (739) NVS: Nvs write started....

D (739) NVS: Nvs Write success

D (739) NVS: Nvs commit started....
D (749) NVS: Nvs commit success

D (749) NVS: Nvs write started....
D (749) NVS: Nvs Write success

D (759) NVS: Nvs commit started....
D (759) NVS: Nvs commit success

Figure 51 Different Types of Log Messages

As the SensingBox operates on battery and not connected to another device where these
logs could be displayed or stored is necessary to write some logs to a file using the
SPIFFS. Using the same approach as with the data backup, the error logs are written into
a log file stored in the ESP32 flash and can be sent to the server.

# Name, Type, SubType, Offset, Size, Flags

nvs, data, nvs, 0x9000, ©0x4000
otadata, data, ota, 0xd000, ©0x2000
phy init, data, phy, 0x£f000, 0x1000
factory, app, factory, 0x10000, 2M

ota 0, app, ota 0, . 500000
nvs config, data, nvs, , 0x3000
storage, data, spiffs, , O0xF000O0,

Figure 52 ESP32 Flash Partitions
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To configure the ESP32 Memory is necessary to divide the Flash Memory into partitions,
as shown in Figure 52. A default configuration is provided, but for this project it was a
better option to have a defined set of partitions for each storage functionality needed but
maintaining some of the partitions defined in the default configuration.

e nvs: default NVS storage that for example is used by Wi-Fi to store credentials
other native IDF functionalities that require NVS.

e otadata: metadata about an OTA update,

e phy init: is the bootloader when the system first starts,

e factory: is the space for the default code flashed into the device,

e ota_0: is the code for the Ota update,

e nvs config: is the defined nvs storage for the components developed for this
project

e storage: SPIFFS file system that holds the back-up sensor measurements file
and the logging file.

4.3.13BATTERY READING

To read the battery voltage level one of the internal ADC pins can be used. The current
LOLIND32 boards already have internal resistors so implementing a voltage divider by
using for example two 100k resistors is not necessary, when using other board this might
be a necessary step, since most development boards only accept 3.3v on the input pin and
depending on the battery chosen to power the board this number could be exceeded. The
battery data is collected on device startup and is then stored in memory. When a
successful connection is established, the data is recovered from memory and sent to the
server.

4.3.14 CONFIGURATION HANDLER.

Changing system configuration is a necessary aspect of this project, it might be necessary
to change the network the devices is going to use, the number of samples gathered from
the different sensors, or the sleep time between samples. The objective is to provide a
way that a user might change the parameters remotely and having a system that is
configurable and applicable to different environments.

A default configuration is provided, this configuration is saved in memory when
uploading the software to the SensingBox, it includes parameters related to each sensor
such as pooling time or other sensor specificities. Connectivity parameters such as MQTT
broker address, Wi-Fi connection, are also stored in this memory, but cannot be changed
remotely.

All  SensingBox subscribe a MQTT topic with the following format
“sensingBoxName/config”. This way the broker will deliver the message to the
appropriate SensingBox.
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After a message is received by the MQTT handler it is sent to the input data handler which
checks what type of message was received. If it is a configuration type message, then the
message will be forward to the Configuration Handler. For a configuration to be valid,
the configuration key sent, has to match the configuration key on the SensingBox
memory. If the configuration is valid, the data to be saved is sent to the persistence
handler. After the data has been saved, the Output Data Handler will send the response
message to the MQTT Handler that will then publish the response message to the broker.
Each configuration has its own message identifier.

The MQTT broker can remember the devices that previously established a session with
the broker. After a configuration message has been published by the server to the broker,
this message will be sent to the client, in this case the SensingBox as soon as the device
connects to the broker after a sleep cycle.

4.4 WEB-SYSTEM

The “Web” portion of the system follows a layered architecture (Figure 53) more
specifically a three-tier architecture with a distinct separation of concerns between
business logic, presentation, and persistence. While Service-Oriented Architectures
(SOA) have been popularized in recent years, especially through Micro Services, this type
of architecture is better suited to large enterprise systems than small applications. A
layered architecture provides enough separation of concerns in a system of this nature and
makes the development easier to accomplish and easier to test.

Presentation Layer

Angular

Buisiness Logic Layer
MNode.Js

¥

Data Layer
PostGresgl

Figure 53 3 Tier Layered Architecture

4.4.1.1.1 EXPRESS SERVER

Express is a Node.js web application framework that provides a set of features useful for
setting up a web server, this way simplifying the development process.
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The server structure can be seen on Figure 54, it follows the following structure:

e Routes. The API Routes Endpoints, forward the received request to the
appropriate controller.

e Controllers. Handle the received data from the routes, or from the MQTT broker.

e Services Service Layer responsible for business Logic functions and interaction
with the models.

e Models. The functions that should interact with the database.

v [ sensingBoxApp
> IR .vscode
v [@® controllers
common.js
deviceController.js
locationController,js
magttController.js
sensorDataController js
userController.js
validators.js
> BB® models
> I8
v l#y routes
apiRoutes.js
swaggerDoc.js
v (@ services

peopleCount

sensorDataSe

temperatureDataService.js
> B util

Tit .env

M app.js

{-} launch json

5 package.json
.gitignore
@ README.md

Figure 54 Back-End Server Structure

All the REST APIs are documented using Swagger, to perform API testing Postman was
used.

4.4.1.1.2 PROCESSING MAC ADDRESS

Upon receiving the MAC addresses captured by the SensingBox, they are filtered
according to their RSSI, those that are within range, are processed and classified
according to their frequency. Figure 55 exemplifies this, the number of occurrences, refers
to the number of distinct MAC addresses detected, each MAC address has its own number
of occurrences. The total number of messages received corresponds to the global number
of probe request captured by the SensingBox in one data gathering cycle.
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Last Package Arrived

Number of occurences 35

Current time 2021-04-27 15:45:38
Number of messages received 159

'00:0c:e7:1a

Figure 55 Probes Captured

While the objective is not to save the captured MAC addresses some additional
information such as the channel with the greatest number of probes emitted, or the most
common MAC addresses detected could be used to further improve the detection
algorithm.

After this step, the server will save the number of unique MAC addresses occurrences as
the “estimated” occupancy of a location.
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4.4.2 RELATION DATABASE DATA MODEL

B user
Hid
%C name
e email
%5 password
= token
8 device
1% deviceld
B |ocation e eermmn======-=—%1Blocationld
ZlocationlD 5L s s SO s 2 name
"°“name ' G ; o "¢ status
“ctype L
23 gcupation
8 configuration b
14 configurationld
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, & configuration
ks = £ EEactJator
123 com_protocol Senzon
123 deviceld 1 sensorld 3 actuatorld .
S status e "% name & command
5|13 deviceld 1% deviceld ' commandld
B8 sensor_metric M status ig . b
‘Hisensor_metricld ;::;):;man fosy
“2*sensorld A% status
23 metricld = userName
123»uniﬂd b D receivedTimestamp
7 % 9 concludedTime
et message
b 8 reading b
‘tireadinglD
9 timestamp o Eunit
"< value £ metric 1% unitld
e uniD “Zimetricld R name
3sensorlD
2*locationID SN
“icmetric
123sensor_metricld

Figure 56 Relational Database Model

The Data Model (Erro! A origem da referéncia nao foi encontrada.) model depicts the
interaction of the different entities that composed the project. Although currently only
SensingBox type of devices are present, other devices could be used. The data model was
thought in a more general view of what an [oT system constituted by different IoT devices
would need rather than be tied to the SensingBox characteristics, although each system
and each device might have its own peculiarities that could require some changes to the
data model in the future.

e The user entity represents a user than manages a site with different locations where
different IoT devices are placed.

e Location: The location where a device is placed. A location can have multiple
devices, but a device can only be associated to a location at a time.
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e Device: An loT devices, composed by sensors and actuators. A device might also
have different configurations available with one being active. To interact with the
device different commands can be emitted.

e Sensor: A sensor belongs to a device, but a device can have one or multiple
sensors, a sensor has a metric such as Temperature, Humidity... a metric can have
different units. For example, the temperature can be collected in Celsius or
Fahrenheit. The combination of sensors and unit can belong to multiple sensors,
but a sensor can only have an active combination at a time.

e Reading: The measurement made by a sensor, in a specific time and location.

4.4.3 ANGULAR DEVELOPMENT

The first step in the conception of the presentation layer, is doing a basic mockup (Figure
57) of how the page should look. The main idea is to have a page that displays information
about the project, and then the last data collected by the sensors. Since one of the most
interesting aspects, it is estimating the occupancy of the classroom, a small, animated
video should be provided illustrating how this action works. Typically, after a low fidelity
prototype, the next step is designing high-fidelity prototypes. Since the information here
displayed is not very extensive and without a significant number of elements, the low
fidelity prototype of the landing page was the only one made. With the other page having
a similar layout and structure.

Figure 57 Low Fidelity Prototype
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4.4.4 ANGULAR PROJECT STRUCTURE

Angular organizes its structures around components. Components define views which are
parts of screen elements that can be changed. Angular is built on a block-like approach
where each view element can have its own tag, thus on a single page different parts of the
view can be injected and removed. In Figure 58, the tags seen represent parts of the view
to be injected into the page. The router-outlet is a special type of tag used to load
components dynamically based on the activated component.

(-container”

Figure 58 Angular Main Component HTML

The main constituents of the projects are the components that support each view. Each
component has its own folder. It is not mandatory to separate the CSS styles and HTML
from the component Typescript file, both the CSS and HTML can be used inline in the
component Typescript file such as shown in Figure 59. If the HTML code and CSS
code is not very extensive (less than 3 lines is the recommended) this type of component
definition can be used, for more extensive styles and templates a separate file approach
should be chosen, and this is the method used for this project.

@Component({
selec P
template: °

<h12Tour of Heroes</hl>

<app-hera-main [hero]="hero">x/app-hero-mains

styles: ['h1 { font-weight: normal; }']
1
export class HeroAppComponent {
/ Sy
:;

Figure 59 Component with inline template and Styles [73]

The Angular project structure can be seen in Figure 60. In the grey box the different
folders that contain each component. The models folder contains the file of the different
Interfaces that define the data models used in the project. Services contain the different
types of services used by the system, such as HTTP request, authentication. Utils
contain utility functions, such as sorting functions. Assets contain the images used
throughout the web application. Environments correspond to the different application
environments such as testing, production, or local. Locale holds the translation of the
HTML content this way supporting internationalization.
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aditional-information
< aditional-information.component.css
aditional-information.component.html
aditional-information.component.ts
> @ backoffice
> B footer
> @ front
> B header
> @ models
> B nav-bar
> BB notfound

services
> BB utils

=] app.component.css
app.component.html
app.component.spec.ts
app.component.ts
app.module.ts
> BB assets
> M environments
> B locale
% favicon.ico

index.html

main.ts

Figure 60 Angular Project Structure

4.4.5 VIEWS

To display the information gathered by the sensors, as the project information several
views are implemented. The application is adaptable to multiple screen sizes,
(responsiveness 92) The Views currently implemented are the following:

e Home Page.

e Location Selection View

e Location Page

e Additional Technical Information
e Login Page

e System Management

e Device Management

e 404 Page

4.4.5.1 HOME PAGE

In this page, a brief description of the project is accessible, as a short, animated video
about this master’s thesis. The animated video was conceived using PowToon[74],
using this animation viewers with less technical knowledge can quickly learn about the
project’s main goals.

4.4.5.2 LOCATION SELECTION

In this view, (Figure 61) the overall information about each location is provided, this way
a quick comparison between locations can be established. It is possible to display the
locations ordered according to the different parameters that are collected by the
SensingBoxes, by selecting the left-hand selector on the page. By doing this action the
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locations will be ordered according to the parameter selected, in ascending order. Each
location is clickable, this will transition the view to the specific location page.

Sistema lot de Monitorizagao de custo reduzido

_aflin..
UNIVERSIDADE da MADEIRA

A Inicio 2 Salas © Mais Informacgdes

Figure 61 Location Selection

4.4.5.3 LOCATION PAGE

To consult the information collected by the SensingBox each location has an associated
ID, by scanning a QR code in the SensingBox a student could follow a hyperlink that
will provide the information of that specific room (Figure 62). In this page the last
measurement collected from the sensors in that location are displayed, as a brief
description of the project and the active sensors on the current location.

L 13
Sistema ot de Monitorizag3o de custo reduzido
L[]
UNIVERSIDADE da MADEIRA
A Inicio | 2 Salas

Descricdo do Projecto
Ola e Bem Vindo a Pagina da Sen: 0 Sala Mestrado.Nesta sala existem 4 sensores.
Este projeto de do visa pr are n izacbes de diferentes locais na universidax a e nomeadamente salas de estudo usando sensores e microcontroladores de baixo custo. Os dados recolhidos &0 Som, Temperatura, Humidade, Luminosidade e Ocupagéo da
sala Bem a ocupagdo sera uma estimativa, nesta fase de testes pndera ndo corresponder exatamente a realidade O objetivo & posteriormente di spombmza estes dados acomunidade académica de forma, a poderem por exemplo selecionar a sala de estudo mais adequada, com menos

cupagao ou menor nivel de ruido
Sensors

)

Figure 62 Location Page View
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4.4.5.4 PROJECT INFORMATION

The project information page (Figure 63) is also provided. This page acts as a summary
of this master thesis focusing on the overall view of the system and the technologies used.
The objective is to provide a more technical overview of what was developed.

Sensing Box

) .
UNIVERSIDADE da MADEIRA

Informacao Adicional do Projecto
2

S o0 W

Figure 63 Project Information Page

4.4.5.5 BACKOFFICE VIEWS

To manage the different sensors, a Backoffice functionality was developed. This way it
is possible to remotely change parameters of the SensingBox, add locations to the
system, and assign SensingBoxes to locations. To use these features the user must be
authenticated. To filter the access of management resources to only authenticated users,
a token-based approach was implemented to limit access to certain resources, especially
those in the management area of the web application.

4.4.5.6 AUTHENTICATION

JSON Web Token (JWT) is a compact, URL-safe means of representing claims to be
transferred between two parties.[75] JWT can be signed using a secret or a
public/private key pair. Figure 64 depicts a resumed sequence diagram for
authentication with the server. The user inserts its credentials; the server verifies if the
credentials provided match with the credentials stored on a database, if the credentials
are valid, a JWT token is generated and signed using the server's private key and sent
back to the client. The JWT is stored in the browser's local storage. From this point on
until the token expiration date is reached all management requests are sent with the JWT
header.

To intercept the request made from the web client and sent to the server is necessary to
add the token to outgoing requests, this is made using a service called HTTP Interceptor
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that adds the token to all management requests, this ensures that these resources can
only be accessed if the user has a valid token.

Client

Server

User Login

Altermati
_U?’ Post Login Request o)
i » Create JWT Token 31

credentials Authenticated Responze with JWT (200)

are valid B R e

b J

Post Login Request

if -

credentials

are invalid P s RS e U nauthorlzedrequest (401} ...............

Management Request
> Post Management Request With JWT Header

< Return Response to Client

Figure 64 JWT Sequence Diagram

4.4.5.6.1 REAL TIME VIEW

To implement a real time view of the data sent by the SensingBox and processed by the
server, a conventional Restful approach is not appropriate. REST requests are stateless
and do not provide a permanent TCP connection. To solve this problem is necessary to
implement a WebSocket. A WebSocket is a permanent TCP bi-directional connection
between a client and a server. The backend server will be responsible to forward the
messages received from the MQTT Broker to the WebSocket, this way messages in real
time will be displayed in the management window (Figure 65). This is essentially useful
for testing purposed to verify if the server is receiving the data from the SensingBox. The
socket library used was Socket.lo [76].
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Active Locations: 4 Active Sensors: 22

Sala Mestrado

Sala de Estudo 1 Piso 0

Sala de Teste

Sala de Estudo 2 Piso 0

Figure 65 Real Time View using WebSocket

4.4.6 INTERNATIONALIZATION

In Web development internationalization is the process of preparing and designing a web
application to be usable in multiple locations which differ in languages. Localization is
the process of building different version of an app for different locales, it consists in
extracting text to translation and formatting dates, numbers for particular locations.
Angular provides the localize packages to aid in this process. By marking the relevant
html elements with the “i18n” tag and running the command ng extract-il8n a XLF file
is generated, this file can then be sent to the appropriate translator or the translation can
be done manually by adding the “<target>" markdown in each portion selected for
translation. For this project text was manually translated since the objective was to just
have an English version of the application, although this could be extended to support
additional languages.

After the translation is done, the host web-server in this case Nginx will have to serve
both version of the website, one which appends the “en” identifier to the site address so
www.umasense.live/en and the other with the pt locale for the Portuguese version so
www.umasense.live/pt. A selector was implemented to change the page location at the
top right off the page.
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Figure 66 Language Selection

4.5 DEPLOYMENT

A crucial step of any development is the distribution or deployment of the system
developed. Modern technologies that gained popularity in recent years, such as
containerized applications, CI/CD are discusses here.

4.5.1 HOSTING.

To host the Node.js server, an Amazon AWS EC2 instance was chosen. If necessary to
change the hosting solution as the project is containerized, the migration from one hosting
provider to other should be simple. Amazon AWS EC2 instances provide several
functionalities regarding security, traffic monitoring and since this application is not
expected to serve a substantial number of users, the free EC2 instance provided by
amazon should suffice.

In commercial web application the deployment of an application can be done in several
ways. On recent years, a Continuous Integration and Continuous Deployment (CI/CD)
approach has been gaining popularity. Continuous Integration is a software development
practice where members of a team integrate their work frequently, and usually each
person integrates at least daily. Each integration is verified by an automated build. This
automated build process usually includes tests, this approach has the advantage of
detecting errors quickly and reduce integration problems[77].

Continuous Delivery is the practice of ensuring an application is always at a production
ready state after successfully passing automated tests and quality checks.[58] The
combination of these two approaches consists of a pipeline (Figure 67) where the previous
step output is the input of the next step. This CI/CD has become industry standard when
it comes to the deployment of applications, thus the increasing demand in recent years for
DevOps engineers that ensure the maintenance and implementation of these practices by
using tools such as Jenkins[78].

While the use of Docker does not constitute itself a form of CI or CD, it greatly simplifies
the building and deployment process by eliminating restrictions of using tools, framework
and testing suites, due to their lightweight and portable nature, amongst other
advantages[59].
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Figure 67 A typical CI/CI pipeline and the relationships established among Continuous Integration and Delivery process
[79]

4.5.2 DOCKER.

Docker is essentially a light-weight virtual machine in the form of a container.[80] The
main goal of Docker was to reduce the overhead necessary to run an application on top
of a virtual machine. In modern system typically a server will host several virtual
machines, these virtual machines can serve multiple applications, thus using less
computational resources from host machines leads to an increase in the number of
applications that such machine can support, this in turn results in cost reduction. Another
advantage of using Docker is portability. An application that runs on Docker, runs on any
operating system that supports Docker containers, thus the underlying operational system
is irrelevant if the host machine runs Docker. These characteristics increase the portability
of the system, it becomes much easier to migrate the system from one host platform to
another if the system is containerized.

CONTAINER 1 CONTAINER 2

APP 1 APP 2
BINS/LIBS BINSLIBS

Hypervisor

DOCKER ARCHITECTURE

Figure 68 Docker Vs Virtual Machine[81]

4.5.2.1 SETTING UP THE CONTAINERS

To containerize our application, it is necessary to create our docker images. A docker
image, in gross terms, consist in the metadata of an image and how to run it.[82] A docker
image is the basic constituent of a docker container, images do not feature complete
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operating system, they can use modules from the Docker host. There are several Docker
images in Docker-hub [83] that can be used as the basis of a container.

To set the containers a file containing the instructions on how to build the image, a
DockerFile is used. To further manage containers and associations between containers as
facilitating the startup process of our system, docker-compose CLI is used. Docker-
compose reads a yaml file that can have the relationships amongst containers,
environmental variables to pass to the container, amongst other parameters. It also
facilitates the startup of the system transforming several commands and configuration, in
a one line startup command. An example of the Node.js image can be found in

4.5.2.2 NECESSARY IMAGES.

To build the containers the following images are necessary:

e Nginx: Nginx will be used as our reverse proxy.

e Node.js: Node.js application to the back-end server

e Mosquito: MQTT broker that receives the data from the Sensing Boxes and
sends them to the Node.js server.

Container

Nginx Reverse Proxy

Container Container
Node js Container Mos quitto MQTT Broker
Port3000 Port:1883

=v Docker

Host OS:Linux

||" Infrastructure: Amazon Aws Ec2

Figure 69 Docker infrastructure

The traffic received by the NGINX proxy is diverted to the correct host so a request to
www.umasense.live/api will redirect the request to the Node.js server. If a request is made
in the front-end application and this request in turn needs to access the back-end server,
the communication between the front-end application and the back-end application is
done inside the Docker network. Figure 69 shows the general container infrastructure.
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4.5.3 SECURITY.

Besides the reverse proxy, which provides the possibility of hiding our internal system
topology by having only one access point to the external network, SSL certification is
also implemented. A SSL certificate was acquired without cost from www.name.com
through GitHub for student packages discount, the domain umasense.live was also
registered without cost. AWS also provide Security Groups features that can serve as a
sort of virtual firewall allowing the control of Inbound and Outbound traffic, in this
project there are two ports that can be accessed from external networks. One is the entry
point for the Nginx Reverse Proxy, the other is the MQTT broker connection in port
1883. It is possible to restrict the inbound access of these ports to only certain IPs
(Figure 70) such as the IP address of University of Madeira for instance, limiting the
direct access to the MQTT broker.

Edit inbound rules X
Type (i Protocol (i Port Range (i Source (i Description (i
Custom TCPF~|  TCP [1883 | [Custom  v][84.23.211.17/32 | leg for Admi | @

Figure 70 Inbout Rules for Connecting to the MQTT Broker
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5 TESTING AND RESULTS

In this first set of preliminary tests the main objective is to observe how the system
behaves regarding probe request sniffing and battery duration. How different RSSI
filtering options applied to the collected probes might yield different results. Static
single Wi-Fi channel targeting and Wi-Fi channel hopping strategies are also tested.

Most of the tests conducted used a data collection portion of two minutes. This is in line
with a previous study [84], where within a two minute timeframes 11 out of 12 devices
emitted a probe request at least once. In another experience, Hande et al. [85] state that
typically 88% of devices will emit probes within 5 minutes.

5.1 TEST CASE 1: UNIVERSITY

This test case is very similar to what a “production” environment would be for this project
since its goal is to be used at the University. Here several differences should be remarked
when comparing to a previous test case conducted in a residential property to test the
system. The Wi-Fi network is an enterprise network, most of the time the SensingBoxes
are not being directly monitored. The SensingBoxes can be moved unintentionally or
intentionally by members of the academic community.

The SensingBoxes were positioned in three locations at the university campus. Two were
placed in distinct study rooms on the ground floor, for one week. The other SensingBox
was put in a study room exclusive for Informatics Engineering graduate students on the
second floor.(Figure 71) This test case was used to estimate how long would the Sensing
Box would be able to run on battery and test the overall system functionality.

Sleep time was set to 10 minutes and data gathering time to 2 minutes. Due to the Corona
virus restrictions, the movement of students and staff was almost nonexistent.

Figure 71 Test case 2 location: Study Room with a sensingBox in the right of the frame.
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The SensingBoxes were able to run for seven days on battery power only, with a sleep
time of 10 minutes and a data gathering time of 120 seconds. It was observed that as the
supplied current from the Lithium-Ion battery drops below 3.3V, the readings of the ADC
become erratic, so the sound level measurement becomes skewed, displaying values
inferior to what a normal reading would be.

5.2 TESTE CASE 2: OPERATING SYSTEM EXAM

For the operating system course an exam was conducted in an open corridor due to
COVID-19 restrictions, thus in an open space subjected to interference from multiple
sources such as signals from upper floors or other nearby classrooms. At the start of the
exams there were 27 students, plus two professors, and the test observer.

The SensingBox had a data gathering time of 2 minutes, and a sleep time of 10 minutes.
The collected probes were subjected to an RSSI filter which disregards any probes with
a RSSI inferior to -80db.

Operating System Exam with Filtering
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Figure 72 Operating System Exam with Filtering Applied

Figure 72, exhibits the graph comparing the real occupancy comparing to the estimated
occupancy. Applying the RSSI filter yielded a Pearson’s correlation coefficient of r =
0.56.
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Figure 73 Dispersion graph real occupancy vs estimated

Without RSSI Filtering the correlation coefficient found is higher r = 0.68 but with an
increased error in each measurement in relation to ground truth, this can be seen in
(Figure 73), as for example, a real occupation of 10, was estimated to be 0.

5.3 TEST CASE 3: DISTRIBUTED SYSTEM EXAM

This experiment was conducted during the Distributed System exam, in a closed
classroom with an initial occupancy of 9 people, 7 students, the professor, and the
experiment observer.

Two SensingBox were used, both with a sleep time of 10 seconds and a data gathering
portion of 2 minutes. The first SensingBox was positioned in the middle of the classroom.
The RSSI filter used was -70db as this was a more enclosed environment when comparing
with the previous Operating System exam. In one of the SensingBox the standard multi-
channel switching approach was used, in the other a single channel was targeted.
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5.3.1 SENSINGBOX MULTI-CHANNEL SWITCHING
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Figure 74 Distributed System Exam scatter plot without RSSI Filtering

Without filtering options no significant correlation coefficient r = 0,0249 was found.
This lack of correlation becomes apparent by observing Figure 74 where, for the same
ground truth, the estimated occupancy can vary substantially. This may indicate that the
outside environment interferes too much with the signals captured inside the classroom
and probes from adjacent rooms were being captured.
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Figure 75 Distributed System exam scatter plot with filtering.

The correlation coefficient observed with filtering between the real occupancy and
estimated occupancy was r = 0.43, this implies a medium correlation. Figure 74 exhibits
the data points collected for this test case.
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5.3.2 SENSINGBOX SINGLE CHANNEL

The other SensingBox in this test was placed in a central position but closer to the back
of the classroom. Only channel 1 was targeted, as this is the channel used by the nearest
access point. The filtering options were the same as with the multi-channel Sensing Box.
Both correlations obtained were inferior to the multi-channel test case. Figure 76 and
Figure 77 display the collected data points. No significant correlations could be
established using both approaches although the filtering option still displayed a better
value with a coefficient of r =0.2349, without filtering the coefficient is negative r= -
0,09274.
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Figure 76 Distributed System exam single channel scatter plot.
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Figure 77 Distributed System exam scatter plot, no filter, single channel.
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5.4 FIRST SET OF TEST ANALYSIS

While previous experiments [19], [86] consider the physical location of where the Wi-
Fi tracking occurs (indoor or outdoor), another aspect that might be important to notice is
the type of activities conducted at the locations. In Test Case 2 and Test Case 3 both were
conducted in an environment in which its occupants cannot make use of their mobile
devices, and some probably have the device with Wi-Fi capabilities turned off. As stated
in previous studies, and observed in Test Case 2, if a device is not being actively used it
might take longer to emit a probe request, this in turn could influence the occupancy
estimation depending on the type of algorithm or approach used. Perhaps classifying the
data not only according to the type of environment (indoor or outdoor) but also what the
location is used for, might yield more accurate results.

Regarding Test Case 3, where multi-channel hopping was compared to single channel it
was observed that the number of probes captured using the single channel was 20.1%
inferior to the multi-channel approach.

The average probe request captured per data gathering cycle was 89 probes, with a total
of 1780 probes captured for the multi-channel test, and 70 per cycle and 1400 total probes
for the single channel test. Julien Freudiger [86] realized a similar test comparing different
probe request capturing strategies. The study showed that when using only one single Wi-
Fi network interface listening on a single channel (1) the number of probes captured was
the highest. Dynamic channel switching between non overlapping channels (1,6,11) was
second, the author suggests that this result might be attributed to the overlapping of
channel 1 with channels 2 to 5, therefore a device emitting probes on one of these channels
could have its probes also captured even if the Wi-Fi Interface is set to channel 1. As
inductively assumed, the greater the number of Wi-Fi network interfaces used, more
probes are captured and less probes are lost. The results obtained in the test case 3 show
different results compared to this study. Dynamic channel switching captured the most
probe requests, although the switching was made from 1 to 12 and not between non
overlapping channels as in the study. The positioning of the single channel SensingBox
was not equal to the dynamic channel box. The second SensingBox was being USB
powered, so it was about 4 meters away from the multi-channel SensingBox. This fact
might have influenced the global amount of captured request probes.

It becomes apparent by looking at the graphical information that the estimated occupancy
in several measurement have a substantial amount of deviation from ground truth. For the
next series of tests perhaps is necessary to increase the probe request capturing time, and
experiment with different RSSI filters, the single channel vs. multi-channel strategy also
should be further explored.
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5.5 SECOND SET OF TESTS

This second set of test tries a new approach in terms of channel hopping, so the
SensingBoxes will only jump from non-overlapping channels. So, the hopping will be
from channel 1, to channel 6 and finally to channel 11, repeating this process every 10
seconds.

The location chosen was a snack bar, with an open terrace located near a popular
Shopping Center. Two SensingBoxes, named SensingBox Genesis and SensingBox
Prometheus were used. The difference amongst the two is that SensingBox Genesis uses
a capture window interval of 120 seconds and the other 240 seconds. The “x” on Figure
78 signals the approximate spot where the SensingBoxes were positioned. The
experiment was conducted for approximate 45 minutes.
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Figure 78 Snack Bar Location and SensingBoxes
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Figure 79 SensingBox Genesis Scatter Plot

The correlation found had a coefficient of r =0.345905, this translates a weak co-
relation between the estimated value and the real occupancy. Table 8 shows the
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collected values for SensingBox Genesis, with Figure 79 and Figure 80 showing the
scatter plot for the collected data points.

SensingBox Prometheus
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Figure 80 SensingBox Prometheus Scatter Plot

The SensingBox Prometheus values were further from the real occupancy, no
correlation can be established. One thing to notice is that even though the gathering time
of the SensingBox Prometheus was higher than Genesis, the overall number of probes
captured was less. Genesis captured a total of 2155 probes, while Prometheus captured
1779 probes, even though the filter and channel were the same.
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6 CONCLUSION

With this project the development of an [oT monitoring system was achieved. The system
has proven to be modular and applicable to different context, as seen from the different
test cases in different locations. The system was designed to accommodate not only the
SensingBox but also other types of devices as long as the API and general message format
is respected and MQTT is used as the message exchange protocol.

Most of the correlations found were either non-existence or weak to moderate, these
results seem to indicate that for open spaces the Wi-Fi signals are subject to too much
interference for multiple sources to have an algorithm based only on probe capturing and
RSSI filtering to be accurate enough. In smaller better isolated from interference indoor
locations further testing should be conducted, even though the tests seem to suggest that
an algorithm based exclusively on counting unique MAC Addresses as a proxy for
occupancy seems unlikely. This could also be attributed to the ESP32, it is necessary to
test how many probes requests can a ESP32 capture, in a controlled environment using
different channel hopping techniques and filters.

As seen in Table 7 the overall cost of the system is low. Although this cost does not
account for the hosting infrastructure.

The embedded system development of the project occupied a very significant portion of
the overall development time. This was necessary to explore the capabilities of these low-
cost [IoT development boards from Espressif, albeit the steep learning curve. This also
lead that the project ended up having an exploratory course where different approaches
were tested before reaching a definitive answer. This exploration nature manifested itself
in the selection of sensors, development boards and even methodologies, perhaps one
criticism that can be made, is that the project should had been more focused in just a
single aspect, for instance the people counting techniques using Wi-Fi sniffing, instead
of trying to develop and deploy a complete system.

A good technological review was provided especially in terms of [oT development boards
and their potentialities, other Master Thesis projects developed by some of my colleagues
related to [oT, that used this type of devices, did not delve as much into the electronic
portion of [oT, so perhaps and added value can be found on this work by those who want
to develop 1oT projects as their thesis project.

6.1 LIMITATIONS AND DIFFICULTIES.

During the development of this project, several difficulties and obstacles were present.
The COVID-19 pandemic was an external event that affected us all. In this project for
example, some sensors, ESP32s and other electronic components necessary to build the
SensingBoxes took an additional time to arrive, also with the university closed or
heavily restricted it was not possible to start testing sooner the key elements such as the
use of an Enterprise Wi-Fi Connection (Eduroam), or the people counting
algorithms/approaches.
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In terms of technical difficulties, this project is a very horizontal project, it encompasses
several technologies with different abstraction levels, a significative amount of
electronics, which were outside of the author’s expertise. The number of features to
develop also led that sometimes it was easy to get lost or lose focus in the task at hand.
Changing through different abstraction levels also might lead to somewhat naive error
such as error of (Figure 49), while nowadays memory is not a key aspect when
developing at a higher abstraction level, with most of the high-level programming
language abstracting memory control from the developer, this is not true when
developing for embedded devices.

With this work the authors also tried to provide a “guideline” of important consideration
in terms of development methodologies for the ESP32 platform and general use of
sensors. In a broader view, the technologies chosen and practices, have a strong ground
in industry practices that were implemented in this project. At a lower level, the
Espressif IDF can be used for a more professional and thorough development while the
Arduino ecosystem is mostly used for prototyping.

6.2 FUTURE WORK

Several improvements could be made to the project, as additional testing.

Regarding the circuit, better sensors could be used, although this would defeat the
purpose of having a low-cost system but depending on the budget a significant
improvement could be achieved.

The initial idea for this project was too ambitious to be the basis of a Master Thesis. The
first idea proposed a system that would integrate concepts such as gamification. For
instance, using the SensingBox to detect who was in a certain room and trigger a quiz
for its occupants. Another idea was, using the SensingBox to count and identify the
users in a classroom so that the professor would not have to count the attendance. This
type of functionalities could prove to be unfeasible or extremally hard to implement
properly, although still interesting topics to explore, especially the fusion of
gamification with IoT.

In more realistic terms, and looking to this project from an incremental standpoint, the
best course of action would probably be, as previously stated, acquiring better quality
sensors, modify the SensingBox software so that it could abstract the physical sensors
connected to it, giving the possibility to easily change sensor types. The IDF has some
features that might be useful for this purpose [87]. Bluetooth Based detection was also
not explored although the ESP32 has Bluetooth capabilities (that consume significant
memory resources), this could be an interesting topic to explore and compare the two
people counting approaches or perhaps combine the two. In a study done by Edoardo
Longo et al.,[88] Wi-Fi and Bluetooth were combined and a machine learning algorithm
was used to estimate the occupancy of different locations, the results obtained were
promising having an overall accuracy of 85.8% for 5 different locations.
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Another issue that could also be addressed, is developing the ability to combine the
information collected by the SensingBox, especially regarding the people counting
algorithm. For example, one SensingBox could be set to stay on Wi-Fi channel 1
scanning for probes, while the others could stay on different channels, and then the
collected information could be combined. This would require time synchronization
between the different boxes.

The project presentation layer could be further improved in terms of its design and data
visualization capabilities, providing different ways to visualize data. A notification
system could also be implemented alerting the system administrator in case of low
battery or if the SensingBox did not send data when it was supposed to. It is possible
that the system infrastructure is changed to an on-premises hosting solution on the near
future, as the different components are containerized this process should be relatively
straightforward.
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7 APPENDICES

Appendix A — Docker Compose File

docker-compose.yml|

1
= )

;! RD=$POSTGRE_P/ :
E_DATABASE=$POSTGRE_DATABASE
RE_HOST=$POSTGRE_HOST

POSTGRE_PORT=$POSTGRE_PORT

PORT_L N=$PORT_LISTEN
HOST_I _IP

000 :3000"

sensingBox-network
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Appendix — B Node.js Server Api

Swagger Sensing Server AP| 2

[ Base URL: /api ]

API for Express Server with matt connecting to diferent sensors using nodemcu

default

e

(38 /sensor/id

Q

57 /sensor/id/location

ET /sensor/name/name

@

ET /locations

/locations

[}

ET /locations/id

GET /locations/id:/sensors

S8 /login

538 /createUser

Q

50 /getuser/id

@

ET /location/:id/sensorData

GET /location/id/sensor/id

@

ET /location/:id/lastReadings

[}

=8 /api/api-docs
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Appendix-C

[18n HTML annotation

class="nav-bar"
class="navi ion" *ngIf="!logginFlag"
i18n class="navigation-item" [routerLink]

v

class="nav-icon" [icon]="icon_home"

i18n class="navigation-item" [routerLink] /locations']">

class="nav-icon" [icon]="icon_location" : Salas

i18n class="navigation-item" [routerLink] dditionalInformation']
class="nav-icon" [ico icon_infoCircle" “on>Mais
InformagGes

*ngIf="logginFlag"

nfoCircle”

Generated Translation Flle

E equiv-text="
equiv-tex ic"/>Inicio
t>Home</tar
purpos:
t context-typ: ">src/app/nav-bar/nav-bar. component . html
context-type="1ir ">4,5¢/cor

i Y ctype="x-fa_i equiv-text="
Additional Technical Information

">src/app/nav-bar/nav-bar. component . html
"510,12¢/context

Contacto:
Contact

purpos
t context-typ: ">src/app/footer/footer. component . html
t context-typ: ">12,13 t

datatype="html1"
e>Enviar email
t>Send Email
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Appendix-D

Uma Sense Views - Portuguese Version

Landing Page
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ruido. O video abaixo demostra o funcionamento do sistema.

L Umasense

POWTOON

FOREDU

Constituintes Principais do Projecto

e s i s e o e sl i st
b e Th o

e

B e e e

s o i S
e
o
afe
s .
- Z
. = O =
000C
— ot
pla

@

Mapa de Navegacio:

« Localiagie:
+ Informagio

Adiconal



Uma Sense

Sistema ot de Monitorizagao de custo reduzido.

=

| 1Y
UNIVERSIDADE da MADEIRA

A Inicio

¥ Salas I © Muis Informagdes ‘

ocupaTION

Selade Tt

ocurTION 2 HUMIDITY &
souND ) oD ) ocuraTioN 20
Fra— e &
TEMPERATUREQ TEMPERATUREQ souNDa)
F— I Fra
TEMPERATURE G

Projecto: Contactos: Mapa de Navegacio:

Lons ost ToT Moritorng Scltion Faviaremail
for Tncrease Stadet Avaenesson Cannpos

Additional Information View

Uma Sense @

e
atlin..
UNIVERSIDADE da MADEIRA

A Tnicio

4 Salas | © Mais Informacdes

Informagéo Adiciona do Projecto

Project Description

Sistema.

i

st |

o
et

96

- Localiagis
» Informagio Adicioma]



Applicagdo Front end
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Appendix-D SensingBox Standard Workflow

System Start

Read Configuration

Start WiFi in Start Sensor Data
Premiscous Mode Gathering

Scan for WiFi Probes

Send Data Gathered
to Publishing Queue

Change Wifi Mode
and Connect to AP

No

Fi Retry Excedded

Connectto MQTT
Broker Save Collected Data
In Flash Memory

onnection With Broker Retry
Byoker Eslablishegd Excedded ?

-
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