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Abstract

Smartphone overuse can lead to a series of physical, mental, and social disturbances.

This problem is more prevalent among young adults as compared to other demo-

graphic groups. Additionally, university students are already undergoing high cogni-

tive loads and stress conditions; therefore, they are more susceptible to smartphone

addiction and its derived problems.

Throughout this master’s dissertation, we present a novel approach where a con-

versational mobile agent uses persuasive messages exploring the reflective mind as

a way to raise users’ awareness of their usage and consequently induce reduction

behaviours. We conducted a four-week study with 16 university students undergo-

ing stressful conditions – a pandemic crisis in the course of their semester – and

evaluated the impact of the agent on smartphone usage reduction and the perceived

usefulness of such approach.

Results show the efficacy of self-tracking in the behaviour change process: 81%

of the users reduced their usage time, and all of them mentioned that having a

conversational agent alerting about their usage was helpful. Before this experiment,

only 68% of the subjects considered such an approach could be useful. In con-

clusion, users deemed essential to have an engaging conversational agent on their

smartphones, in terms of helping them become more aware of usage times.

Keywords: Conversational Agents, Behaviour Change, Smartphone Overuse, Digital

Wellbeing
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Resumo

O uso excessivo de smartphones pode conduzir a uma série de distúrbios físicos,

mentais e sociais. Este problema tem uma maior prevalência entre os jovens, quando

comparado com outros grupos demográficos. Além disso, e dado que os estudantes

do ensino superior passam por elevadas cargas cognitivas e condições de stress,

estes são, portanto, ainda mais susceptíveis ao vício do smartphone – e aos seus

problemas derivados.

Nesta dissertação de mestrado, apresentamos uma nova abordagem na qual, através

de uma aplicação móvel, um agente conversacional usa mensagens persuasivas que

exploram a mente reflexiva do utilizador, com o intuito de aumentar a sua consciência

sobre o seu uso do smartphone e, consequentemente, induzir comportamentos de

redução de utilização. Conduzimos um estudo de quatro semanas com 16 estudantes

universitários em condições atípicas – uma crise pandémica ao longo do semestre –

e avaliamos o impacto do agente conversacional na redução do uso do smartphone

e a percepção da utilidade desta abordagem.

Os resultados mostram a eficácia da automonitorização no processo de mudança

de comportamento: 81% dos utilizadores reduziram o seu tempo de utilização e

todos mencionaram que ter um agente conversacional a alertar sobre o seu uso

foi útil. Antes dos testes, apenas 68% dos mesmos considerou que tal abordagem

poderia ser útil. Concluindo, os utilizadores consideram essencial ter um agente

conversacional nos seus smartphones, que os ajude a estarem mais conscientes sobre

a sua utilização.

Palavras-chave: Agentes Conversacionais, Mudança Comportamental, Utilização

Excessiva do Smartphone, Bem-estar Digital
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Chapter 1

Introduction

� We are what we repeatedly do.

Excellence, therefore, is not an act

but a habit.

Will Durant (1885-1981)

Millions and millions of hours are spent every day on Wireless Mobile Devices

(WMD), like smartphones or tablets, being considered as indispensable tools in

people's daily lives [1�4]. These devices � especially smartphones due to their

pocket-size � are carried with us everywhere, since they o�er a lot of powerful

functionalities that help on a variety of situations, like scheduling a meeting, making

an online purchase or a bank transfer, managing the e-mail inbox or getting emer-

gency information. The excessive use of these devices, however, poses the following

research question: is the way they are used leading to addiction?

WMD are very recent products on the market. Due to this, the number of existing

studies on the negative consequences they may have remains very scarce � even

if addiction-related research has been increasing [5]. In this way, it is harder to

understand the negative impacts that misuse of the smartphone has on people.

However, many researchers already consider smartphone addiction as one of the

greatest addictions of the current century [6].

1.1 Problem

Smartphones end up being devices where it is possible to spend time for professional

and/or personal reasons. Mobile platforms have become the dominant interface of
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human-computer interaction, where, for example, 37% of Americans mostly access

the internet from smartphone [7] � this percentage increases to 58% in the 18-

29 age group. These devices established themselves as our go-to connection to the

internet, using an addictive design. Software designers have become well experienced

in creating software that captivates us at a primal level [8].

Since smartphone addiction can, to some extent, generate money, software compa-

nies compete for the users' attention. Software designers work on attention reten-

tion strategies, applying psychological principles to software design as much as they

can [8]. The companies' success can be measured through the time user spend on

their products since the greater the number of users, the greater the usage and the

time spent by users will be [9]. Facebook and YouTube are examples of the bot-

tomless vortex of content platforms that use in�nite scrolling � although YouTube

has already implemented some digital wellbeing strategies [10]. In addition to the

in�nite scrolling, there are a lot of other persuasive techniques intended to success-

fully grab the users' attention into the smartphone's screen, like push noti�cations

or pull-to-refresh options.

The hidden goal driving the direction of all of the technology developed is the race for

our attention and the best way to get that is to know how the mind works. With this,

the existing techniques are becoming increasingly sophisticated and e�cient. There

are a lot of products speci�cally designed to create addiction, leading companies

to place the applications' success at the centre of their focus instead of the user's

success � their productivity and focus. Furthermore, there are research centres that

study these persuasive techniques to get people attention [11].

Some researchers conclude that users can reach for their smartphones up to one

hundred times and spend more than three hours on their devices each day [12�14].

As expected, these numbers are not identical for all age groups. The youth and

young people may be more prone to smartphone addiction than older adults [13,

15]. Moreover, some studies suggest that users tend to underestimate the number

of hours they spend on average, per day, on their smartphones [12, 16].

The problem becomes even more evident when it is crucial to ensure that young

people do not fall into these attention stealing mechanisms since research says that,

after the interruption of an activity, humans take around 25 minutes to reach full

productivity [17�19]. Some research points out that 95% of university students have

smartphones [20], that is a youth group that is submitted to high cognitive loads

during periods of study and evaluations. While they are considered one the most
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susceptible groups, they have the highest smartphone usage rates [13, 15]. Also,

the abnormal use of the smartphone can cause users a series of physical, mental,

sleep and social disturbances [6].

It is crucial to clarify that a smartphone without applications would not be handy in

the digital world we live in. For that reason it is understandable that people live their

lives through their smartphones. However, when talking about people addicted to

smartphones, it is understood that these are people who abnormally and excessively

use them. Smartphones and their applications are a dangerous digital addiction

trigger team, and it is imperative to know, at least, how it is possible to reduce the

negative impacts that they can cause on their users.

1.2 Motivation and Research Questions

In July 2020, the market share of the Android Operative System (OS) was around

75%, which means that around three-quarters of mobile applications are Android

applications [21]. Even though only 2% of Android applications integrate the Social

category, the majority of time spent on the smartphone are on these apps [14,

22, 23]. This could be seen as a sign of productivity if users had a social media

management job, as well a sign of nonproductivity if we are talking about, e.g. a

student who needs to study for an assessment and is scrolling on social media feeds.

Given these scenarios, it can be di�cult to evaluate, speci�cally for each user, if they

are spending their time well, since the context of each user is usually not available.

There are a lot of strategies that intend to �ght the abnormal use of the smartphone,

like blocking, removing or self-tracking smartphone apps [24]. These strategies can

be found in a lot of applications, some of them already embedded in the smartphone's

OS itself. Recently, Google and Apple implemented digital wellbeing promoting in-

apps on their OS. These apps, however, do not use the power of conversational

agents to promote digital wellbeing. These agents can be de�ned by their availability,

correctness and impartiality and could be useful to obtain speci�c usage information

and try to optimize the users' smartphone usage, using conscious goals and self-

monitoring [25].

In this work, we present a new and subtle approach using conversational agents to

the digital wellbeing ecosystem. This novel system is intended to raise self-awareness

to higher education students about their smartphone use and mitigate this problem,
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since young people are one of the most vulnerable to smartphone overuse [12, 14,

15].

In this context, some Research Questions (RQ) have emerged:

� RQ1: Can alerts sent by a conversational agent, triggered by smartphone

usage data, mitigate the problem of smartphone overuse?

� RQ2: Do users underestimate the total time they spend per day, on average,

on their smartphone?

� RQ3: Do letting users de�ne an objective/task makes them more likely to

accomplish it and to work towards it?

� RQ4: Is it bene�cial for users' "smartphone behaviour" to have a �oating

widget always on smartphone's display, making sure that they know how much

time they are using the smartphone?

These RQ are intended to be answered through qualitative and quantitative data

gathered throughout the study protocol, mainly composed by the collection of smart-

phone usage data and questionnaires �lled out by the subjects.

1.3 Contributions

With the development of this new approach to digital wellbeing, using conversational

agents, this work intends to make the following contributions:

1. A mobile app that can collect smartphone usage data and make use of it to

manage a conversational agent that aims to increase productivity and stimulate

self-awareness of smartphone use;

2. A detailed analysis of some of the most used Android usage-tracking apps,

comparing their features with the a�ected user's cognitive component [24];

3. The creation of a novel system that intends to make users more aware of their

use since self-awareness plays an essential role in the behaviour change process

[26];

4. The validation of existing research conclusions, like users underestimating how

much time they spent on the smartphone [12, 16, 27, 28];
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5. An analysis of a set of scienti�c data, resulting from a study regarding the

impact of the developed app on the user-smartphone relationship;

6. The development of a digital wellbeing conversational agent concept that could

be adopted and improved on smartphone integrated personal assistants.

With this, the shift from (a) technology that is guided by the time spent to (b)

technology that is oriented by the time well spent could be more accessible to the

user.

1.4 Document Overview

Besides the Introduction, this dissertation has �ve more chapters. Throughout

Chapter 2, the impact that smartphones have in people's lives, what are the negative

impacts of smartphone overuse and what kind of solutions already exist on the market

that intends to solve � or to mitigate � this problem will be discussed.

According to what is mentioned in the State of the Art in Chapter 2, the approach

that will be used in this research work is described in Chapter 3. Also described are

the technologies and tools used, the prototyping model and the architecture of the

system.

A description of all the implemented and achieved work is done after describing the

approach: the main goal is to mitigate smartphone overuse through conversational

agents messages based on their usage data. Also, it uses mainly self-awareness as

the primary behaviour change tool. The implemented work can be found throughout

Chapter 4.

To validate the work and approach developed in this dissertation, several tests were

carried out with students from the University of Madeira, which can be found in

Chapter 5. The objective is to understand the impact and in�uence the proposed

application had on smartphone use. For that, the tests, in summary, consisted of two

surveys and an analysis of the collected usage data on each user's smartphone, before

and after installing the developed application � called TORINGO. The selected tests

were proposed according to the RQ drawn from the previous chapters.

The conclusions of the developed tests developed in Chapter 5 and the future work

can be found in Chapter 6.
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This master thesis was written in British English, and LATEX was used � under the

Overleaf tool � to write it. Regulations and other normative documents from the

Portuguese Institute for Quality (PIQ) were considered in this writing work.
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Chapter 2

State of the Art

� It requires self-re�ection and the

determination to wrest your life

back from a device that has been

speci�cally designed to make it

di�cult to do so.

Catherine Price(1978-)

2.1 Wireless Mobile Devices

When wireless technology emerged, nobody could predict that just a couple of

decades after, it would enable people to have a pocket-sized gadget with a camera,

a GPS, a caller and other tools that at the beginning of this millennium were not yet

signi�cantly developed and widely used. Mobile technology evolved so remarkably

over the last decades through their wide-reaching e�ects and by the rapid expansion

of mobile phones worldwide [29].

Despite radiophones having been available since the 1920s and handheld radio trans-

ceivers since the 1940s, the �rst handheld cellular mobile phone appeared in 1973,

invented by Martin Cooper and John F. Mitchell of Motorola [30]. This mobile

phone was costly, bulky, large and used by a limited number of people, making it, at

that time, a not comprehensive technology.

In 2007, when the iPhone emerged, Steve Jobs said: "Every once in a while, a

revolutionary product comes along that changes everything" [29]. He was right:

smartphones changed our lives completely, less than 35 years after the �rst cellular

mobile phone. According to Statista [31], in 2018, there were 2.9 billion smartphone

users, representing around 38% of the world's population. At �rst glance, this
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number may seem small, but it is predicted that in 2021, this number will increase

to 3.8 billion � representing around 48% of the world's population.

In 2007, only 4% of American adults owned smartphones [32]. Ten years later, 77%

of American adults � and 92% of those under 35 years old � own smartphones [32].

Also, penetration is similarly high in most western nations, and even higher in several

Middle Eastern and Asian countries. South Korea, for example, has a national

smartphone ownership rate of 88%, including 100% of those under 35 [32]. These

data illustrate the smartphones' presence in people's lives. In Table 2.1 it is possible

to see the evolution of the percentage of smartphone users worldwide [31, 33].

Table 2.1: In four years, the percentage of worldwide smartphone users
grew almost 10%, reaching almost half of the worldwide population.

* Forecast.

Year Total population Smartphone users Percentage

2016 7.42B 2.5B 34

2017 7.51B 2.7B 36

2018 7.59B 2.9B 38

2019 7.67B 3.2B 42

2020* 7.79B 3.5B 45

Nowadays, mobile technology assumes an extraordinarily indispensable role in the

life of their users, due to the possibility of making almost everything at any place.

It is possible to consume continuously useful information whenever users want to,

with fewer and fewer restrictions. The problem is that users' time is limited, but the

information available the smartphones � that can be carried everywhere � can o�er

is not. Catherine Price, an award-winning science journalist, believes that technology

must act as a servant [29]. However, it is acting as a master to users since there are

not any imposed smartphone usage restrictions, a decision that is up to each user.

Nevertheless, is this a problem or are people not even conscious of that possibility?

Are they caring about that? What has changed in just over a decade?

According to neuroscientist Adam Gazzaley and to psychologist Larry Rosen, "hu-

man beings seem to exhibit an innate drive to forage for information in much the

same way that other animals are driven to forage to food" [29]. That happens

because "this 'hunger' is now fed to an extreme degree by modern technological

advances that deliver highly accessible information" [29]. People always wanted to
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look for new information, and throughout the last decades, there was a growth in

the ways to get it.

The newspaper is a source of limited information and readers eventually reach its

end. With the telephone, it is possible to contact anyone. However, there were

costs accordingly with the call duration, and it was a �xed device. With television,

the content is unlimited, but since it is not a mobile technology, people only use it

at home or in another leisure place. With radio, even if it is allowed during working

hours, it is often used just for listening to music. With the smartphone, there is an

unlimited source of information that can be utilised everywhere, since it allows us

to have a permanent internet connection. In Figure 2.1 it is possible to compare

train users' behaviour in two di�erent centuries. Although people's behaviour looks

similar in the two di�erent lifetimes, on the one hand, train users consulted the

newspaper as a source of limited daily information; on the other hand, they look at

the smartphone as a device that provides unlimited and customized information.

(a) Photo by Stanley Kubrick. (b) Photo by Hugh Han.

Figure 2.1: Train users (a) reading the newspaper in 1946 and (b)
focused on their smartphone devices in 2018. These images are sepa-

rated by a time window of about seven decades.

In this context, since companies' success can be measured by the time spent by their

customers using their products, software designers try to engage smartphone users

on their products for the longest time possible. Nowadays, psychological principles

are more reliable than ever, and they are applied to increase success and as much as

they can [11]. Digital communication has been around for longer: the di�erence is

that there are now people who �ght for our attention using persuasion techniques,

promoting the "attention economy".
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2.2 Smartphones as an extension of ourselves

Robert Owen (1771-1858), a pioneer socialist and a social reformer that was born in

Wales, envisaged a better world for workers, during the First Industrial Revolution in

Britain, when people usually were working around 10 to 16 hours a day, decreasing

the daily workload. Then, by 1817, he proposed the goal of the eight-hour day

and coined the slogan: "Eight hours' labour, Eight hours' recreation, Eight hours'

rest" [34, 35]. Since then, and although there are other concept proposals, the daily

routine is usually organized this way. Now, it is essential to understand the impact

that smartphone's usage has on the people's quotidian.

Mobile devices were created to be simple and e�cient communication tools, but

over the last two decades, they shifted towards much more sophisticated devices.

Previously, people had one tool for each task: a GPS navigator to �nd the route to

the restaurant we had seen in the internet, a camera to take photos of our family,

a web browser to �nd all the answers to the questions we have, and an MP3 player,

to play which music we want to hear in that moment. Nowadays, smartphones are

being compared to a Swiss Army Knife: a tool for all functions (see Figure 2.2) [36].

There are thousands of di�erent smartphones in the market, being also the most

used and successful tech product, compared with the tablet and the computer [37].

Figure 2.2: The smartphone as a Swiss Army Knife. Icons made by
Nikita Golubev, Catkuro, Freepik, and Smashicons from Flaticon.

Nonetheless, if only one tool is needed � or only one task is needed to perform

�, the others seem to steal attention from the user: smartphones are designed to
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engage users, making them use it more than initially required and end up getting

stuck on them. Therefore, it is vital to understand whether the aggregation of

all these features is healthy for users or not. In the past, internet connection was

only available at people's homes or other speci�c spots, like cybercafes or schools,

nowadays, however, smartphones allow ubiquitous connectivity, allowing people to

be constantly online [38].

Nowadays, smartphone users are increasingly shifting from traditional web browsers

into using apps as "gateways" to Internet services [39]. According to the Pew

Research Center (2015), 30% of American smartphone users say they "frequently"

use the maximum amount of Internet data they are allowed to consume as part of

their mobile phone plan, and 51% say this happens at least occasionally [40], which

indicates the data plan is insu�cient for the use given to the smartphone.

The smartphone is used by some users right before going to bed and immediately

after waking up, spending dozens of minutes on it on the �rst and last moments of

each day [5]. Also, most people admit that their smartphones are always within easy

reach, what may make it so di�cult to resist the temptation to glance at it for long

periods of time, to check the news, the e-mail, social apps or just about anything

else they desire [5, 32, 40].

Some smartphone users report that they never leave home without their phones and

some say they �could not live without them�, feeling anxious, nervous or worried

about being parted with the smartphone for even a single day [3, 32, 40, 41]. Also,

people admit checking their smartphones during intimate moments (e.g. during

intercourse, the shower or on the toilet), working hours and also during other social

and family moments (e.g. during a meal), being these situations more recurrent

in young people � between ages of 10 and 24, according to the World Health

Organization [12, 14]. Also, people tend to use smartphones while driving, what

could lead to an inattentional blindness since the driver is not paying attention to

the road [42].

About smartphone usage, research shows that people can spend more than three

hours per day on their smartphones� some studies reported an average of almost

5 hours � and reach for them more than 100 times (or every ten minutes) every

day [4, 12�14, 27, 43]. Some studies concluded that noti�cations are checked

mainly within a few minutes of their arrival, regardless of whether the smartphone

was in silent mode or otherwise [12, 44, 45]. Research suggests that smartphone

users experience phantom vibrations at least occasionally, with these being innocuous
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sensations particularly prevalent in users who are very attached to their devices [32].

In Section 2.2.4, it will be discussed the smartphone collateral damages.

Although this overwhelming smartphone usage � possible by the vast quantity of

features and tools available on these devices �, smartphones promise to create a

surplus of resources, productivity, and time [32, 46, 47]. Now, it is essential to

understand if, through the di�erent functionalities available on these devices, users

are being rewarded such productivity and time or if these promises fall short in real

contexts, since some people use their smartphones during high cognitive periods �

like working or studying [12].

2.2.1 Productivity through digital multitasking

People believe humans can think about many things at once. Yet, human brains

can only process one thought at a time [48]. What changes between humans is

the capacity to switch tasks quickly, and smartphones try to create the illusion that

multitasking is possible � that is, processing simultaneously two or more attention-

demanding tasks. People's focus can be shifted in milliseconds, but the e�ort that

is needed to jump from one task to another is more critical [49].

Some quick tests have been developed to try to elucidate about the mental switching

costs. The following one, by the Potential Project (a group based out of Denmark),

exempli�es that in four steps [50]:

1. Take a piece of paper and draw two lines on it;

2. While the stopwatch is counting, write on the �rst line "I am a great multi-

tasker" and then write on the second line the numbers 1 to 20 sequentially;

3. Take another piece of paper and draw two additional lines;

4. Now, repeat the second command but keep switching between the two tasks

and track how long you take for its completion. In the �rst line, write a letter

from this sentence "I am a great multitasker" and then write a number on the

second line. Continue until both taks are �nished.

It is possible to conclude that humans are fast changing their focus, but doing it

so many times can harm productivity. Moreover, this is just a simple task, that

does not require much e�ort from human brains, and the time to start in the task

was short. Each time human attention switches, cognitive load increases [17, 19].
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Furthermore, the kind of tasks performed during periods of study or work are more

mentally demanding than writing sequential numbers.

More important than the frequency with which our attention changes, it is the

average amount of time these changes take. Several observational studies showed

that a typical workday can be highly fragmented: on average, people tend to switch

activities every 2-3 minutes and get interrupted more than ten times each day [51�

53].

Human's brain activity can be compared to moving a big, massive block: the most

challenging part is to start moving it � due to the force of static friction � and then

everything becomes easier � due to the force of dynamic friction [29]. Research

says we take around 25 minutes to reach full productivity after being interrupted

because it takes some a while to stop thinking about something and start thinking

about something else [17, 19].

Due to the amount of time needed to reach full productivity, using smartphones

during high cognitive periods can be prejudicial, since people have little awareness of

the frequency with which they check their phone [12, 16, 27]. In 2012, Oulasvirta

et al. demonstrated that rapid mobile phone interactions are common, noting that

smartphones were used more often throughout the day and are used more in terms

of total usage time compared with laptops, during study periods [54].

Although multitasking means performing multiple tasks simultaneously, most activ-

ities that require active attention cannot be done simultaneously [55]. For example,

it is possible to listen to a podcast and put on pants (it is an unconscious process

for most humans), but it is not possible to pay attention to the podcast and talk to

someone at the same time. However, when people are driving and texting, people

tend to lose situational awareness, what could take up to 30 seconds to get back to

a full alert state [56].

Noti�cations: how and when?

Noti�cations are a core feature on smartphones since they are the primary way to

alert users about a variety of events [45]. There are many ways to alert users

of a new noti�cation: using a sound, a vibration, or the LED light, separately or

even combinations of these. Besides the fact that smartphones can o�er unlimited

information and being a mobile device with a mostly permanent internet connection,
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it can also steal user focus when a noti�cation arises. Push noti�cations are widely

used, and in Figure 2.3 it is possible to observe an example of them.

Figure 2.3: Android push noti�cations with the screen unlocked, which
can trigger a sound, a vibration or the blinking of a LED light � or all

together � as soon as they arrive.

Noti�cations are considered as disruptive since they arrive at users' smartphones at

random times, however, in contrast, some research found that people su�ered no

consequences if they arrive at opportune times in between work tasks [12, 57, 58].

The problem is that noti�cations are widely implemented to get users' attention as

soon as they arrive. For that reason, the Center for Humane Technology (CHT),

a non-pro�t organization set up by former Google Design Ethicist Tristan Harris,

recommends disabling all noti�cations that are not sent by people [59].

As previously mentioned before, in Section 2.2, smartphone users can receive more

than 100 noti�cations each day, and people generally check them within a few min-

utes of arrival, independently if the smartphone was on silent mode or otherwise [32,

44, 45]. One reason that could explain this short check time is the Fear of Missing

Out (FOMO) since smartphone users could think that they will receive an important

call or message, which was found to be correlated with technological anxiety/depen-

dence [3, 44]. This overwhelming quantity of smartphone checks can be a barrier to
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focus and productivity since humans take around 25 minutes to reach full productivity

after an interruption [17, 19].

Due to the negative impact that noti�cations could have on peoples' productivity,

some approaches �nd that reducing interruptions and deferring noti�cations may

work in a professional context [44]. Since asynchronous communication via mobile

devices is still on the rise and becoming a more and more critical way of communi-

cation for large groups in our societies [44], it is essential to �nd a new way to alert

users without interrupting them.

Technology helps us to do more or less?

Mobile technology � and technology overall � intends to enhance our productivity

and be part of our daily problem solver [1, 2, 15]. Although there are multiples

examples and studies talking about excessive smartphone use, smartphones intend

to create a surplus of resources and productivity [32, 46, 47]. In fact, some research

reports that smartphones can improve, for example, psychological wellbeing if they

were used to ful�l a need to care for others or supportive communication [14].

A non-addicted user can spend an amount of time on the smartphone in an equal

quantity as an addicted user, but the non-addicted user's time is constant, more

focused on concrete tasks and less disperse [6]. The relationship that people have

with their smartphones de�nes how the real-life relationships are: if they prioritize

the short-screen relationships over them or not.

More importantly than the smartphone total usage time, is the way that it is used and

the relationship that the user keeps with it. Researchers reported on previous studies

of technological addictions that the excessive and problematic usage depends mainly

on function rather than the usage amount: repeated usage for mood adjustment

purposes, for example, may form regular usage and lead to addictive behaviours [5,

60].

Smartphones are on peoples' lives for around one decade, and it is vital to stop and

think about the risks and e�ects of the relationship that is established with them,

starting to know for what reasons smartphones are used.
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2.2.2 Work tool vs Leisure tool

Smartphones can be used for many reasons � practical, subconscious and emotion-

ally deep ones � and in a couple of di�erent contexts � work and/or leisure. Even

though it can be used by, for example, a Mobile Quality Assurance as a primary tool

to manually debug a mobile application, it can also be used to gossip with friends

during the night.

Flow describes a state in which people are fully absorbed by an activity, forgetting

about space and time, whilst being very productive. To achieve this state of �ow,

two pre-requisites are needed [61]:

1. An even match between a person's ability and the di�culty of a given task;

2. Several minutes of full, unbroken concentration.

Taking this into account, the smartphone can have a major in�uence in achieving the

second pre-requisite, since it could distract users to a point where it is not possible,

in the short term, to achieve the necessary minutes of full, unbroken concentration.

Although people take around 25 minutes to reach full productivity, as discussed in

Section 2.2.1, they can check their smartphones every 18 minutes, becoming clear

why these devices hinder people from achieving/maintaining undisrupted concentra-

tion [61].

According to the Pew Research Center (2015) [40], smartphone owners can use

these devices in a wide range of contexts:

� 99% used their smartphone at home;

� 82% used their smartphone in a car or on public transit;

� 69% used their smartphone at work.

However, not all participants in this study were full-time employees: among those

who are, fully 91% used their smartphone at work over the study period [40]. People

probably tend to �nd it easier to use the smartphone from their workplace during

working hours instead of, for example, sitting at the company sofa watching televi-

sion, what could be explained by the fact that smartphone can be a leisure and work

tool at once. Due to this reason � and to the smartphone ubiquitousness � it is

harder to disconnect from work tasks in domestic environments and get a full state

of �ow.
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A link between smartphone overuse and decline of productivity is often hypothesized,

but empirical evidence on this subject is limited [61]. Dukeet al. (2017) found a

moderate relationship between smartphone addiction and a self-reported decrease in

productivity, because of using smartphones during work hours and the consequent

lost work hours for using it [61].

Workplace location and design can also a�ect productivity. Research has shown the

impact of open-plan workspaces on workers' behaviour and performance: notwith-

standing to contributing to teamwork and creativity, such distractions as uncontrol-

lable and unwanted noise, the presence of other people and the lack of visual and

acoustic privacy (among other ambient conditions) may reduce workers' satisfaction

with workspace and, consequently, their performance [62, 63]. According to Ozimek

(2020), companies that made the substitution for remote work because of the pan-

demic crisis, consider that this shift is going better than expected [64]. There are

some advantages as:

1. There is no commute;

2. There is a reduction of non-essential meetings;

3. Less distractions than the o�ce.

On the other hand:

1. There are technological issues;

2. There is an increase of distractions at home;

3. There is a reduced team cohesion.

It is important to know if the distractions at home are more harmful than those

experienced at o�ce workspace � especially in 2020 with the COVID-19 pandemic

crisis, which has dramatically increased remote work and what can accelerate its

adoption in the following years [65]. Besides, some of these problems could be

mitigated by experience [64]. Dukeet al. (2017) also mentioned that tendencies

towards smartphone addiction and overt checking of the smartphone could result in

less productivity both in the workplace and at home [61].

Van Laethem et al. (2018) also found that smartphone use after work is not

favourable for employee detachment and recovery, regardless of workplace telepres-

sure [66]. Also, Sonet al. (2018) concluded that work-related smartphone use

exacerbates work-leisure con�icts [67]. Moreover, Hilbrechtet al. (2013) veri�ed
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that their participants' schedules re�ected a desire to separate work from other as-

pects of domestic life rather than to integrate [68]. However, future research is

needed in order to conclude if people tend to be more productive and less distracted

when spaces and objects � in this case, smartphones � are speci�cally designed

for one kind of context/task: work or leisure. Besides, there is a lack of research

about the bene�ts and harms of having a device used for work and performing leisure

activities simultaneously.

"I'm very sceptical of the idea that using my phone excessively harms my wellbeing. I

think these risks may be overblown. Just a thought". This is a comment of a person

about Google's Digital Wellbeing application. And this is just an example of the way

people might have to excuse the smartphone overuse problem. For this reason, it

is important to keep mentioning the harms that smartphones can have, avoiding

the danger of the single-story introduced by Chimamanda Adichie (2009) during a

TED talk 1. There is not any problem in talking about the smartphone with the

unlimited tasks we can do through it, and that is absolutely fantastic, recognizing

the potential of it. The problem is the other side of the matter, with the absence

of discussion about all the consequences that smartphone overuse can cause.

People will not simply stop using smartphones due to the many and clear bene�ts

they bring to everyday life. It is necessary, however, to discuss which approach

should be taken, a careful and well-considered approach, informing users about the

risks and e�ects that overuse of smartphones have on people's lives and that they

can consciously make their decisions.

Education and technology

According to De-Sola Gutiérrezet al. (2016), the age of smartphone initiation is

decreasing, in which Table 2.2 shows a high percentage of children owning WMD [6].

This �nding is particularly relevant, accordingly with The American Academy of

Pediatrics (2016) [69], because:

� The children who overuse online media are at risk of problematic Internet use;

� The heavy users of video games are at risk of Internet gaming disorder.

Curiously, both of these conditions are in need of further research from Diagnostic

and Statistical Manual of Mental Disorders: 5th Edition (DSM-5).

1See more athttps://youtu.be/D9Ihs241zeg
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Table 2.2: Share of children owning, at least, one WMD in Portu-
gal (2018) and in the United Kingdom (2019). Data retrieved from

Statista and Marktest Telecommunications Barometer.

Country Age Group Percentage

Portugal (2018)
10-12 83

13-17 97

10-17 94

United Kingdom
(2019)

8-11 86

12-15 97

5-15 93

In general, media use among adolescents has grown over the last decade, caused by

an increase in smartphone use among this age group, in which three-quarters already

own smartphones and one-quarter describe themselves as being "constantly online"

in the Internet [69].

Since young adults � in the U.S., 92% of them being smartphone owners � rely

heavily on smartphones [32], this should also shift our concerns to young students in

order to help with, control or tackle this issue [70, 71]. Fuet al. (2020) points out

in their research that 95% of university students have smartphones [20]. Johnson

et al. (2016) concluded that smartphones are used for academic purposes by higher

education students, like reading, browsing and downloading academic material [72],

and Atas et al. (2019) reported smartphone use among university students to text

and talk with someone, check social media and doing Internet searches, even during

classes [71].

Even though smartphones can positively impact their academic performance,e.g.

through the enhancement of learning skills and preparation and submission of as-

signments on time [72], it can also harm their performance, depending on how

and where smartphones are used [20, 32]. Fuet al. (2020) found that smart-

phone overuse stimulates students' health issues, which could a�ect their academic

performance negatively [20]. In Figure 2.4 it is possible to observe the Stimulus-

Organism-Response (S-O-R) framework that articulates the smartphone overuse

and the academic performance of students [20].

Using this proposed framework, Fuet al. (2020) concluded that insomnia could

decrease the sleep time of students, a�ecting their daytime learning; nomophobia
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Figure 2.4: S-O-R framework about smartphone overuse and academic
performance. Image from Fuet al. (2020) [20].

(see more details in Section 2.2.4) can lead to distractions during classes; and poor

eyesight can prevent students from e�ectively gaining knowledge in class [20]. These

organisms are all reasons that contribute for a poorer academic performance, which

suggests that university teachers may help their students to avoid the negative im-

pact that excessive use of the smartphone can have on their academic performance,

through their a�ected health issues [20].

As discussed in Section 2.2.1, it is easy to understand how smartphones can harm

the attention of their users, since � not only, but also � noti�cations are designed

to alert the user of new information as soon as it becomes available. If this happens

during high cognitive level activities (mainly in times of study and evaluations), the

students' focus and attention may be compromised, increasing cognitive loads each

time the users shift their focus from their activity towards their smartphone and

back [12]. Leeet al. (2014) pointed out that some college students receive only

for mobile instant messaging more than 400 noti�cations per day [5].

Also, a survey conducted by General Directorate for Intervention on Addictive Be-

haviours and Dependencies (SICAD) in Portugal, during the months on April and

May 2020, concluded that, due to the lockdown in the second quarter of this year,

the amount of time spent on digital media increased [73]. In Table 2.3 is presented

the minimum daily time spent on the Internet on social networks, work, informa-

tion, communication, games and/or other leisure activities, before and during the

lockdown in Portugal.

The majority of the studies that address this problem have focused on the young
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Table 2.3: Time spent online before and during the lockdown in Por-
tugal, during April and May 2020. The sample is not representative of

the Portuguese population.

Time spent Before the lockdown During the lockdown Di�erence

Less than 1 hour 7% 4% -3%

1-2 hours 33% 15% -18%

3-4 hours 25% 24% -1%

5-6 hours 17% 24% +7%

More than 6 hours 18% 33% +15%

and student populations, where impulsive behaviour and sensation-seeking play an

important role in these periods of life [6]. Although the smartphone certainly entails

risks for young people and adolescents, problematic consumption indubitably exists

in adults as well.

2.2.3 Attention as the most valuable thing

Human beings are naturally distractible since they are always alert, waiting for danger

due to the surviving instinct. The human beings' attention can be driven by any

stimulus like sounds, vibrations or lights. Smartphones use the same strategies to

change the environment and steal the user's attention. Besides, smartphones o�er

users the opportunity to customize and manipulate the device interface � which

makes them intrinsically rewarding � but they also deliver immediate access to

other individuals and feature mobile applications � making them also as extrinsically

rewarding [14]. Since there is this intrinsic need for humans to search for information,

many companies base their products on o�ering new information.

Social media companies are one of the most signi�cant examples which continually

provide new free information, and those that are so pro�table make billions of dollars

each year, being also one of the categories with the most addictive apps on the

market [23]. That pro�t is reached not because they are concerned about people

to share and whom they connect with, but because their users are the products of

their service. Ramsay Brown, the co-founder of Dopamine Labs (later known as

Boundless Mind), said that users do not pay for Facebook. Still, advertisers pay
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for it, mentioning that these products are free because users' eyeballs "are what is

being sold there" [74].

The average incremental welfare gain from the Internet between the years 2007

and 2011 is about $159 billion per year, out of which about $106 billion accounts

for the consumer surplus from the free digital services on the Internet [75]. Every

year, since 2016, more than $500 billion has been spent on global advertising [76],

making advertising one of the most pro�table businesses worldwide. In Table 2.4,

it is possible to see how much money was spent on advertising between 2015 and

2019 in the digital media share (as WMD and computers; TV is not included in this

share) [76, 77]. Digital media is the only one that continues to increase its market

share and the one that accompanies the growth of worldwide advertising spent.

Table 2.4: Media share on global advertising (in U.S. billions) between
2015 and 2019. In 'Other Media' are included - not only, but also -

newspapers, radio, magazines and cinema.

Year Global Advertising Spent Digital Share TV Share Other Media

2015 $485.17bn 24.6% 42.0% 33.4%

2016 $503.67bn 31.8% 38.3% 29.9%

2017 $521.38bn 35.6% 36.6% 27.8%

2018 $543.71bn 39.0% 34.9% 26.1%

2019 $563.02bn 41.8% 33.6% 24.6%

Since users' attention allows some software companies to sell more and more digital

advertising spaces, one of the primary metrics used to measure companies' success is

how much attention its users give to their products. Companies are pro�table when

they sell their advertising to their users. Because of that, companies' motivation is

centred on competing for users' attention rather than trying to reduce smartphone

owners' usage time and improve their digital wellbeing, since they make money by

just distracting their users. These companies are not appealed to avoid that kind of

behaviour but instead keep betting on new ways of engagement, that is known as

the currency of the "attention economy" [78].

For the companies that are based on the "attention economy", users' attention is

their primary interest. Since their products are cost-free, they intend that users pay

for them with their attention [75]. Many engineers try to engage their users on

their products because the greater the number of users, the greater the number of

accesses to their apps will be, resulting in more ingenious opportunities to catch



2.2. Smartphones as an extension of ourselves 23

the attention of their apps' users and monetize their products [9]. In Figure 2.5 it

is possible to observe why some companies have users' attention as their primary

interest.

Better
persuasion
techniques

Increase users'
attention

Greater
monetization

Figure 2.5: Vicious circle for companies that are based on "attention
economy".

Throughout recent years, some research centres developed and perfected these tech-

niques, like the Behavior Design Lab (previously called as Persuasive Technology

Lab) and the Boundless Mind (previously named as Dopamine Labs), the latter

being recently acquired by Thrive Global. Many persuasion techniques intend to

maximize users' attention, as push noti�cations � detailed on Section 2.2.1 �,

in�nite scrolling and pull-to-refresh [8]. Some of these techniques used on smart-

phones are also common to slot machines: intermittent variable reward schedules

are the psychological mechanism that makes slot machines addictive [79]. Checking

social networks for new content � through the pull-to-refresh technique � have

the same psychological mechanism than slot machines.

However, besides the e�ectiveness of these techniques and the fact that many apps

are being designed to addict their users, they can cause damage to smartphone

owners: for example, push noti�cations can increase inattention and hyperactivity

symptoms [9, 12]. There are also some new approaches for redesigning menu sys-

tems for choice-making2, centred on digital wellbeing. However, these have barely

been adopted by tech companies, since their products' success is more important

than the users' digital wellbeing [80].

Steve Jobs, when interviewed by the New York Times in 2011, said that he limits

how much technology his kids use at home. Also, Microsoft founder Bill Gates and
2See some examples athttps://bit.ly/Choicemaking .
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his wife, Melinda Gates, said that none of their kids had phones until they were 14

years old. Also, Mark Zuckerberg wrote an open letter, released in 2017, to his baby

daughter to "stop and smell the �owers" � not mentioning Facebook or even the

internet [81].

Some technology chief executives strictly limit their children's screen time. As Adam

Alter � a professor of marketing at New York University � previously mentioned

in an interview they [leaders of software and technology companies] "do not trust

themselves or their kids to be able to resist the charms of the very products they are

promoting" [81]. Beverly Amico, the Director of Advancement at the Association of

Waldorf Schools of North America, says tech leaders send their children to school,

in part, because keeping young children away from tech in the classroom cultivates

the attributes they like to see among their sta� � creative thinking, resourcefulness

and perseverance [81], which leads to the conclusion that technology can harm these

attributes.

The main problem is that these companies are trying to steal users' attention us-

ing manipulative tricks of psychology and using human instincts to continue being

pro�table. The time we spend paying attention to these products is time we could

be using for more pro�table or enjoyable and enriching tasks; thus it is time we are

never getting back. The decision of using these products must be conscious, avoiding

reaching the point of getting unsatis�ed with smartphone usage data. Smartphone

usage should be decided by the user and not by the device (which is being controlled

by third parties).

Awareness of the problem is half the battle.

The (un)existence of digital boundaries

As previously mentioned in Section 2.2.2, smartphones can also be used for many

purposes, like for education or works reasons. Nevertheless, how time is spent on

smartphones, without disregarding the strain injuries that may occur from overuse

of the smartphone, is important to assess. For example, it is possible to use a

smartphone to help us learn a new language or travel in a city for the �rst time

without getting lost. The problem is when the content visualised does not contribute

to personal growth.
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All of the design decisions intend to present content that is interesting for the users,

leaving behind the smartphone addiction's hypothesis and making the world more im-

pressive than ever. The problem is, as Tristan Harris mentioned that this interesting

content intends to leave users hooked on the screen for long periods, and companies

are being experts on this as never before. What is missing in the equation are the

boundaries: these strategies intend to hook people on the screen but without any

limits. Net�ix's CEO said that their biggest competitors are "Facebook, YouTube

and sleep". But before this crazy idea to start competing with sleep emerges, com-

panies must understand that human architecture is limited and technology should

also start helping to de�ne these boundaries and respecting human lives [11].

Since the level of users' engagement measures the companies' success, there are so

many people working on e�cient techniques to get their attention as never before.

Furthermore, for that reason, people experience a huge need to use the smartphone

at all times, breaking annoying and boring moments with it. Some research concludes

that people have little awareness of the frequency with which they check their phone,

concluding that fast smartphone interactions are usual among users [27, 54]: since

smartphone interactions are divided into tiny fractions along the day, people tend to

lose control about the number of times they do it [12, 16, 27]. The same does not

happen when someone is asked, under normal conditions, how long they slept on

the night before, as it is a process that usually happens in a row, it becomes easier

to respond, and the answer gets closer to reality.

The smartphone can be pulled out of the pocket any time it is needed. Once again,

for that reason, it is easy to lose track of time. People should know where they

spend their time, in a consistent way, to maximise their productivity and allow them

to make conscious decisions.

Despite only 2% of the Android apps on the market make-up the Social category,

some studies point this as the most addictive category among participants, with

Communications apps being in second place [14, 22, 23]. One of the reasons that

explain why social networks are predominantly used is because they allow people

to maintain asynchronous and synchronous contact, being an essential tool in the

academic, professional or personal scopes [82]. Also, people can build their social

networks, create their online identity/ies and communicate using platforms provided

by social media sites and mobile apps [69]. According to some studies, 76% of

teenagers use at least one social media site, being more than 70% those that main-

tain a �social media portfolio� of several selected sites, including Facebook, Twitter,
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and Instagram. Mobile apps provide a breadth of functions, such as photo sharing,

gaming, and video-chatting [69, 82]. However, this makes it di�cult to know if

they are being used for productive (e.g. in the case of a social media manager)

or nonproductive (e.g. to gossip with friends) purposes, as previously discussed in

Section 2.2.2.

2.2.4 Collateral Damages

As is being mentioned in Section 2.2, people could spend more than 5 hours each

day on the smartphone, which represents around 76 days hooked on the screen each

year. In addition to these worrying numbers, the di�erent contexts where people use

the smartphone are also disturbing. As discussed throughout this Chapter, people

tend to use the smartphone in classes, during work, right before getting to sleep and

as soon as they wake up. Nevertheless, people also tend to use it while driving3,

during a meal and other social and family moments.

The Pew Research Center (2015) surveyed the necessity of mobile connectivity,

and [40]:

� 54% of Americans said that their phone is "not always needed" while for 46%

of Americans said it is something they "could not live without";

� 57% of smartphone owners reported feeling "distracted" because of their

phone

� 36% reported that their phone made them feel "frustrated".

Smartphone overuse could lead to several injuries. Some studies suggest that the

increasingly pervasive digital technology use provokes inattention (due to serving

as a readily available source of distraction) and hyperactivity (due to o�ering a

virtually unlimited array of alternative activities), even in people that are not clinically

diagnosed with Attention De�cit Hyperactivity Disorder (ADHD) [12]. Also, higher

levels of inattention suggest a decrease in productivity and psychological well being.

Hussainet al. (2017) found that time spent on the smartphone was positively

related to the length of smartphone ownership, narcissism and anxiety, suggesting

that increased time spent using a smartphone may lead to problematic use [14].

Andreassenet al. (2016) demonstrated a relationship between social media addiction

3See more athttps://itspeoplelikeus.com.au/ .
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and narcissism [83], while Kandhiet al. (2019) reported a signi�cant correlation

between smartphone addiction and depression [84]. Excessive smartphone users

experienced more depression symptoms, di�culties in the expression of emotion,

higher interpersonal anxiety and low self-esteem.

Also, young people are more willing to try out new technology and thus be more

prone to problem use [14, 15]. According to Demirciet al. (2015) university students

with high depression and anxiety scores could be more susceptible to smartphone

addiction [85]. As discussed in Section 2.2.2, smartphone overuse stimulates stu-

dents' health issues, deteriorates the quality of their sleep, of their eyesight and of

their time-management skills. Smartphone overuse can also a�ect their academic

performance since sleep plays an essential role in their memory and focus during

learning moments [15, 20, 69].

Smartphone abuse is associated with problems of self-esteem, self-concept, and

neuroticism of their users [6]. Excessive usage of smartphones re�ects its negative

impact on users' wellbeing, what could aggravate their social life, their emotions (as

anxiety), and even their eating habits [20].

The smartphone can also cause harm, repeated physical, mental, social, work or

familial interruptions, and can lead to people preferring digital interactions over

personal contact, promoting the virtualization of socialization and damaging social

relations [6]. The consistent and repeated glances at the smartphone during social

moments created a new neologism calledphubbing, short term for phone snubbing.

Smartphones are having a massive impact on the way people � especially teenagers

� are interacting, virtualizing their relationships and social connections [29, 86].

De-Sola Gutiérrezet al. (2016) reported that some people get some warmth of

irritability or feel lost if separated from the phone, and feelings of unease when

unable to send or view messages [6].

Smartphone overuse enables behavioural problems and disorders � as depression and

anxiety � and poor sleep quality, particularly in adolescents. This fact has become

more and more evident in communications media, inspiring new pathologies, such

as [6, 20]:

� �Nomophobia� (No-Mobile-Phobia) � a term coined in 2008, represents the

fear of not having a mobile phone;

� FOMO � the Fear Of being disconnected or leaving the Internet, and Missing

Out opportunities of social interaction;
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� �Textaphrenia� and �Ringxiety� � the false sensation of having received a text

message or a call, that leads to constantly checking the smartphone. It is

suggested that these pathologies can be proved by some research that points

out that people attend to new noti�cations quickly regardless of the alert mode

on their phones [44, 45];

� �Textiety� � the anxiety of receiving and responding immediately to text mes-

sages.

In addition to behavioural and psychological harms, it can also cause some physical

and muscle injuries, such as neck and shoulder issues, blurred vision, and wrist

pain [15]. Since smartphones promote the predominant use of the thumb or of only

one �nger, texting or using the controls can also lead to Musculoskeletal Disorders

(MSD), caused by strain injuries using these devices [87]. To prevent these disorders,

users must maintain a correct posture, use voice-to-text software and limit the usage

time [87].

2.3 Is Smartphone Addiction a reality?

In Section 2.2.4, the negative impacts that smartphone overuse can have were

discussed. Among these, some were related to behavioural problems, disorders and

poor sleep quality. Also, the FOMO was found to be correlated with technological

anxiety/dependence and neuroticism [3]. Anxiety, impaired sleep quality, dependence

and limited self-control � particularly when consuming online content � are some

of the similar symptoms of substance use disorders that were found in common in

some smartphone users [5].

When there is a reference to smartphone addiction, it should be taken into considera-

tion the whole ecosystem, which includes its mobile applications. Some researchers,

however, are already using the designation smartphone addiction, referring that it is

associated with an increased time on these devices [14].

According to American Psychiatric Association (APA), addiction is �a complex condi-

tion, a brain disease that is manifested by compulsive substance use despite harmful

consequences" [88]. Besides substances, addiction can also include behaviours:

gambling disorder is the only non-substance-related disorder proposed for inclu-

sion with DSM-5 substance-related and addictive disorders [6]. It is interesting

to note that smartphones were previously compared to gambling slot machines on



2.3. Is Smartphone Addiction a reality? 29

Section 2.2.3. Smartphone addiction, however, was not yet considered by DSM-5

neither for a future consideration � although internet gaming disorder was discussed

on DSM-5 with conditions for further study [89].

Some studies point out that there is a consensus about the existence of smartphone

addiction, although the delimitation and criteria used vary by researchers [6, 15].

However, since this is a phenomenon that has recently started to be studied, there

is a paucity of research on its assessment and, consequently, more studies are needed

to produce more reliable instruments, and to demonstrate adequate content as a

measure of addiction [15].

Dr David Green�eld, the founder of Center for Internet and Technology Addiction

(CITA) and assistant clinical Professor of Psychiatry at the University of Connecticut

School of Medicine, compared the smartphone as "a portable dopamine pump",

being carried by kids for around one-decade [90]. In 2018, some researchers pointed

out that, due to the steady decline over the past decade in drug use by teenagers

in the United States of America, it is highly plausible that interactive media is being

used as an alternative to drugs, since it ful�ls the necessity of sensation seeking

through, for example, games and social media [90]. Although it is only a theory,

it becomes worrying to consider and compare the use of the smartphone with the

consumption of drugs, which could lead us to consider the existence of smartphone

addiction.

Simon Sinek, a motivational speaker and a British-born American author, said that

"cigarettes are out, social media is in. It is the drug of the twenty-�rst century (at

least people who smoke stand outside together)".

2.3.1 Combating this addiction

Many studies point to the existence of smartphone addiction among users, with this

turning into a concern for many people who try to solve � or avoid � the existence

and prevalence of this problem. With that in mind, some research centres have been

created to study and combat this phenomenon.

Tristan Harris, who spent three years as a Google Design Ethicist, is now the pres-

ident and the cofounder of the CHT, and intending to help people live more inten-

tionally with their devices, radically reimagining technology for the common good of

humanity [59].



30 Chapter 2. State of the Art

CITA was founded by renowned cyberpsychologist Dr David Green�eld, who set

out to treat patients, train healthcare professionals on how to diagnose and treat

problematic tech use, and sensitize the community in general [60]. The mission of

the CITA is to create a new normal concerning our relationship with technology. One

of several tests that have been developed is very interesting: Smartphone Compulsion

Test. With this one, it is possible to know the relationship people have with their

smartphone 4. However, Harriset al. (2020) has mentioned there is a lack of

research supporting the theoretical foundation behind some gradings created for

smartphone use evaluation [88].

Besides, institutions such as the APA also share this concern, and recently they

shared a paper with some recommendations: children ought not to sleep with devices

in their bedrooms, including TVs, computers, and smartphones; and should avoid

exposure to these devices for 1 hour before bedtime [69].

Many researchers and journalists are terri�ed about the negative e�ects that smart-

phones' overuse can cause. For this reason, a community was created by several

institutions with the main goal of "enhancing human relationships through the in-

tentional use and development of technology"5.

Several authors have already written about this problem, showcasing their concerns:

� Adam Alter, a marketing professor at New York University, the author of a re-

cent book called "Irresistible" talks about technology addiction and the "atten-

tion economy";

� Catherine Price, an award-winning science journalist, wrote the book "How To

Break Up With Your Phone" that intends to overtake smartphone addiction

in thirty days; and

� Jean Twenge, professor of Psychology at San Diego State University, wrote

the book titled "iGen", that talks about the impact � not only, but also � of

smartphones on today's teens and young adults.

Also, in 2020 a documentary called The Social Dilemma, directed by Je� Orlowski,

was released on Net�ix, exploring the dangerous impact that smartphones (but

mainly social networks) can cause on people. This documentary counts on specialists

in this �eld, like Tristan Harris (previously mentioned), Je� Seibert (former Twitter's

4The test is available athttps://virtual-addiction.com/ .
5See more athttps://digitalwellnesscollective.com/ .
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Head of Consumer Product) and Bailey Richardson (a member of Instagram's earliest

teams) 6.

These are just some examples of the people and institutions concerned with smart-

phone addiction and overuse. Solutions to these problems should be more than just

creating centres for their study or by writing books or making documentaries that

make people aware of it. There have been some e�orts in an attempt to attenuate

these e�ects or smartphone usage as a whole. In the next Section, some of these

strategies that intend to minimize the negative impact of the smartphone overuse,

through usage-tracking and self-control apps will be discussed.

2.4 Usage-Tracking Apps

It may seem a little strange to combat smartphone addiction with mobile applica-

tions, but combating opioids is also done using methadone � which is also an opioid.

The same logic applies when social media documentaries are released on streaming

platforms like Net�ix. Therefore, many applications tend to raise awareness and

reduce the time spent by the user on the smartphone. When mentoring someone

for changing their behaviour, timing is a crucial factor, and it is one of the pros of

the existence of usage-tracking applications, this way people can be alerted when

caught in the act.

Also, as referred in Section 2.2.2, the smartphone can be used for multiple purposes,

either for professional or personal reasons. For example, it is possible to use Insta-

gram for Business or just scrolling without any proper reason; or to play a game as

part of tests when working in the gaming industry or to chill out. Thereby, that is

why it is so di�cult to know the context in which smartphones are used.

Some changes can be made � and a few were previously suggested in this Chapter

� like reducing the amount of noti�cations, switching the smartphone screen to

greyscale or turning on the aeroplane mode [59]. In Table 2.5, it is possible to

observe the di�erent methods adopted to solve the smartphone overuse problem,

according to Pinderet al. (2019) [43]. These usage-tracking apps intend, however,

through di�erent approaches, to make smartphone users' aware of their usage. In

the following Sections, di�erent applications available for tackling this issue will be

discussed. The main goal of these apps is to change fromtime spent to time well

6See more athttps://www.thesocialdilemma.com/ .
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spent, by a conscious process. As Shane Parrish said, "the internet is as useful as

your self-control".

Table 2.5: Methods to counter problematic smartphone usage by Pin-
der et al. (2019) [43]

Before Just-in-time After

On-device
Restrict
access

Realtime
feedback;
Timebox
current task

Usage
information

O�-device
Restrict
access

Ambient feed-
back

Usage
information

2.4.1 O�cial Apps

Google and Apple are taking digital overuse into account and started creating apps

for �ghting this issue � both had together 99.42% of mobile OS market share at

July 2020 [21].

Google developed a bunch of mechanisms that intend to look into the health, rela-

tionships, wellbeing and work-life balance in digital settings [91]. Also, since 2018,

Google developed an Android application called "Digital Wellbeing" that allows its

users to check how often the smartphone was checked, how frequently di�erent

apps are used and allows to limit apps' usage with timers. These features are also

included in an application developed by Apple for their ecosystem products, launched

in 2018 with the iOS 12 version [92].

Even if Google is developing the solution in all of their services, this does not mean

that young people will activate this mechanism in order to help their digital wellbeing.

We are dealing with a younger layer, and this requires more attention and better

monitoring. It is necessary to use subliminal techniques � such as nudges � so

that people, during periods of high cognitive load, are forced to stop using the mobile

phone.
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2.4.2 Non-O�cial Apps

Besides the apps developed by Apple and Google, there were several others developed

by third-party companies, even before the o�cial apps were launched. Even though

the latter were released in 2018, they do not reach all smartphone users: while

24.82% of the global number of mobile users bene�t from solutions o�ered by iOS,

only 25.32% of Android users (those with Android 10 or higher), as of 2020, are

reached by this company's solutions, even though Android controls 74.6% of the

mobile OS' market [93].

It is di�cult to say precisely how many users have a usage-tracking app installed

on their smartphone, because according to the latest version of the Google Mobile

Services (GMS) agreement, all the devices that launch or upgrade to Android 9.0

or higher after 3rd September 2019 should have a digital wellbeing solution [94].

This solution can be the Google solution, or the Original Equipment Manufacturer

(OEM) can also create their solution, that should o�er a usage dashboard with at

least the following statistics [94]:

1. The total amount of time with the screen on;

2. The number of device's unlocks;

3. The count of noti�cations received.

Therefore, it is still essential to contribute with new approaches that, even if not

already available on o�cial apps, users can have access to, and they could be in-

tegrated in the future directly in the OS. Among the thousands of applications on

the market, some, due to their popularity and characteristics, should be mentioned

and discussed accordingly with the design features that they have and the cognitive

components that they a�ect.

2.4.3 Design Features vs Cognitive Components

Lyngs et al. (2019) made a review on digital self-control tools, and besides that,

made a correlation between the most prevalent design features of the reviewed apps

and the cognitive component each one a�ects, as this can be seen in Figure 2.6 [24].

In this research paper, 367 apps and extensions from Google Chrome (n = 223),

Google Play Store (n = 86) and Apple App Store (n = 58) were analyzed. Di�erent

design features are being used on usage-tracking apps:
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1. Block/removal;

2. Self-tracking;

3. Goal achievement;

4. Reward/punishment.

Figure 2.6: Design Features versus Cognitive Components. Image by
Lyngset al. (2019) [24].

Among the most popular on the market, some of these components are more promi-

nent in some applications than others. Figure 2.7 details the most popular apps on

the market and which design features are more prominent. There are also other

apps � e.g. Siempo, Moment, SPACE, Own It, Boosted, RealizD, Calm or Flipd

� but they have not been subject of research.

By analysing this �gure, it is possible to conclude that the most prominent design

feature area is self-tracking, which uses tools such as displaying a timer, record
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Figure 2.7: Design Features of most popular usage-tracking apps.

history and visualization. However, according to Lyngset al.'s (2019) research, the

block is the most used design feature in Google Play apps, which is also included in

all apps that were analyzed.

Although the user can de�ne time and launch limit, it is hard to know if they are

using the smartphone for studying, researching, or for entertainment and this is

a challenging task for developers, to design strategies to raise users' awareness,

because not all strategies will be successful in all contexts and for all users. For

now, the secret is to provide the user with its data so they can autonomously take

action.
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2.5 Chatbots

Besides the fact that some design features are more prominent on some mobile

applications [24], conversational agents were not already tested as part of a solution

to smartphone overuse problem. For this reason, it is important to understand and

make an overview about conversational agents.

A chatbot, or a conversational agent, is a software technology that can chat or

interact in the form of text and/or voice with an individual using a natural language

as input � e.g. English or Portuguese [95]. The �rst chatbot, developed by Joseph

Weizenbaum between 1964 and 1966, was called ELIZA and was created to simulate

a psychotherapist. After that, other chatbots were developed, as A.L.I.C.E. and

Mitsuku, award-winners of the Loebner Prize Competition � the oldest Turing Test

contest to �nd the chatbot considered by the judges to be the most human-like [95,

96].

This competition helped boosting the process of chatbots' evolution, with a great

evolution in the area of conversational agents during the last decades, since their

main objective is to make them able to successfully pass the Turing test, in which

a human interrogator deems a computer su�ciently �intelligent� to pass as a hu-

man [97]. Brie�y explaining how a conversational agent works, when the user inserts

and sends a text to the chatbot, the chatbot analyses it, ponders on which would

be the best response and delivers that back to the user, accordingly with Figure 2.8.

1. User's input

2. Keyword-
s/phrases

are extracted

3. The most
suitable response

is chosen

4. Conversational
agent's output

Figure 2.8: Conversational process between the conversational agent
and the user.
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There are bene�ts of using chatbots: they are always available to perform a task that

otherwise would not be possible or would take a longer time; they are also character-

ized by their correctness and impartiality [25]. Chatbots can also play an important

role when the user wants to learn or develop skills in a language, for customer service

in e-commerce websites or entertainment purposes [95, 98]. Due to their versatility

and ease of use (when compared with web-based or mobile applications), there is

speculation that conversational agents may be a comprehensive user interface and

may succeed �apps� � as a democratization of the versatile command-line [97].

There are di�erent categories of chatbot, that can be identi�ed and categorized by

their level of intelligence: if the chatbot is limited to answer prede�ned questions

placed by the user through preformatted answers, this is a rule-based chatbot, that

use if/then logic to create speci�c and structured conversational �ows, limiting to

act accordingly with the information that was already set � one good example

are Frequently Asked Questions (FAQ) chatbots [99]. However, a chatbot can be

rule-based but use context to provide an adapted and personalized answer to the

user, considering this as a relatively more evolved chatbot [100]. And there are

also chatbots more sophisticated, interactive, personalized and more adaptive to

di�erent input styles and new tasks, when they are powered by Arti�cial Intelligence

(AI) software. Despite their impressive capabilities, enormous amounts of training

data and a team of highly skilled human specialists are required. Also, the fact they

work like a black box, makes it hard to intervene if something goes wrong [97, 99].

In Figure 2.9, it is possible to see the level of maturity for chatbots, proposed by

León Smiers, an expert in solution architecture [101].

Since 2010, GAFA companies � an acronym that was coined to refer to Google,

Amazon, Facebook and Apple � have been developing conversational agents for

their products in order to improve user's experience. The �rst was Siri, launched

by Apple in 2010, and then there was Google Assistant in 2012, and Cortana from

Microsoft and Alexa from Amazon in 2014 [100]. Besides these, there are also others

that allow creating agents based on their Natural Language Processing (NLP), as

will be discussed in Chapter 3. Through NLP, it is possible to create and develop

interactions between computers and human natural languages, since it refers to

the techniques used by machines to process and analyze a large amount of natural

language data and then perform various language operations [100].
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Figure 2.9: Maturity model for chatbots, proposed by Smiers (2017).

Since 2015, there is a sudden increase in the research output of chatbot or conver-

sational agents, that can be justi�ed by the development of AI and related technolo-

gies. Many of the existing studies are focused on a technical perspective, like how

to surpass the Turing test. Accompanied by a lack of research from the humane

and business point of view [95], they are not considered yet as a solution for the

smartphone overuse problem. However, in 2018 [102]:

� 60% of millennials have already used them, of which 70% reported positive

experiences;

� More than 50% of the millennials who have not already used them say they

are interested in using them.

With this dearth of research, the opportunity to evaluate chatbots as agents of

behavioural and habit change is being lost, for the problem of smartphone overuse

and others.
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Chapter 3

Description of the System

� You can kill a man, but you can't

kill an idea.

Medgar Evers(1925-1963)

3.1 Approach

As presented in Section 2.5, there are di�erent approaches and mechanisms embod-

ied in digital self-control tools [24]. One of the available methods to construct a

self-control app is by creating new unconscious but desirable habits: replace the old

and bad ones (i.e. using too much the smartphone) for the good ones (i.e. read a

good book instead). The habit formation is crucial for long-term behaviour changes,

whose shifts should be a conscious process from themselves [103].

3.1.1 Personal Digital Wellbeing Chatbot

There are few mobile applications with integrated chatbots focused on minimizing

the impact of the user's stress, anxiety, depression, loss or worry (most of these

associated with the smartphone overuse). Wisa1 and InnerHour Self-Care Therapy2

are two of such examples of mobile therapy chatbots. These apps, however, do not

retrieve the smartphone's usage data to send alerts from their conversational agents,

in order to reduce their usage. To the best of our knowledge, this technology is still

unheard of.
1See more athttps://bit.ly/WysaApp .
2See more athttps://bit.ly/InnerHour .
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On the premise that prevention is more important than cure, the focus should be

on triggering chatbot messages according to smartphone use, rather than expecting

the user to voluntarily resort to the conversational agent. Digital wellbeing chat-

bots' performance, e�ciency and precision can be improved by using real-time users'

smartphone data � their real-time actions and smartphone behaviour � than just

dealing with users' symptoms of anxiety or fatigue, etc.

As pointed out in Section 2.4, it might seem a bit inconsistent to use mobile appli-

cations to reduce smartphone usage. But this is actually the most convenient and

timely way to alert usersin loco, i.e. when they are exceeding normal or advisable

levels of smartphone usage. This is preferable to alert users in other circumstances,

when their smartphones are not being used, as the impact of the message will not

be the same.

Since the smartphone is a multi-functional device that allows for both productive

tasks and (un)conscious procrastination, and there is a lack of research in digital

wellbeing solutions that use chatbots; the goal of the proposed system is to alert

the user of their smartphone usage data and let them decide if it is bene�cial or

not [103].

In short, the approach is to build a personal digital wellbeing chatbot that monitors

the user's smartphone usage data (as the total usage time and the number of unlocks

� further details about the collected data are presented in Chapter 5), and messages

the users, bringing them to a conscious state regarding their smartphone behaviour,

ultimately to reduce their smartphone use, if necessary/advisable. The system's

operation is summarized in Figure 3.1 whereas a more detailed description of the

conversational agent's triggers and messages are presented in Chapter 4.

Since users tend to underestimate their smartphone usage and that can in�uence

the results and the impact the application can have on them [27], objective data,

retrieved from the smartphone, was used instead of subjective data, collected from

user reports. Underestimation also happens because, compared with web tools, there

are none that o�er more granular control to the mobile user interface. Besides that,

one of the research hypotheses is to try to understand if, throughout this study,

people underestimate their smartphone usage before and after using the proposed

application.
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1. Smartphone
usage data
collection

2. Sent this
information
to chatbot

3. Chatbot trig-
gers a message

4. Reach users
conscious state

Figure 3.1: Step-by-step operation of the proposed application, that
uses a conversational agent to mitigate the smartphone overuse prob-

lem.

3.2 Technologies Used

Software development is evolving really fast, being created solutions for peoples'

needs in a matter of months or weeks � or even days � that can radically change

peoples' lives. It is commonplace for developers to have one idea, one day, but see

similar products being launched the next day, by a third party. For that reason, it is

important for technologies to be the most simple yet innovative as possible: using

available frameworks and platforms to accelerate software development � in this

case, mobile development.

3.2.1 Android vs iOS Platforms

Since the goal is to develop a mobile application, the solution adopted had to be

either Android or iOS or yet recent hybrid solutions like React Native, Flutter or

Ionic. As stated in Section 2.4.2, Android (from Google) had 74.6% of the mobile

market share in July 2020, against the 24.82% of iOS, from Apple. Together, they

have the duopoly of mobile OS' market share, with around 99.42% of smartphones

having one of these solutions [21]. Choosing the solution was based on the following

items:

� A native solution was suggested since hybrid solutions did not �t the applica-

tion's needs � they are restrictive in terms of available features and tools;
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� The development of applications for the Apple Store are much more restrictive

in terms of permissions and tools (e.g. apps' block scheduling is not available

to iOS developers) [104];

� To develop iOS solutions, Apple products are needed and there was a lack of

hardware for this purpose. For hybrid solutions this would not be case, though;

� Android reaches the majority of mobile users on the market, so �nding subjects

willing to participate in the study would not be such a problem as compared

to solutions designed for iOS systems.

For these reasons, the decision was made to develop an Android application, knowing

it would �t the application's needs. However, mobile developers have little control

over how other apps are displayed as compared with web development, with blocking

and restricting access being the only viable strategies [24].

3.2.2 Conversational Agent Platform

Today, there are a lot of development platforms and implementation options (e.g. via

Software as a Service (SaaS)) on the internet, that allows building a personalised

chatbot with a bunch of di�erent features, which can be integrated into various

platforms [97]. There are several messaging platforms � Messenger, Telegram,

Viber, Kik or Slack � that allow integrating chatbot agents. However, the main goal

of this project was to develop an Android app that could receive usage data from

the smartphone and trigger messages through a chatbot agent.

Understanding humans isn't an easy task for machines, since there are a lot of

nuances and subtle ways for humans to communicate, with complex linguistic pat-

terns and rules, and that isn't very easy to replicate arti�cially. NLP stands as a

sub-�eld of AI, linguistics and computer science for human language processing.

NLP is concerned about how machines can process and analyze large amounts of

natural language data e�ciently, using standardization through a series of various

techniques, as converting text to lowercase or correcting spelling mistakes [99].

Besides NLP, chatbots also use other natural language principles, as Natural Lan-

guage Understanding (NLU) and Natural Language Generation (NLG):

� NLU stands for the machine reading comprehension,i.e. it helps the chatbot to

understand what the user wrote � if the input was in the form of speech, it is
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needed to use speech recognition technology previously � �nding the intention

and possible entities associated with it. This is achieved using language objects

(such as lexicons, synonyms and themes) with algorithms to understand the

meaning and context of a sentence and to construct conversational �ows, that

allow the chatbot to know how to respond [99].

� NLG is the next step after understanding what the user wrote or spoke, moving

the conversation forward, creating a readable, meaningful, and personalized re-

sponse or question through the chatbot. This is only possible by using available

information, interrogating data repositories, semantic intents or third-party

databases [99].

Generally, these principles are present in conversational agents, that can be built,

for example, by di�erent markup languages � e.g. Arti�cial Intelligence Markup

Language (AIML) and Synthetic Intelligence Markup Language (SIML) �, pro-

gramming languages' libraries � as the Natural Language Toolkit (NLTK) from

Python � or scripting languages � as ChatScript and RiveScript � that generally

encode rules for questions and answers. Besides that, there are also development

platforms, some of them implemented as a SaaS (e.g. Pandorabots, Botsify, Chat-

fuel, Mobile Monkey, Dialog�ow), that splits the testing responsibility between the

service provider (who receives inputs, tests them, and takes action, sending out-

puts appropriate and realistic for each situation) and the client (who evaluates the

ease of use and e�ectiveness of task accomplishment) [97]. There are also many

conversational agent platforms available in the market, such as:

� Botpress, one of the most active platforms on Github;

� Wit.ai, established in 2013 by Facebook;

� Microsoft Bot Framework, the framework provided by Microsoft;

� Amazon Lex, released in 2017 by Amazon;

� Watson Assistant, established by IBM.

Some of these options are open-source or paid and can be integrated with most

popular messaging systems (e.g. Microsoft Teams or Slack). Also, some allow the

use of drag-and-drop to build a conversational agent.
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As discussed in Chapter 2.4.2, Android has 74.6% of the market share of smartphone

users worldwide. Since one of the reasons that motivate choosing the Android plat-

form was by the fact of o�ering an application that suits for most of the smartphone

users, the same principle was applied to the Conversational Agent Platform:

� According to the most recent data from Statista, Google Assistant has almost
1
3 of the smart speaker with intelligent personal assistant market share, in

addition to being integrated on almost34 of smartphones worldwide [105];

� There is a complete lack on Personal Assistant chatbots to help with Digital

Wellbeing, so this chatbot was thought to be, if used, a big improvement and

contribution to the Google Assistant;

� Although other solutions can also be integrated into an Android app, Di-

alog�ow is the most suitable option for a future Google Assistant integra-

tion [106].

Since smartphone overuse is the main concern and almost three-quarters of smart-

phone users have an Android OS, Dialog�ow was the choice for the Conversational

Agent Platform. Some of the reasons for this are:

� Cost � With the Trial Edition, it is possible to create a conversational agent

with all the requirements needed to build and apply our approach;

� Multi-channel easy integration � it is compatible with more than 20 languages

and o�ers integration to more than 14 di�erent platforms in a one-click dis-

tance, like Telegram, Slack and Skype;

� Google Assistant � It is possible to integrate the developed conversational

agent in the Google Assistant;

� Easy integration � Being a platform acquired by Google in 2016, it was easier

to integrate this system in the Android app, a mobile OS also from Google;

� Massive use � Since Android covers around three-quarters of the mobile OS

worldwide, Google Assistant is one of the most used and popular conversational

agents, what o�ers reliability (besides using NLP).

In Figure 3.2 it is presented the Dialog�ow webpage, developing a conversational

agent intent. On November 14, 2019, it was announced that support for Dialog�ow

V1 was going to be discontinued and that the migration to Dialog�ow V23 would

3See more athttps://bit.ly/DialogflowV2 .
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have to be done. The platform was integrated using Application Programming

Interface (API) calls, from Android Studio. In Figure 3.3 it is possible to observe

the process �ow when interacting with the Dialog�ow API.

Figure 3.2: Development of intent in DialogFlow platform.

3.2.3 Firebase

Firebase is a Backend as a Service (BaaS) � that evolved from a prior startup

founded by James Tamplin and Andrew Lee in 2011 � released by Google in the

summer of 2016 that intended to provide the tools and infrastructure needed to

build an app, thriving on the market and earning from it [107]:

� Develop � Managing separate code bases for complicated tasks such as

database management, identity, messaging, and other typical attributes of

apps will signi�cantly increase the time and e�ort that is needed to invest in

building and launching an app;

� Grow � Help with the marketing of the applications and, consequently, make

them grow on the store;
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Figure 3.3: Process �ow with the Dialog�ow API. Image from Di-
alog�ow documentation.

� Earn � Monetize the applications that could be charging for them or monetize

by in-app content, advertising or both.

To accomplish these goals, Firebase has a lot of technologies that solve the speci�c

needs of the users and facilitate application development. Since the main goal of

this app is to avoid monetizing or making it grow on the market, most of the tools

used are from thedeveloppillar. More than 5 technologies (and its API) were used

for this project, which will be brie�y enumerated and described theoretically and

then, throughout Chapter 4, in a practical way (how they have been integrated and

used).

The limits of the Firebase Spark (free) version su�ced the requirements to develop

and test this application, which avoided buying a paid version.

Authentication

This technology allows us to identify the user that is accessing the app, allowing us to

build and maintain a sign-in infrastructure. The authentication process is made with

known credentials, provided, for example, by Google, Facebook or GitHub instead

of inserting credentials and personal data, avoiding a possible user experience bump.

With the Authentication API, it is possible to control who accesses which data from

the other services such as Realtime Database, being this one of the advantages of

using an ecosystem solution [107].
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Since this app is developed for Android users, all of them necessarily have a Google

account. In this way, even if there are more federated OAuth providers, only the

Google sign-in was implemented (even though implementing more providers is ef-

fortless, it was not an imperative need).

Realtime Database

The Realtime Database is a cloud-hosted NoSQL-based database in JavaScript Ob-

ject Notation (JSON) format that works di�erently from a traditional SQL database:

all the code is on the client- side and not on the server-side, and there are no database

access tiers. It intends to be scalable, allowing to build a realtime experience that

serves a high number of users, since that provides synchronization at all the con-

nected devices and data is still available when there is no network connectivity,

through a local cache [107].

In the Firebase Realtime Database Security Rules, there are the expression-based

rules which de�ne the data structure and the users' access rules to the data. In this

application, to prevent other people reading and writing on the database, only the

users that logged in the app can make those changes. In Listing 3.1, we can see

the access data rules for each node (the same rule could be de�ned for the entire

database, but it is easier to establish separate rules in case of being necessary to

change the rules for a speci�c node).
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1 // Only al low authent icated users to read the data

2 {

3 " rules " : {

4 " totalTimeOnScreen " :{ // For requests to access the ' totalTimeOnScreen ' node

5 "$uid " :{

6 " . read ": "$uid === auth .uid " ,

7 " . write " : " $uid === auth .uid "

8 }

9 } ,

10 " messages " :{ // For requests to access the 'messages ' node

11 "$uid " :{

12 ". read ": "$uid === auth .uid " ,

13 ". write " : " $uid === auth .uid "

14 }

15 },

16 " unlocks " :{ // For requests to access the 'unlocks ' node

17 "$uid " :{

18 ". read ": "$uid === auth .uid " ,

19 ". write " : " $uid === auth .uid "

20 }

21 },

22 " usageData " :{ // For requests to access the 'usageData ' node

23 "$uid " :{

24 ". read ": "$uid === auth .uid " ,

25 ". write " : " $uid === auth .uid "

26 }

27 },

28 " locks " :{ // For requests to access the ' locks ' node

29 "$uid " :{

30 ". read ": "$uid === auth .uid " ,

31 ". write " : " $uid === auth .uid "

32 }

33 },

34 " users " :{ // For requests to access the 'users ' node

35 "$uid " :{

36 ". read ": "$uid === auth .uid " ,

37 ". write " : " $uid === auth .uid "

38 }

39 }

40 }

41 }

Listing 3.1: Read and write access rules to database (JSON).

Crashlytics

This tool allows us to know the unexpected crashes and errors that occur in the

devices where the application is installed, for whichever user or wherever they are.

Through the Stack Trace available on the Firebase console, bugs can be �xed as

early as possible and give the application the performance aspired.There are a lot of

�lters that also allow us to easily trace what we want, like errors by the version of

the app or the fatal errors that may have occurred. In Figure 3.4, we can look into

the Crashlytics on the Firebase console, with an example of a bug to �x on stack

trace, detected during development.
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Figure 3.4: The Crashlytics on the Firebase console.

Test Lab

There are hundreds of di�erent smartphones with di�erent screen resolutions, equip-

ped with a lot of di�erent versions of Android OS. One of the constraints is that we

can not test the application in all devices that end users might have, but Firebase

Test Lab solves this problem making available devices hosted by Google in a Test

Center. It is just needed to submit the*.APK �le, and then the results come out as

screenshots and crash reports. The variety of tests that can be done, however, are

limited in the Spark (free) version.

App Distribution

This tool allows distributing the app for our trusted testers e�ortlessly, organising

the app releases by version. The process is straightforward, just needing to upload

the *.APK �le of the version we want to test and add the testers to make them

available to download the application.
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Analytics

Google Analytics for the Firebase is a free and unlimited solution that provides

insights about app usage and user engagement in a comprehensive way. There are

a lot of events that can be de�ned using the Firebase SDK, that returns reports

that allow understanding how the users behave on the app, facilitating the decisions

about the marketing and performance optimizations of the app.

3.2.4 External Libraries

Since the Dialog�ow's Java client library does not support Android, it was needed

to use a third-party library that allows the communication between the mobile ap-

plication and the Dialog�ow [108]. gRPC is an open-source Remote Procedure Call

(RPC) framework that can e�ciently connect services in and across data centres,

connecting yet devices, mobile applications and browsers to back-end services [109].

It was used for Remote Procedure Call to avoid the "No functional channel

service provider found " error while creatingSessionsClient from Dialog�ow

in the Android app.

Also, for the Usage Stats activity (see more at Section 4.1.4), it was used a library

to create a pie chart that allows to customize it in many aspects4. In addition, it

provides an animation, which is the loading of the graph depending on the user's

usage data.

To build the �oating widget (see more in Section 4.1.5), a library was also used5.

However, a lot of modi�cations were made in order to accomplish the desired func-

tionalities, as showing the total usage time on screen and adding the �oating widget's

colours (described throughout Chapter 4).

In addition, it was also used AndroidX libraries, since they replace the original support

library APIs with packages in the androidx namespace6.

4See more athttps://bit.ly/PieChartView .
5See more athttps://bit.ly/FloatingService .
6See more athttps://developer.android.com/jetpack/androidx/migrate .
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3.3 Prototyping

Building a product involves various steps to reach the point where it can be shared

and launched for the mass audience (even for an application for research purposes).

Each application tries, in some way, to solve the problems or constraints of their

target audience, and to evaluate if it is being done right. It is recommended to make

some tests with a working model, called a prototype. Since the goal for any product

is its success, we should assure that it corresponds to the users' needs and it solves

their problems at an early stage of the process.

For the prototyping, it was used a low-�delity (lo-�) tool called Adobe XD, that

allows designing the wireframes of the application with visual attributes (i.e. buttons

and widgets) of the �nal product, optimizing the design. Despite being a lo-�

prototyping tool, it allows creating interaction with the user from the wireframes

linked to each other, also known as "connected wireframes". This way, during a

test session, we can allow the users to navigate between the application features,

providing a little bit of the environment of the �nal product. In Figure 3.5, we can

see some examples of the wireframes for the application.

(a) (b) (c)

Figure 3.5: The wireframes of the app with (a) the �oating widget,
(b) the chatbot example and (c) the settings menu.

In order to follow the good practices of prototyping, we followed the 10 Usability
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